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Gateway for distributed access to reckon-db event stores.
[image: Gateway Architecture]
Overview
reckon-gater is an Erlang gateway service providing:
	Distributed Worker Registry: pg-based registry for cluster-wide worker discovery
	Load Balancing: Round-robin with exponential backoff retry
	Shared Type Definitions: Common records for events, snapshots, and subscriptions
	Capability-Based Security: UCAN-inspired tokens for decentralized authorization
	PubSub Channels: 10 dedicated channels with priority-based delivery
	HMAC Security: Message signing for critical channels
	Tamper-Resistance Primitives (new in 2.1.0): Canonical encoder and HMAC + hash-chain helpers used by reckon-db 2.1.0 to make stored events and snapshots tamper-evident. See reckon_gater_canonical and reckon_gater_integrity modules.
	DCB Wire API (new in 2.3.0): reckon_gater_api:append_if_no_tag_matches/4 plus the tag_filter() + seq_cutoff() types in include/reckon_gater_types.hrl. Cross-stream conditional append with atomic consistency check. See DCB Guide.
	CCC Payload Indexes (new in 3.5.0): ccc_read_by_payload/4 and ccc_read_by_payload_hash/4 read from store-side payload indexes, enabling consistency boundaries over JSON payload fields without requiring tags. See CCC Guide.
	CCC Index Introspection (new in 3.7.0): get_payload_indexes/1 and get_payload_hash_indexes/1 report which payload fields a store has declared as indexed, so callers can tell whether a ccc_read_by_payload/4 will be an indexed lookup or a full-store scan. See CCC Guide.
	Telemetry: BEAM telemetry with optional OpenTelemetry exporters

Versions
	Component	Version
	reckon_gater (this repo)	3.8.0
	telemetry (dep)	1.3.0
	Erlang/OTP	27+

reckon-gater has no Reckon dependencies: it defines the shared types and
protocols every other library in the Reckon stack consumes.
Pure Erlang, no native dependencies.
Installation
Add to your rebar.config:
{deps, [
    {reckon_gater, "~> 3.7"}
]}.
Pure Erlang implementation - works everywhere, no native dependencies.
Quick Start
%% Start the application (typically started by reckon-db)
application:ensure_all_started(reckon_gater).

%% Append events to a stream
Events = [#{type => <<"user_registered_v1">>, data => #{name => <<"Alice">>}}],
{ok, Version} = reckon_gater_api:append_events(my_store, <<"users-123">>, Events).

%% Read events from a stream
{ok, EventList} = reckon_gater_api:stream_forward(my_store, <<"users-123">>, 0, 100).

%% Subscribe to PubSub channel
ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"user.*">>, self()).

%% Receive channel messages
receive
    {channel_message, reckon_gater_channel_events, _Topic, Event} ->
        handle_event(Event)
end.
API Reference
Stream Operations
%% Append events to a stream
reckon_gater_api:append_events(StoreId, StreamId, Events) ->
    {ok, NewVersion} | {error, term()}.
reckon_gater_api:append_events(StoreId, StreamId, ExpectedVersion, Events) ->
    {ok, NewVersion} | {error, term()}.

%% Read events from a stream
reckon_gater_api:get_events(StoreId, StreamId, StartVersion, Count, Direction) ->
    {ok, [Event]} | {error, term()}.
reckon_gater_api:stream_forward(StoreId, StreamId, StartVersion, Count) ->
    {ok, [Event]} | {error, term()}.
reckon_gater_api:stream_backward(StoreId, StreamId, StartVersion, Count) ->
    {ok, [Event]} | {error, term()}.

%% Stream metadata
reckon_gater_api:get_version(StoreId, StreamId) -> {ok, Version} | {error, term()}.
reckon_gater_api:stream_exists(StoreId, StreamId) -> boolean().
reckon_gater_api:get_streams(StoreId) -> {ok, [StreamId]} | {error, term()}.
Subscription Operations
%% Create a subscription
reckon_gater_api:save_subscription(StoreId, Type, Selector, Name, StartFrom, Subscriber) ->
    ok | {error, term()}.

%% Remove a subscription
reckon_gater_api:remove_subscription(StoreId, Type, Selector, Name) ->
    ok | {error, term()}.

%% Acknowledge event processing
reckon_gater_api:ack_event(StoreId, StreamId, SubscriptionName, EventNumber) ->
    ok | {error, term()}.

%% List subscriptions
reckon_gater_api:get_subscriptions(StoreId) -> {ok, [Subscription]} | {error, term()}.
Snapshot Operations
%% Record a snapshot
reckon_gater_api:record_snapshot(StoreId, SourceUuid, StreamUuid, Version, Record) ->
    ok | {error, term()}.

%% Read a snapshot
reckon_gater_api:read_snapshot(StoreId, SourceUuid, StreamUuid, Version) ->
    {ok, Snapshot} | {error, term()}.

%% Delete a snapshot
reckon_gater_api:delete_snapshot(StoreId, SourceUuid, StreamUuid, Version) ->
    ok | {error, term()}.

%% List snapshots
reckon_gater_api:list_snapshots(StoreId, SourceUuid, StreamUuid) ->
    {ok, [Snapshot]} | {error, term()}.
Health
reckon_gater_api:health() -> healthy | {degraded, Reason} | {unhealthy, Reason}.
reckon_gater_api:quick_health_check(StoreId) -> ok | {error, term()}.
Temporal Queries
Query events by timestamp for point-in-time reconstruction. See Temporal Queries Guide.
%% Read events up to a timestamp
reckon_gater_api:read_until(StoreId, StreamId, Timestamp) ->
    {ok, [Event]} | {error, term()}.
reckon_gater_api:read_until(StoreId, StreamId, Timestamp, Opts) ->
    {ok, [Event]} | {error, term()}.

%% Read events in a time range
reckon_gater_api:read_range(StoreId, StreamId, FromTs, ToTs) ->
    {ok, [Event]} | {error, term()}.

%% Get stream version at a specific timestamp
reckon_gater_api:version_at(StoreId, StreamId, Timestamp) ->
    {ok, Version} | {error, term()}.
Scavenging
Remove old events beyond retention, optionally archive first. See Scavenging Guide.
%% Scavenge a stream (delete old events)
reckon_gater_api:scavenge(StoreId, StreamId, Opts) ->
    {ok, Result} | {error, term()}.

%% Scavenge streams matching a pattern
reckon_gater_api:scavenge_matching(StoreId, Pattern, Opts) ->
    {ok, [Result]} | {error, term()}.

%% Preview what would be deleted (dry run)
reckon_gater_api:scavenge_dry_run(StoreId, StreamId, Opts) ->
    {ok, Preview} | {error, term()}.
DCB / CCC Operations
Conditional append with atomic consistency check. See CCC Guide
and DCB Guide.
%% Conditional append: write events only if no matching events appeared
%% after seq_cutoff. Returns {ok, LastSeq} or {error, {context_changed, MaxSeq}}.
reckon_gater_api:append_if_no_tag_matches(StoreId, Filter, SeqCutoff, Events) ->
    {ok, pos_integer()} | {error, {context_changed, pos_integer()}} | {error, term()}.

%% Read events from the tag index (for DCB / tag-based CCC context reads)
reckon_gater_api:read_by_tags(StoreId, Tags) ->
    {ok, [Event]} | {error, term()}.
reckon_gater_api:read_by_tags(StoreId, Tags, Opts) ->
    {ok, [Event]} | {error, term()}.

%% Read events from the event-type index
reckon_gater_api:read_by_event_types(StoreId, EventTypes, BatchSize) ->
    {ok, [Event]} | {error, term()}.

%% Read events from the payload index (CCC payload-based context reads)
reckon_gater_api:ccc_read_by_payload(StoreId, Key, Value, Limit) ->
    {ok, [Event]} | {error, term()}.

%% Read events from the composite payload-hash index
reckon_gater_api:ccc_read_by_payload_hash(StoreId, Keys, Values, Limit) ->
    {ok, [Event]} | {error, term()}.

%% Introspect which payload fields the store has declared as indexed.
%% Check before a payload read to know whether it is an indexed lookup
%% (O(matches)) or a full-store scan.
reckon_gater_api:get_payload_indexes(StoreId) ->
    {ok, [binary()]} | {error, term()}.
reckon_gater_api:get_payload_hash_indexes(StoreId) ->
    {ok, [[binary()]]} | {error, term()}.
Causation Metadata
Events carry causation_id and correlation_id metadata fields (see the
event record in include/reckon_gater_types.hrl). There is no dedicated
query API for causation: lineage queries are a read-model concern. See
Causation Guide.
Schema Operations
Schema registry with automatic upcasting. See Schema Evolution Guide.
[image: Schema Upcasting]
%% Register a schema
reckon_gater_api:register_schema(StoreId, EventType, Schema) -> ok.

%% Get schema for an event type
reckon_gater_api:get_schema(StoreId, EventType) ->
    {ok, Schema} | {error, not_found}.

%% List all schemas
reckon_gater_api:list_schemas(StoreId) -> {ok, [SchemaInfo]}.

%% Upcast events to current schema version
reckon_gater_api:upcast_events(StoreId, Events) ->
    {ok, UpcastedEvents} | {error, term()}.

%% Unregister a schema
reckon_gater_api:unregister_schema(StoreId, EventType) -> ok.
Memory Pressure
Adaptive behavior based on system memory. See Memory Pressure Guide.
%% Get current memory pressure level
reckon_gater_api:get_memory_level(StoreId) ->
    {ok, normal | elevated | critical}.

%% Get detailed memory statistics
reckon_gater_api:get_memory_stats(StoreId) ->
    {ok, #{used := bytes(), total := bytes(), level := atom()}}.
Stream Links
Create derived streams from source streams. See Stream Links Guide.
[image: Stream Links]
%% Create a new link (filter + transform)
reckon_gater_api:create_link(StoreId, LinkSpec) -> ok.

%% Delete a link
reckon_gater_api:delete_link(StoreId, LinkName) -> ok.

%% Get link by name
reckon_gater_api:get_link(StoreId, LinkName) ->
    {ok, LinkInfo} | {error, not_found}.

%% List all links
reckon_gater_api:list_links(StoreId) -> {ok, [LinkInfo]}.

%% Start/stop a link
reckon_gater_api:start_link(StoreId, LinkName) -> ok.
reckon_gater_api:stop_link(StoreId, LinkName) -> ok.

%% Get detailed link info
reckon_gater_api:link_info(StoreId, LinkName) ->
    {ok, #{status := atom(), events_processed := integer()}}.
Channels
%% Subscribe to a topic
reckon_gater_channel_server:subscribe(ChannelName, Topic, Pid) -> ok.

%% Subscribe with capability token (for authorization)
reckon_gater_channel_server:subscribe(ChannelName, Topic, Pid, CapabilityToken) ->
    ok | {error, {unauthorized, Reason}}.

%% Unsubscribe from a topic
reckon_gater_channel_server:unsubscribe(ChannelName, Topic, Pid) -> ok.

%% Publish a message
reckon_gater_channel_server:publish(ChannelName, Topic, Message) ->
    ok | {error, rate_limited | signature_required | invalid_signature}.

%% Publish with capability token (for authorization)
reckon_gater_channel_server:publish(ChannelName, Topic, Message, CapabilityToken) ->
    ok | {error, {unauthorized, Reason}}.
Security
%% Sign a message with default secret
reckon_gater_pubsub_security:sign(Message) -> SignedMessage.

%% Sign with custom secret
reckon_gater_pubsub_security:sign(Message, Secret) -> SignedMessage.

%% Verify a signed message
reckon_gater_pubsub_security:verify(SignedMessage) -> ok | {error, Reason}.

%% Set the default secret
reckon_gater_pubsub_security:set_secret(Secret) -> ok.
Retry Configuration
%% Create custom retry config
Config = reckon_gater_retry:new_config(
    100,     %% base_delay_ms
    5000,    %% max_delay_ms
    5        %% max_attempts
),

%% Execute with custom retry
reckon_gater_api:execute(my_store, Fun, Config).
PubSub Channels
[image: PubSub Channels]
The gateway provides 10 dedicated PubSub channels:
	Channel	Priority	Rate Limit	HMAC	Purpose
	reckon_gater_channel_alerts	critical	unlimited	required	Critical system alerts
	reckon_gater_channel_security	critical	unlimited	required	Security events
	reckon_gater_channel_events	high	unlimited	optional	Business events
	reckon_gater_channel_health	high	100/sec	optional	Health checks
	reckon_gater_channel_system	normal	unlimited	optional	System notifications
	reckon_gater_channel_metrics	normal	10000/sec	optional	Performance metrics
	reckon_gater_channel_audit	normal	unlimited	optional	Audit trail
	reckon_gater_channel_lifecycle	normal	unlimited	optional	Lifecycle events
	reckon_gater_channel_logging	low	1000/sec	optional	Log messages
	reckon_gater_channel_diagnostics	low	100/sec	optional	Diagnostic info

Channel Priorities
	critical: Immediate delivery, no rate limiting, HMAC required
	high: Priority delivery, minimal rate limiting
	normal: Standard delivery
	low: Background delivery, may be rate limited

Architecture
Supervision Tree
[image: Supervision Tree]
Worker Registry Flow
[image: Worker Registry Flow]
Channel Message Flow
[image: Channel Message Flow]
Configuration
%% sys.config
[{reckon_gater, [
    %% Cluster configuration
    {cluster, [
        {port, 45893},
        {multicast_addr, {239, 255, 0, 2}}
    ]},

    %% Retry defaults
    {retry, [
        {base_delay_ms, 100},
        {max_delay_ms, 30000},
        {max_attempts, 10}
    ]},

    %% Channel configuration
    {channels, [
        {reckon_gater_channel_events, [
            {priority, high}
        ]},
        {reckon_gater_channel_metrics, [
            {max_rate, 10000}
        ]}
    ]},

    %% Security
    {security, [
        {hmac_secret, <<"your_secret_here">>},
        {message_ttl_seconds, 300}
    ]},

    %% Telemetry
    {telemetry_handlers, [logger]}
]}].
Telemetry Events
	Event	Measurements	Metadata
	[reckon_gater, worker, registered]	system_time	store_id, node, pid
	[reckon_gater, worker, unregistered]	system_time	store_id, pid
	[reckon_gater, worker, lookup]	duration	store_id
	[reckon_gater, request, start]	system_time	store_id, request_type
	[reckon_gater, request, stop]	duration	store_id, request_type, result
	[reckon_gater, request, error]	duration	store_id, request_type, reason
	[reckon_gater, retry, attempt]	delay_ms, attempt	store_id, reason
	[reckon_gater, retry, exhausted]	total_attempts	store_id, reason
	[reckon_gater, cluster, node, up]	system_time	node, member_count
	[reckon_gater, cluster, node, down]	system_time	node, member_count
	[reckon_gater, channel, broadcast]	recipient_count	channel, topic

Attaching Handlers
%% Attach default logger handler
ok = reckon_gater_telemetry:attach_default_handler().

%% Attach custom handler
Handler = fun(Event, Measurements, Meta, Config) ->
    %% Your custom handling
    ok
end,
ok = reckon_gater_telemetry:attach(my_handler, Handler, #{}).

%% Detach handler
ok = reckon_gater_telemetry:detach(my_handler).
Building
rebar3 compile         # Compile
rebar3 eunit           # Unit tests (44 tests)
rebar3 ct              # Integration tests (8 tests)
rebar3 dialyzer        # Type checking

Testing
Test counts:
	Unit tests: 44 tests (retry, security, telemetry)
	Integration tests: 8 tests (channel system)
	End-to-end tests: 24 tests (with reckon-db, run from reckon-db)

rebar3 eunit                                    # All unit tests
rebar3 ct --suite=reckon_gater_channel_SUITE    # Channel tests

Run e2e tests from reckon-db:
cd /path/to/reckon-db
rebar3 ct --suite=test/e2e/reckon_gater_e2e_SUITE

Integration with reckon-db
reckon-gater is designed to work with reckon-db to provide load-balanced, distributed access to event stores.
Automatic Worker Registration
When both packages are deployed on the same nodes:
	reckon-db gateway workers automatically register with reckon-gater
	No manual registration is required
	Worker cleanup is automatic when nodes leave or workers crash

[image: Automatic Worker Registration]
Accessing the Event Store
Use the gateway API to access reckon-db with automatic load balancing and retry:
%% Stream operations
{ok, Version} = reckon_gater_api:append_events(my_store, StreamId, Events).
{ok, Version} = reckon_gater_api:append_events(my_store, StreamId, ExpectedVersion, Events).
{ok, Events} = reckon_gater_api:stream_forward(my_store, StreamId, 0, 100).
{ok, Events} = reckon_gater_api:stream_backward(my_store, StreamId, 100, 50).
{ok, Version} = reckon_gater_api:get_version(my_store, StreamId).
true = reckon_gater_api:stream_exists(my_store, StreamId).

%% Subscription operations
ok = reckon_gater_api:save_subscription(my_store, stream, StreamId, <<"my_sub">>, 0, self()).
ok = reckon_gater_api:remove_subscription(my_store, stream, StreamId, <<"my_sub">>).
ok = reckon_gater_api:ack_event(my_store, StreamId, <<"my_sub">>, EventNumber).
{ok, Subs} = reckon_gater_api:get_subscriptions(my_store).

%% Snapshot operations
ok = reckon_gater_api:record_snapshot(my_store, SourceUuid, StreamUuid, Version, Record).
{ok, Snap} = reckon_gater_api:read_snapshot(my_store, SourceUuid, StreamUuid, Version).
ok = reckon_gater_api:delete_snapshot(my_store, SourceUuid, StreamUuid, Version).
{ok, Snaps} = reckon_gater_api:list_snapshots(my_store, SourceUuid, StreamUuid).

%% Health check
healthy = reckon_gater_api:health().
ok = reckon_gater_api:quick_health_check(my_store).
Deployment
reckon-db includes reckon-gater as a dependency. Starting reckon-db automatically starts the gateway:
%% Start reckon-db (includes gater)
application:ensure_all_started(reckon_db).

%% Gateway workers auto-register with the pg-based registry
%% Use the gater API for all operations
{ok, Version} = reckon_gater_api:append_events(my_store, StreamId, Events).
In a multi-node cluster, each node runs reckon-db with its gateway worker. The pg-based registry provides:
	Cluster-wide worker discovery via pg:get_members/2
	Eventual consistency (workers visible across all nodes)
	Automatic cleanup on node failure (pg membership)
	Load balancing with round-robin selection
	Exponential backoff retry on failures

Shared Types
reckon-gater provides shared type definitions used across the ecosystem. Include them in your modules:
-include_lib("reckon_gater/include/reckon_gater_types.hrl").
Records
	Record	Purpose
	#event{}	Event with type, data (Erlang term), and metadata
	#snapshot{}	Aggregate snapshot at a specific version
	#subscription{}	Subscription state and configuration
	#append_result{}	Result of an append operation

Version Constants
	Constant	Value	Purpose
	?NO_STREAM	-1	Stream must not exist (first write)
	?ANY_VERSION	-2	No version check, always append
	?STREAM_EXISTS	-4	Stream must exist

See the Shared Types Guide for detailed usage.
Reckon stack
[image: Ecosystem]
reckon-gater is one library in the Reckon event-sourcing ecosystem. In dependency order (a library only knows about the ones above it):
	reckon-proto: the wire-contract protobufs; source of truth for the gateway surface.
	reckon-gater (this repo): shared types and protocols (event, snapshot, subscription, DCB/CCC tag_filter) plus the store-worker registry API. No Reckon dependencies.
	reckon-db: BEAM-native event store. Depends on reckon_gater, khepri, ra.
	reckon-nifs: standalone Rust NIF helpers with pure-Erlang fallbacks.
	evoq: standalone CQRS/event-sourcing framework; no Reckon dependencies.
	reckon-evoq: adapter wiring evoq to a Reckon store. Depends on evoq and reckon_gater; not on reckon_db (reaches the store through the gater API).
	reckon-gateway: gRPC + HTTP/JSON ingress. Consumes reckon_gater; can embed reckon_db or federate remote clusters.
	reckon-go: the Go client; talks to reckon-gateway.
	reckon-portal: docs and landing site (reckon-internal/reckon-portal).
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                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.



  

    Changelog

All notable changes to reckon-gater will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[3.11.0] - 2026-07-08
Added
	reckon_gater_api:get_resource_stats/1 — facade for the node-wide CPU + disk
resource stats introduced in reckon_db 5.10.0. Mirrors get_memory_stats/1:
routes {get_resource_stats, StoreId} to the store's registered gateway
worker, which returns reckon_db_resource_monitor:get_stats/0 for the node
hosting that store. This is the dispatch entry point reckon-gateway uses to
surface CPU/disk in the admin UI. Requires the store node on reckon_db >= 5.10.

[3.10.0] - 2026-07-04
Added
	reckon_gater_api:integrity_status/1 — routes to a store's public event-
integrity status (#{enabled, algo, key_id}, never key bytes). Lets a
catalogue gateway that doesn't host the store dispatch for its integrity
status instead of reading its own (empty) local state.

[3.9.0] - 2026-07-04
Added
	reckon_gater_api:global_event_count/1 — routes to a store's O(1) total
event counter (reckon-db 5.6.0+, {global_event_count, StoreId}). Cheap
source for ingest-rate/activity dashboards, replacing a full-store scan.

[3.8.0] - 2026-07-02
Added — Telemetry guide and documented event catalogue
	New guides/telemetry.md: the full gater telemetry event catalogue (worker
registry, request, retry, cluster, and channel events) with each event's
Measurements/Metadata contract, plus how to attach the built-in logger
handler, custom handlers, and metrics exporters (Prometheus / OpenTelemetry).
Wired into the hexdocs sidebar.
	?GATER_CHANNEL_BROADCAST macro in reckon_gater_telemetry.hrl for the
previously-undeclared [reckon_gater, channel, broadcast] event, so every
emitted event now has a named macro.

Changed
	reckon_gater_telemetry.hrl now documents every event inline with its
Measurements and Metadata contract (previously event names only).
	reckon_gater_channel_server emits the broadcast event via the
?GATER_CHANNEL_BROADCAST macro instead of an inline literal — no
behavioural change; identical event name and payload.

[3.7.2] - 2026-07-01
Fixed — DCB conflict was retried as a transient error, timing out the call
reckon_gater_retry:is_retriable_error/1 defaulted every unrecognised error to
retriable, so a DCB append_if_no_tag_matches conflict ({context_changed, MaxSeq}) — a deterministic consistency-boundary outcome — was retried with
exponential backoff for the full budget (~11 attempts) and then surfaced as
{retries_exhausted, ...}, blowing past the gRPC call timeout. The gateway
never saw the conflict, so AppendIfNoTagMatches returned Internal instead of
a Conflict response. {context_changed, _} is now non-retriable and returns
immediately. Found via the reckon-dotnet DCB E2E.
[3.7.1] - 2026-06-25
Changed — internal nesting cleanup (no API change)
	Wired rebar3 lint (Elvis no_deep_nesting level 2 + no_nested_try_catch +
no_if_expression) and flattened all 44 deep-nesting sites across 9 modules
(repl, channel_server, api, capability, pubsub_security, identity, stream_id,
retry, worker_registry) into head-dispatched helpers. Behaviour-preserving;
287 tests green. The channel publish handler's exact state-threading (a
signature failure discards the rate-limiter update) is preserved.

Fixed — CCC guide literature dates + attribution
	guides/ccc.md: corrected publication years (Rico Fritzsche, Simply Event
Sourcing → 2026; Ralf Westphal, Command Context Consistency → 2025) and
added Rico Fritzsche's Aggregateless Event Sourcing (2025) as the
originating reference for the aggregate-free approach.

[3.7.0] - 2026-06-24
Added — store index introspection API
Two new functions in reckon_gater_api for inspecting which payload fields are
indexed in a store's config:
	get_payload_indexes/1 — returns {ok, [binary()]}, the list of payload
field keys declared as {payload, Key} in the store's index config. Callers
can check this before calling ccc_read_by_payload/4 to know whether the
read will be O(matches) or a full-store scan.

	get_payload_hash_indexes/1 — returns {ok, [[binary()]]}, the list of
key-sets declared as {payload_hash, Keys} in the store's index config.
Callers can check this before calling ccc_read_by_payload_hash/4.


Both functions use route_call and are served by the gateway worker on the
reckon-db side (requires reckon-db >= 5.5.0). The worker reads directly from the
#store_config{} it holds in state — no additional store I/O.
[3.6.4] - 2026-06-23
Added — DCB guide
guides/dcb.md: reckon-gater-focused DCB guide covering the decision loop,
read_by_tags/2,3, read_by_event_types/3, append_if_no_tag_matches/4,
the full TagFilter algebra, seq-cutoff semantics, two worked examples (email
uniqueness, seat reservation), HTTP endpoint reference, and cross-links to the
CCC guide and the reckon-db DCB internals guide.
Also added to ex_doc extras (rendered on hexdocs) and README Overview.
[3.6.3] - 2026-06-23
Fixed — README and causation guide audit
	README.md: Installation snippet updated from stale "2.1.0" to "~> 3.6".
	README.md: Added DCB/CCC Operations API reference section documenting
append_if_no_tag_matches/4, read_by_tags/2,3, read_by_event_types/3,
ccc_read_by_payload/4, and ccc_read_by_payload_hash/4.
	README.md: Added CCC Payload Indexes bullet to Overview feature list.
	README.md: Removed Causation Tracking API section that documented
non-existent functions (get_effects, get_cause, get_causation_chain,
get_correlated, build_causation_graph). The CausationService was removed
in June 2026. Replaced with a one-line note about causation_id /
correlation_id as metadata fields.
	guides/causation.md: Rewritten to reflect current reality — causation
fields are writer-set metadata; lineage queries require a read-model
projection. All references to removed API functions removed.

[3.6.2] - 2026-06-23
Fixed — "ReadDcbContext" removed from CCC decision flow diagram and guide
ReadDcbContext is a DCB-specific endpoint name and has no place in a CCC
diagram. The CCC decision flow SVG step is now "Read relevant history" with
subtitle "tags / types / payload". The store-side box shows both index families
(by_tag / by_event_type and by_payload / by_payload_hash) without
confusing parentheticals.
guides/ccc.md Step 1 description now names the actual Erlang API functions
(read_by_tags/3, read_by_event_types/3, ccc_read_by_payload/4,
ccc_read_by_payload_hash/4) and HTTP endpoints (/dcb/context,
/dcb/by-payload, /dcb/by-payload-hash) instead of ReadDcbContext.
[3.6.1] - 2026-06-23
Fixed — CCC guide and decision flow diagram
	guides/ccc.md: Three code examples called non-existent
reckon_gater_api:dcb_read_context/3. Replaced with correct API calls:	Tag-filter example → read_by_tags/3
	Composite payload hash example → ccc_read_by_payload_hash/4
	Mixed type+payload example → read_by_event_types/3 + ccc_read_by_payload/4,
then intersect and compute cutoff


	guides/ccc.md: Retry Semantics section now distinguishes re-read strategy
by filter type (tag/event_type vs payload vs composed).
	assets/ccc_decision_flow.svg: ReadDcbContext "Read indexes" box incorrectly
listed by_payload / by_payload_hash. These indexes are only consulted inside
the AppendIfNoTagMatches Khepri transaction. Fixed both boxes.

[3.6.0] - 2026-06-23
Changed — rename payload-read API functions to ccc_ prefix
dcb_read_by_payload/4 and dcb_read_by_payload_hash/4 renamed to
ccc_read_by_payload/4 and ccc_read_by_payload_hash/4.
These functions read by CCC payload indexes — they are not DCB operations.
The internal routing keys ({dcb_read_by_payload, ...}) are unchanged;
no reckon-db update required.
This was released the same day as 3.5.1 (before any downstream consumer
wired up the old names), so the rename is effectively free.
Upgrading from 3.5.1
Replace dcb_read_by_payload → ccc_read_by_payload and
dcb_read_by_payload_hash → ccc_read_by_payload_hash at call sites.
No behavioural changes.

[3.5.1] - 2026-06-23
Added — Payload-index read API functions
dcb_read_by_payload/4 and dcb_read_by_payload_hash/4 added to
reckon_gater_api. Both route through the existing route_call/2
mechanism to the gateway worker in reckon-db 5.3.0+.
	dcb_read_by_payload(StoreId, Key, Value, Limit) — returns events
where data[Key] = Value in ascending seq order (up to Limit).
Requires {payload, Key} declared in the store.

	dcb_read_by_payload_hash(StoreId, Keys, Values, Limit) — returns
events matching the composite payload combination in ascending seq
order. Requires {payload_hash, Keys} declared in the store.


[3.5.0] - 2026-06-23
Added — CCC payload filter variants in tag_filter()
Extends tag_filter() with two new leaf variants implementing Command
Context Consistency (CCC) payload predicate support. These allow
AppendIfNoTagMatches to enforce consistency based on indexed event
payload fields, not just tags and event types.
New variants:
{payload_match, Key :: binary(), Value :: binary()}
Matches events where event.data[Key] = Value (top-level JSON field,
binary value). Requires the store to declare {payload, Key} in its
index_config. Composes with and_/or_ via sequence-set intersection
in the DCB filter — same cost model as {any_of, ...}.
{payload_hash_match, Keys :: [binary()], Values :: [binary()]}
Matches events where all Keys[i] = Values[i] in event.data. Requires
the store to declare {payload_hash, Keys} in its index_config. The
hash of the sorted [{K, V}] pairs is used as a single Khepri path
component — one subtree read regardless of how many fields are in the
combination. The query must supply all declared fields.
Both variants can be combined freely with existing {any_of, ...},
{all_of, ...}, {event_type, ...}, {and_, ...}, {or_, ...} filters.
Index declarations (in reckon_db.hrl, required: reckon-db 5.3.0+):
	{payload, Key :: binary()} — single-field index, [by_payload, Key, Value, SeqKey]
	{payload_hash, Keys :: [binary()]} — composite index, [by_payload_hash, Hash, SeqKey]

Both index types only cover events written AFTER the declaration is added.
Top-level binary JSON values only; non-binary field values are silently
skipped (no index entry, event not visible to that filter).
Added — guides/ccc.md and CCC SVG diagrams
New guide explaining the CCC vs DCB distinction, ReckonDB's position in
the consistency taxonomy, payload index declarations, worked examples for
seat reservation and credit reservation, retry semantics, and full
literature references (Fritzsche, Westphal, Pellegrini/Savic, Verraes,
Fowler).
New SVG diagrams in assets/:
	ccc_decision_flow.svg — the read-decide-append loop with store interaction
	ccc_vs_dcb_taxonomy.svg — Aggregate versioning vs CCC vs DCB taxonomy tree

[3.4.1] - 2026-06-23
Added — DCB read API: dcb_read_log/3, dcb_all_tags/1, dcb_all_event_types/1
New functions in reckon_gater_api that proxy to the corresponding
reckon_db_dcb read functions (requires reckon-db 5.2.2+):
	dcb_read_log(StoreId, FromSeq, Limit) — paginated log read.
	dcb_all_tags(StoreId) — enumerate tags with event counts.
	dcb_all_event_types(StoreId) — enumerate event types with event counts.

Used by the new admin UI DCB views in reckon-gateway 0.12.0.
[3.4.0] - 2026-06-22
Added — {event_type, binary()} leaf in tag_filter()
Adds spec-conformant event-type filtering to the DCB consistency algebra.
The canonical DCB spec (dcb.events) defines a query model where each query
item can restrict by event type in addition to tags. tag_filter() previously
only operated on tags, requiring callers to encode type into a tag by
convention (e.g. <<"type:user_registered_v1">>). That workaround is no
longer needed.
New filter variant:
{event_type, binary()}  %% matches events whose event_type field equals Type
Composes with the full algebra:
{and_, [
    {event_type, <<"user_registered_v1">>},
    {any_of, [<<"email:alice@example.com">>]}
]}
reckon-db evaluates this using a [by_event_type, Type, SeqKey] index
written alongside the existing tag index at DCB-append time — same
O(bounded-subtree) cost as tag lookups. Requires reckon-db 5.2.0+.
Backward compatible: existing {any_of, ...}, {all_of, ...},
{and_, ...}, {or_, ...} filters are unchanged.
[3.3.0] - 2026-06-10
Security — capability checks on by default, real token verification
Fixes the 2026-06-10 audit findings: the global capability_mode
defaulted to disabled (every check a no-op), the tokenless
publish/3 / subscribe/3 paths skipped capability checks entirely
(so even required mode was bypassable), and
reckon_gater_capability:decode/1 parsed tokens without verifying
the signature, expiry, or algorithm.
	Default capability_mode is now optional (was disabled):
a presented token is always verified — forged, expired, or
algorithm-confused tokens are rejected instead of waved through —
while tokenless internal callers keep working. Set required in
production once callers carry tokens; set disabled explicitly to
restore the old behavior.
	Every entry point is gated. Plain publish/3 / subscribe/3
now route through the capability check with an empty token, so
required (global or per-channel requires_capability) actually
denies tokenless callers instead of only guarding the _with_cap
variants.
	New reckon_gater_capability:verify/1,2 and authorize/3.
Ed25519 signature verification against the issuer's did:key,
exp/nbf enforcement, and the algorithm pinned to EdDSA/UCAN (the
attacker-controlled header can no longer select the algorithm).
decode/1 is documented as parse-only: a decoded capability is
untrusted data until verified.
	Standalone verification fallback. When reckon-db (and its full
verifier with revocation hooks) is not loaded, channel capability
checks fall back to the in-repo verifier instead of failing with
verifier_not_available.

Migration: deployments relying on the implicit disabled default
get optional after upgrading. Tokenless traffic is unaffected;
traffic presenting invalid tokens — previously accepted — is now
rejected. That is the point of the fix.
[3.2.0] - 2026-06-08
Added — reckon_gater_api:read_by_metadata/3
Client-facing API for reckon-db's new metadata index: read events whose
metadata key = value.
reckon_gater_api:read_by_metadata(StoreId, <<"causation_id">>, <<"evt-7">>).
Routes a {read_by_metadata, StoreId, Key, Value} call to the store's
gateway worker. When the store declared the {meta, Key} secondary index
this is an O(matches) indexed read; otherwise the server falls back to a
whole-store scan. The store does not interpret the key — lineage
traversal/graphs/read models are the application's job. Companion to the
existing read_by_tags/2,3 and read_by_event_types/3.
Additive and backward-compatible. Requires reckon-db with the
read_by_metadata worker handler + secondary index (reckon-db 3.0.0+).
[3.1.0] - 2026-06-08
Added — reckon_gater_stream_id:parts/1
parts/1 decomposes a stream id into the structural segments a layout
keys on, and is the single source of truth for that split:
parts(<<"ride-018f...">>)   %% => {user, <<"ride">>, <<"018f...">>}
parts(<<"$link:hot">>)      %% => {system, <<"link">>, <<"hot">>}
parts(<<"_dcb">>)           %% => {error, malformed}
	{user, Type, Id} — prefix and 32-hex suffix.
	{system, Ns, Name} — namespace (without the leading $) and the
remainder after the first :.
	{error, malformed} — anything validate/1 rejects, including the
reckon-db-internal _dcb pseudo-stream.

prefix_of/1 is now a thin wrapper over parts/1. validate/1,
new/1, is_system/1, and suffix_of/1 are unchanged.
Additive and backward-compatible. Underpins reckon-db's Model C
structural stream namespace ([streams, Type, Id, Version]).
[3.0.0] - 2026-06-07
Removed — causation/correlation API (BREAKING)
Removed reckon_gater_api:get_effects/2, get_cause/2,
get_causation_chain/2, get_correlated/2, build_causation_graph/2
and the corresponding REPL commands (effects, cause, chain,
graph, dot).
Causation/correlation traversal is not an event-store concern.
causation_id and correlation_id remain ordinary keys in an event's
metadata map — the gateway stores and returns metadata verbatim and
does not interpret it. Consumers that need lineage build a read
model/projection. Pairs with reckon-proto 0.5.0 and reckon-db 4.0.0.
[2.3.2] - 2026-05-29
Fixed — Unbounded ~p of retry Reason pegged the CPU
The retry logs in reckon_gater_retry formatted the failure Reason with
an unbounded ~p. A store/Ra error Reason can carry the full
ra_server_state (a multi-MB nested term). Under retry pressure the
default logger handler flips to synchronous mode, so the calling
process (the store) pretty-prints that giant term inline (via
io_lib_pretty) — pegging a whole scheduler continuously, independent of
real workload. Both log calls now use depth-limited ~P (depth 30),
keeping a retry log cheap regardless of the Reason's size. Diagnosed live
on the parksim fleet (per-tenant CPU ~95% to ~3% once formatting was
bounded). Consumers should also set a global logger formatter depth /
chars_limit so other components' reports are bounded too.
[2.3.1] - 2026-05-27
Fixed — EDoc-incompatible backticks in append_if_no_tag_matches/4 doc
2.3.0 shipped with markdown-style backticks in the @doc block for
append_if_no_tag_matches/4. EDoc's parser rejected the block with
`-quote ended unexpectedly, breaking the hex docs build for 2.3.0.
Backticks replaced with plain text; rebar3 ex_doc now builds clean.
Chore — Generated doc/ untracked
The doc/ directory (ex_doc output) was inadvertently checked into the
repo. Added to .gitignore and removed from version control. The other
three repos in the DCB stack already ignored it.
[2.3.0] - 2026-05-27
Added — DCB wire types and API (paired with reckon-db 3.1.0)
tag_filter() and seq_cutoff() types in
include/reckon_gater_types.hrl. tag_filter() is the consistency-
boundary spec for append_if_no_tag_matches: per-event AND/OR
composition over any_of/all_of tag predicates.
-type tag_filter() ::
      {any_of, [binary()]}
    | {all_of, [binary()]}
    | {and_, [tag_filter()]}
    | {or_,  [tag_filter()]}.

-type seq_cutoff() :: integer().  %% -1 means "saw nothing"
New API verb in reckon_gater_api:
reckon_gater_api:append_if_no_tag_matches(
    StoreId, TagFilter, SeqCutoff, Events).
Routes through route_call/2 like every other write verb. Backends
that don't implement the underlying primitive will surface
{error, not_supported} at the gateway worker layer.
Notes
This release adds the wire surface for DCB. The reckon-db backend
implementing the primitive ships in reckon-db 3.1.0. The reckon-evoq
adapter passthrough ships in reckon-evoq 2.3.0 (or whichever release
follows reckon-evoq 2.2.x). Apps that don't use DCB are unaffected.
[2.2.0] - 2026-05-26
Added — reckon_gater_stream_id (moved from reckon-db)
Stream-id format validator + generator now lives in reckon-gater, where
the protocol contract belongs. Both reckon-db (write-time validation)
and reckon-evoq (adapter-time generation) reach for it; previously
only reckon-db could enforce the format and consumers had no shared
helper for minting new ids.
Changed (breaking) — user-stream regex tightened
The user-stream regex tightens from ^[A-Za-z]+-[A-Fa-f0-9]+$ to
^[a-z]{1,32}-[a-f0-9]{32}$:
	Prefix is now [a-z]{1,32} (lowercase only, capped at 32 chars).
Was [A-Za-z]+.
	Suffix is now exactly 32 lowercase hex chars (128 bits — one
UUID-worth of entropy). Was [A-Fa-f0-9]+ (any length, any case).

Rationale: the permissive shape admitted a-0, Order-DEADBEEF, and
demo-1779045695... — inconsistent ids that made logging, projection
grouping, and downstream tooling unreliable. Lowercase + fixed-length
hex gives every id predictable length and a uniform 128-bit entropy
floor.
Migration: previously stored ids that don't conform are still
readable; they can't accept new events. No production deployments
to migrate.
Added — new/1 helper
reckon_gater_stream_id:new(Prefix) mints a fresh, regex-compliant
stream id with a UUIDv7-derived suffix — time-sortable AND uniform.
Accepts atom or binary prefixes; raises {invalid_prefix, Prefix}
on malformed input.
reckon_gater_stream_id:new(<<"sess">>).
%% => <<"sess-019d7a4f3c2a7d8c9e0f1234567890ab">>

reckon_gater_stream_id:new(order).
%% => <<"order-019d7a4f3c2a7d8c9e0f1234567890ab">>
Added — prefix_of/1 + suffix_of/1 parsers
Convenience for log parsers, projection groupers, and audit tooling
that needs to split a stream id into its two parts without re-running
the validation regex.
[2.1.4] - 2026-05-18
Added — no_snapshot whitelisted in retry layer
reckon_db_scavenge:check_snapshot_requirement/3 returns
{error, {no_snapshot, StreamId}} when require_snapshot is true
(the default) and the target stream has no snapshot. This is a
caller-side condition (typically: scavenging a stream that doesn't
exist or has no checkpoint yet); retrying cannot create the snapshot.
Without the whitelist, every ScavengeDryRun against such a stream
hit the full retry chain and ran out the gRPC deadline before
surfacing the error. Surfaces as InvalidArgument in ms now.
[2.1.3] - 2026-05-18
Changed (breaking) — remove_subscription/4 and ack_event/4 are synchronous
Same silent-failure pattern as the 2.1.2 save_subscription/6
conversion. Both calls used to be fire-and-forget route_cast that
returned a hardcoded ok. The worker could reject the request and
the gRPC client would never know.
Now route_call returning the worker's real result:
	remove_subscription/4 — returns ok | {error, Reason}. Removing
a non-existent subscription is treated as ok (idempotent;
removal is the desired terminal state regardless of starting state).

	ack_event/4 — returns ok | {error, Reason}. Acking a removed
subscription surfaces as {error, {subscription_not_found, _}}.


Consumers must update call sites. Existing
ok = remove_subscription(...) / ok = ack_event(...) patterns
will crash with badmatch.
Added — subscription_not_found whitelisted in retry layer
reckon_gater_retry:is_retriable_error/1 now returns false for
{subscription_not_found, _}. The error is caller-side (acking a
subscription that was already removed); backoff cannot conjure the
subscription back. Surfaces to gRPC as InvalidArgument in ms.
[2.1.2] - 2026-05-18
Changed (breaking) — save_subscription/6 is synchronous
reckon_gater_api:save_subscription/6 used to be a fire-and-forget
route_cast that always returned ok. If the worker rejected the
subscription (e.g. malformed filter selector), the gateway logged
a warning and the gRPC client never knew — Subscribe RPCs would
"succeed" while no events ever flowed.
Now route_call and returns the worker's real result:
  {ok, Key} | {error, Reason}
Consumers MUST update their call sites. Existing
ok = save_subscription(...) patterns will crash with badmatch.
Added — invalid_filter whitelisted in retry layer
reckon_gater_retry:is_retriable_error/1 now treats
{invalid_filter, _} as non-retriable. The selector is malformed
for the requested subscription type; retrying won't help and
would otherwise burn ~30s of exponential backoff before giving up.
14 → 15 retry-module unit tests; all pass.
Compatibility
This release coordinates with reckon-db 2.3.5
(reckon_db_gateway_worker becomes handle_call for the
matching message) and reckon-gateway 0.4.10 (subscription
handlers translate the new error tuples to gRPC
InvalidArgument). Older versions of either consumer will
break.
[2.1.1] - 2026-05-18
Fixed — Validation errors now fail fast through the retry layer
reckon_gater_retry:is_retriable_error/1 now treats
{invalid_stream_id, _, _} as non-retriable. reckon-db 2.3.3
introduced an append-time stream-id format validator that returns
this error shape; without this fix the retry loop treated it as a
transient failure and burned through 10× exponential backoff
(~30 seconds) before giving up — long enough that gRPC clients
hit their deadline and saw DeadlineExceeded instead of the real
InvalidArgument cause.
One-line whitelist addition; one new unit test (14/14 pass) that
asserts the validator error returns after a single call with no
retries.
This release ships ahead of any reckon-db consumer that needs the
behaviour; reckon-db 2.3.4 bumps its dep to pull it in.
[2.1.0] - 2026-05-15
Added — Tamper-resistance primitives (Layer 1 of the 2.1 cross-package effort)
This release adds the shared cryptographic primitives and record-shape
extensions that downstream reckon-db 2.1.0 will use to make events
and snapshots tamper-evident. Pure additions — no breaking changes,
no API removals.
New fields on #event{}
Three new fields, all defaulting to undefined for events written
before 2.1.0 ("legacy events"):
	prev_event_hash :: binary() | undefined — SHA-256 chain hash
linking this event back to its predecessor in the stream. Makes
insertion / deletion / reordering of events detectable. Verifiable
WITHOUT the HMAC key, so projections and external (gateway)
consumers can chain-check independently.

	mac :: {KeyId, MacBytes} | undefined — HMAC-SHA256 over the
canonical bytes of the event, keyed by a per-store secret. Provides
authenticity that survives disk-level tampering by an attacker who
does not hold the key. KeyId is reserved for the 2.2 key-rotation
feature; 2.1 always writes KeyId = 1.

	signature :: binary() | undefined — Reserved for Ed25519
signatures in 2.2+. Not populated in 2.1.


New fields on #snapshot{}
	anchor_hash :: binary() | undefined — Chain hash of the event
at the snapshot's version, captured at snapshot time. On load,
refusing snapshots whose anchor disagrees with the actual chain
closes the snapshot-bypass attack against event-level integrity.

	mac :: {KeyId, MacBytes} | undefined — HMAC-SHA256 over the
snapshot, domain-tagged so it cannot be substituted for an event
MAC even if the same key is reused.


New modules
	reckon_gater_canonical — Deterministic ETF encoder
(term_to_binary/2 with the deterministic flag) plus
domain-separation tags (evt|, snap|, chain|) for MAC and
chain-hash inputs. Algorithm identifier: sha256-deterministic-etf-v1.
	reckon_gater_integrity — Pure functions to compute and verify
the new integrity fields: compute_chain_hash/2,
compute_event_mac/2, compute_snapshot_mac/2, verify_event/3,
verify_snapshot/3, is_legacy_event/1, is_legacy_snapshot/1,
genesis_prev_hash/0. Uses OTP crypto:hash/2 and crypto:mac/4
directly — no reckon-nifs dependency required (OpenSSL-backed
primitives are already fast enough; per-event integrity overhead
is approximately 5–10 µs).

New types
	integrity_violation() — Structured error term returned when
any integrity check fails. Non-retriable by design (distinct from
wrong_expected_version); downstream callers (evoq dispatcher,
reckon-db storage layer) must classify this as terminal.
	integrity_failure_kind() — One of mac_mismatch,
chain_mismatch, missing_integrity, snapshot_anchor_mismatch,
snapshot_mac_mismatch.

Compatibility
	100% backward-compatible with reckon-gater 2.0.x consumers.
Existing code that constructs #event{} or #snapshot{} records
without the new fields continues to compile and run; the new fields
default to undefined and are interpreted as "legacy" by the
integrity helpers.
	Downstream reckon-db 2.0.x continues to work against
reckon-gater 2.1.0. Integrity verification only activates in
reckon-db 2.1.0 when a store explicitly enables it.

Design reference
The full cross-package design — threat model, migration plan via
per-stream chain_start_version watermarks, key-management MVP,
per-layer rollout sequence — is documented in
plans/PLAN_TAMPER_RESISTANCE.md in the reckon-db repository.
Fixed
	src/reckon_gater.app.src — {links, [{"GitHub", ...}]} replaced
by {links, [{"Codeberg", ...}]} to match the canonical hosting
location.

[2.0.1] - 2026-04-24
Fixed
	reckon_gater_api:select_worker/1 now prefers workers on the
caller's own node when any exist, falling back to the full
cluster-wide round-robin only when no local worker is present.
The registry is pg-based and returns PIDs from every connected
BEAM node. That pool is correct for stores that form a shared
Raft cluster — any worker writes into the same Khepri state
machine. But when a store stays local per node (the
HECATE_AUTOJOIN_STORES=false case in hecate-daemon), a write
routed to a remote worker persists in THAT node's private store
and becomes invisible to the caller: the gater returned
{ok, Version} while the caller's local stream was still empty,
silently diverging each daemon's view of its own data.
The selection policy is extracted into a pure helper,
reckon_gater_api:pick_worker/3, and covered by
test/unit/reckon_gater_worker_selection_tests.erl.


[2.0.0] - 2026-04-19
Changed
BREAKING: All modules renamed from the historical esdb_* prefix
(ExESDBGater origin) to layer-qualified reckon_gater_*. Public API
migration:
	Old module	New module
	esdb_gater_api	reckon_gater_api
	esdb_gater_config	reckon_gater_config
	esdb_gater_retry	reckon_gater_retry
	esdb_gater_telemetry	reckon_gater_telemetry
	esdb_gater_worker_registry	reckon_gater_worker_registry
	esdb_gater_cluster_monitor	reckon_gater_cluster_monitor
	esdb_gater_cluster_sup	reckon_gater_cluster_sup
	esdb_gater_crypto_nif	reckon_gater_crypto_nif
	esdb_gater_repl	reckon_gater_repl
	esdb_capability	reckon_gater_capability
	esdb_identity	reckon_gater_identity
	esdb_pubsub_security	reckon_gater_pubsub_security
	esdb_channel	reckon_gater_channel
	esdb_channel_* (12 submodules)	reckon_gater_channel_*

Header files:
	Old header	New header
	esdb_gater.hrl	reckon_gater.hrl
	esdb_gater_types.hrl	reckon_gater_types.hrl
	esdb_gater_telemetry.hrl	reckon_gater_telemetry.hrl
	esdb_capability_types.hrl	reckon_gater_capability_types.hrl

Environment variable name: ESDB_GATER_SECRET → RECKON_GATER_SECRET.
Deployments that rely on this env must update their configuration.
Migration
Consumer code:
%% Before
{ok, Version} = esdb_gater_api:append_events(Store, Stream, Events).
-include_lib("reckon_gater/include/esdb_gater_types.hrl").

%% After
{ok, Version} = reckon_gater_api:append_events(Store, Stream, Events).
-include_lib("reckon_gater/include/reckon_gater_types.hrl").
Apply a tree-wide sed with word boundaries:
sed -i -E 's/\besdb_gater_api\b/reckon_gater_api/g; s/\besdb_gater_types\b/reckon_gater_types/g' **/*.erl **/*.hrl

Rationale
Module prefix now encodes the layer unambiguously:
	reckon_db_*  — storage engine
	reckon_gater_* — API gateway (this package)
	reckon_evoq_* — adapter
	evoq_* — CQRS framework

No code change to the behaviour of any function. Function arities and
return shapes are unchanged.
[1.3.1] - 2026-03-19
Added
	Store Inspector API: 6 new exports for aggregate store-level introspection:	store_stats/1 — stream count, total events, snapshot/subscription counts
	list_all_snapshots/1 — all snapshots across all streams
	list_store_subscriptions/1 — all subscriptions with checkpoints
	subscription_lag/2 — events behind for a specific subscription
	event_type_summary/1 — census of event types with counts
	stream_info/2 — detailed stream info with timestamps and snapshot coverage


	All operations are load-balanced through the existing gateway worker pool

[1.2.2] - 2026-03-08
Fixed
	reckon_gater_api:has_events/1: Unwrap route_call result to return plain
boolean() as specified. route_call/2 wraps all results in {ok, Value},
so has_events/1 was returning {ok, true} instead of true.

[1.2.1] - 2026-03-08
Added
	reckon_gater_api:has_events/1: Check if a store contains at least one event.
Routes to reckon_db_streams:has_events/1 via gateway worker.

[1.2.0] - 2026-03-06
Added
	reckon_gater_api:read_all_global/3: Read all events across all streams in
global epoch_us order. Used for catch-up subscriptions and event replay.

[1.1.3] - 2026-03-05
Fixed
	Hex package debug_info: Prod profile now includes debug_info so consumers
can run dialyzer against reckon_gater beam files

[1.1.2] - 2026-02-13
Documentation
	Updated hexdocs: Regenerated documentation with latest ex_doc

[1.1.1] - 2026-02-06
Fixed
	Subscription Types: Extended subscription_type() to include gater-style types	Added by_stream, by_event_type, by_event_pattern, by_event_payload, by_tags
	Supports both evoq-style and gater-style subscription types
	Required for reckon_evoq_adapter type translation compatibility



[1.1.0] - 2026-01-21
Added
	Tag-Based Querying: Cross-stream event queries using tags	read_by_tags/2,3 - Query events by tags across all streams
	tag_match() type - Support for any (union) and all (intersection) matching
	tags field added to #event{} record in esdb_gater_types.hrl
	tags subscription type for tag-based subscriptions
	Tags are for QUERY purposes only, NOT for concurrency control



[1.0.3] - 2026-01-19
Fixed
	Documentation: Added missing CHANGELOG entries for 1.0.1 and 1.0.2 releases

[1.0.2] - 2026-01-19
Fixed
	Unknown error retry policy: Changed default retry behavior to retry unknown
errors (transient by default) rather than immediately failing. This provides
better resilience for unexpected transient failures.

[1.0.1] - 2026-01-15
Fixed
	Double-wrapping bug: Fixed critical bug in do_route_call/3 where results
were always wrapped in {ok, ...}, causing double-wrapping when workers
returned {ok, Value}. Now correctly passes through {ok, _} and {error, _}
results without additional wrapping.
	Retriable error classification: Added is_retriable_error/1 to distinguish
transient errors from permanent ones. Non-transient errors like stream_not_found
and wrong_expected_version now return immediately without retry.

[1.0.0] - 2026-01-03
Changed
	Stable Release: First stable release of reckon-gater under reckon-db-org
	All APIs considered stable and ready for production use
	Updated ecosystem.svg with correct package names (evoq, reckon-evoq)

[0.6.6] - 2025-12-26
Fixed
	Duplicate module conflict: Renamed reckon_db_crypto_nif module to
reckon_gater_crypto_nif to avoid collision with reckon_db's module of the
same name. This fixes Mix release errors when both packages are used together.

[0.6.5] - 2025-12-26
Fixed
	Stale rebar.lock: Removed stale ra dependency from lock file that was
causing conflicts with reckon_db. The gateway doesn't use ra directly.

[0.6.4] - 2025-12-22
Added
	Configuration Guide: Comprehensive configuration documentation	All application environment options documented
	Erlang (sys.config) and Elixir (config.exs) examples
	Capability mode configuration examples
	Retry configuration examples
	Complete development/staging/production examples



[0.6.3] - 2025-12-22
Added
	Capability Opt-In Mode: Global configuration for capability enforcement
	reckon_gater_config:capability_mode/0 - Get current mode (disabled|optional|required)
	reckon_gater_config:set_capability_mode/1 - Set mode at runtime
	reckon_gater_config:effective_capability_mode/1 - Get mode with channel override
	Configurable via sys.config: {capability_mode, disabled | optional | required}

	Per-channel override still takes precedence (most restrictive wins)


	Interactive REPL: Full-featured shell for event store exploration
	reckon_gater_repl:start/0,1 - Start interactive shell
	Store commands: stores, use STORE
	Stream commands: streams, stream STREAM, read, version
	Causation commands: effects, cause, chain, graph, dot FILE
	Temporal commands: until TS, range T1 T2
	Schema commands: schemas, schema TYPE
	Subscription commands: subscriptions, subscription NAME
	Health commands: health, memory
	DOT export for Graphviz visualization



Changed
	Channel Server: Updated verify_capability/4 to use 3-mode security logic	disabled mode: No capability checks (development/testing)
	optional mode: Verify if token provided, allow if not
	required mode: Always require valid capability token



[0.6.2] - 2025-12-22
Added
	Stream Operations API:
	delete_stream/2 - Delete a stream and all its events
	read_by_event_types/3 - Native Khepri filtering for type-based queries


	Subscription Operations API:
	get_subscription/2 - Get subscription details including checkpoint



These additions support the erl-evoq-esdb adapter improvements.
[0.6.1] - 2025-12-22
Changed
	Documentation Overhaul: Fixed client-side guides to use correct gateway API
	shared_types.md - Replaced server API examples with reckon_gater_api calls
	event_sourcing.md - Updated 5 code samples to use gateway API
	cqrs.md - Updated projection examples to use reckon_gater_api
	snapshots.md - Complete rewrite with client-side perspective
	subscriptions.md - Complete rewrite with gateway API and PubSub channels
	stream_links.md - Updated subscription examples


	SVG Diagrams: Replaced ASCII diagrams with professional SVG graphics
	auth_traditional.svg - Centralized authorization flow
	auth_capability.svg - Capability-based authorization flow
	verification_flow.svg - Token verification steps
	delegation_chain.svg - Permission delegation visualization
	causation_chain.svg - Event causation chain visualization



[0.6.0] - 2025-12-22
Changed
	NIF Extraction: Moved Rust NIF to separate reckon-nifs package
	NIFs are now loaded from reckon_nifs priv/ when available
	Falls back to reckon_gater priv/ for standalone builds
	Renamed NIF to reckon_gater_crypto_nif to avoid conflict with reckon-db's NIF
	Pure Erlang fallbacks unchanged for community edition


	Simplified Configuration: Cleaned up rebar.config
	Removed commented NIF build hooks
	Added clear documentation for enterprise addon usage


	Documentation: Updated README for new enterprise pattern
	Enterprise users now add reckon_nifs dependency
	Simplified instructions for NIF acceleration



[0.5.0] - 2025-12-22
Added
	Temporal Query Operations (reckon_gater_api):
	read_until/3,4 - Read events up to a timestamp
	read_range/4,5 - Read events in a time range
	version_at/3 - Get stream version at a specific timestamp
	New guide: guides/temporal_queries.md


	Scavenge Operations (reckon_gater_api):
	scavenge/3 - Delete old events from a stream
	scavenge_matching/3 - Scavenge streams matching a pattern
	scavenge_dry_run/3 - Preview what would be deleted
	New guide: guides/scavenging.md


	Causation Tracking (reckon_gater_api):
	get_effects/2 - Get events caused by an event
	get_cause/2 - Get the event that caused this one
	get_causation_chain/2 - Trace back to root cause
	get_correlated/2 - Get all events with same correlation ID
	build_causation_graph/2 - Build graph for visualization
	New guide: guides/causation.md
	New SVG: assets/causation_graph.svg


	Schema Operations (reckon_gater_api):
	register_schema/3 - Register event schema with version
	unregister_schema/2 - Remove a schema
	get_schema/2 - Get schema for an event type
	list_schemas/1 - List all registered schemas
	get_schema_version/2 - Get current schema version
	upcast_events/2 - Transform events to current schema
	New guide: guides/schema_evolution.md
	New SVG: assets/schema_upcasting.svg


	Memory Pressure Operations (reckon_gater_api):
	get_memory_level/1 - Get current pressure level (normal/elevated/critical)
	get_memory_stats/1 - Get detailed memory statistics
	New guide: guides/memory_pressure.md


	Stream Link Operations (reckon_gater_api):
	create_link/2 - Create a derived stream with filter/transform
	delete_link/2 - Delete a link
	get_link/2 - Get link configuration
	list_links/1 - List all links
	start_link/2, stop_link/2 - Control link processing
	link_info/2 - Get detailed link statistics
	New guide: guides/stream_links.md
	New SVG: assets/stream_links.svg



Changed
	README: Added documentation for all new API sections
	ex_doc: Added 6 new guides to documentation configuration

[0.4.3] - 2025-12-20
Fixed
	Documentation: Corrected all code samples in README.md	Quick Start now uses actual descriptive API (append_events, stream_forward)
	API Reference documents real exports instead of non-existent call/execute
	"Accessing the Event Store" section uses correct function signatures
	Removed worker registration examples (server concern, not client)



[0.4.2] - 2025-12-20
Changed
	Documentation: Replaced ASCII diagrams with SVG in README.md	supervision_tree.svg - Supervision hierarchy
	worker_registry_flow.svg - Registration and execution flow
	channel_message_flow.svg - Publish message flow
	worker_registration.svg - Automatic worker registration architecture



[0.4.1] - 2025-12-20
Changed
	Documentation: Replaced ASCII diagrams with SVG in all guides	capability_architecture.svg - Security architecture flow
	cqrs_traditional.svg - Traditional single model
	cqrs_separated.svg - CQRS command/query separation
	cqrs_scaling.svg - Independent read/write scaling
	snapshots_comparison.svg - Performance comparison
	subscription_flow.svg - Event write flow with triggers



[0.4.0] - 2025-12-20
Added
	Capability-Based Security (reckon_gater_capability.erl, reckon_gater_identity.erl):
	UCAN-inspired capability tokens for decentralized authorization
	Ed25519 keypair generation and DID encoding (did:key method)
	Token creation, signing, and delegation with attenuation
	JWT and Erlang binary encoding formats (auto-detected on decode)
	Base58 encoding for DIDs (Bitcoin alphabet)
	Shared types in include/reckon_gater_capability_types.hrl
	Comprehensive security guide (guides/capability_security.md)


	Channel Capability Authorization:
	reckon_gater_channel:publish/4 and reckon_gater_channel:subscribe/4 with capability token
	Channels can require capabilities via requires_capability/0 callback
	Resource URI format: esdb://{realm}/channel/{channel_name}/{topic}
	Actions: channel/publish and channel/subscribe
	Integrates with reckon_db_capability_verifier in reckon-db for server-side verification


	Optional NIF Acceleration (Enterprise Edition):
	Rust-based NIFs for Base58 encoding/decoding (5-10x faster)
	reckon_db_crypto_nif.erl wrapper with automatic fallback
	native/ directory with Rust crate (excluded from hex.pm)
	Commented hooks in rebar.config for opt-in compilation
	Pattern: Community (hex.pm) = pure Erlang, Enterprise (git) = NIF-accelerated



This completes the capability-based security integration for PubSub channels.
[0.3.0] - 2024-12-20
Added
	Shared Types Header (include/esdb_gater_types.hrl):	#event{} record for event data
	#snapshot{} record for aggregate snapshots
	#subscription{} record for subscription state
	#append_result{} record for append operation results
	subscription_type() type (stream | event_type | event_pattern | event_payload)

	read_direction() type (forward | backward)

	append_error() and read_error() types
	Version constants: ?NO_STREAM, ?ANY_VERSION, ?STREAM_EXISTS
	Content type constants: ?CONTENT_TYPE_JSON, ?CONTENT_TYPE_BINARY



This header enables downstream libraries (erl-evoq, erl-evoq-esdb) to depend on
reckon-gater for shared type definitions without requiring a direct dependency
on reckon-db.
[0.2.0] - 2024-12-19
Changed
	Worker Registry: Replaced Ra-based registry with pg-based implementation	Uses OTP's built-in pg (process groups) module
	Simpler architecture with no external consensus dependency
	Cluster-wide discovery via pg:get_members/2 across all nodes
	Eventual consistency model (acceptable for stateless gateway workers)
	Automatic cleanup on worker death via process monitoring
	Automatic cleanup on node failure via pg membership



Removed
	Ra dependency: No longer required since registry uses pg
	reckon_gater_api worker: Removed from supervision tree (API is now purely functional)

Added
	End-to-end tests: 24 comprehensive e2e tests in reckon-db covering:	Worker registration (4 tests)
	Stream operations via gater (9 tests)
	Subscription operations (4 tests)
	Snapshot operations (4 tests)
	Load balancing (3 tests)



Fixed
	API compatibility with reckon-db gateway worker:	get_version now handles integer return directly
	Snapshot operations use correct function names (save, load_at, delete_at)
	Subscription unsubscribe uses 3-arg version



Dependencies
	Removed: Ra (no longer needed)
	Telemetry 1.3.0 - BEAM telemetry for observability

[0.1.0] - 2024-12-18
Added
	Initial release of reckon-gater, gateway for distributed reckon-db access
	Worker Registry:	Ra-based distributed worker registration
	Automatic process monitoring and cleanup
	Node-aware worker lookup


	Gateway API:	register_worker/1,2 - Register workers for stores
	unregister_worker/1,2 - Unregister workers
	call/2,3 - Synchronous calls with load balancing
	cast/2 - Asynchronous fire-and-forget
	get_workers/1 - List registered workers
	health/0 - Gateway health status


	Retry mechanism:	Exponential backoff with jitter
	Configurable base delay, max delay, max attempts
	Telemetry integration for retry tracking


	PubSub Channel System:	reckon_gater_channel behavior for channel implementations
	10 dedicated channels with different priorities:	Critical: alerts, security (HMAC required, no rate limit)
	High: events, health
	Normal: system, metrics, audit, lifecycle
	Low: logging, diagnostics


	Rate limiting per topic per second
	HMAC-SHA256 message signing for security
	Topic-based pub/sub using pg groups


	Security:	HMAC-SHA256 message signing
	Constant-time signature verification (timing attack resistant)
	Configurable message TTL (default 5 minutes)
	Environment variable or application config for secrets


	Telemetry events:	Worker registration/unregistration
	Request start/stop/error
	Retry attempts and exhaustion
	Cluster node up/down
	Channel broadcast metrics


	Comprehensive test suite (44 unit + 8 integration tests)
	Educational guides (shared with reckon-db):	Event Sourcing fundamentals
	CQRS patterns
	Subscriptions usage
	Snapshots optimization



Dependencies
	Ra 2.16.12 - Raft consensus for worker registry (replaced with pg in 0.2.0)
	Telemetry 1.3.0 - BEAM telemetry for observability



  

    Configuration Guide

This guide covers all configuration options for reckon-gater, with examples for both Erlang (sys.config) and Elixir (config.exs).
Quick Start
Erlang (sys.config)
[
  {reckon_gater, [
    {capability_mode, optional},
    {hmac_secret, <<"your-secret-key-here">>},
    {retry, [
      {base_delay_ms, 100},
      {max_delay_ms, 30000},
      {max_retries, 10}
    ]}
  ]}
].
Elixir (config.exs)
config :reckon_gater,
  capability_mode: :optional,
  hmac_secret: "your-secret-key-here",
  retry: [
    base_delay_ms: 100,
    max_delay_ms: 30000,
    max_retries: 10
  ]
Configuration Reference
Capability Security
Controls how capability tokens are enforced across the gateway.
	Option	Type	Default	Description
	capability_mode	atom	disabled	Global capability enforcement mode

Modes:
	disabled - Capabilities are never checked (development/testing)
	optional - Capabilities are verified if provided, allowed if not
	required - Capabilities are always required for protected operations

Priority: Per-channel overrides take precedence. If a channel's requires_capability/0 callback returns true, that channel always requires capabilities regardless of the global setting.
Erlang Example
%% Development - no capability checks
{capability_mode, disabled}

%% Staging - verify if provided
{capability_mode, optional}

%% Production - always require
{capability_mode, required}
Elixir Example
# Development
config :reckon_gater, capability_mode: :disabled

# Staging
config :reckon_gater, capability_mode: :optional

# Production
config :reckon_gater, capability_mode: :required
Runtime Configuration
You can change the capability mode at runtime:
%% Erlang
reckon_gater_config:set_capability_mode(required).
reckon_gater_config:capability_mode().  %% Returns: required
# Elixir
:reckon_gater_config.set_capability_mode(:required)
:reckon_gater_config.capability_mode()  # Returns: :required
HMAC Security
Used for signing messages on critical PubSub channels.
	Option	Type	Default	Description
	hmac_secret	binary/string	auto-generated	Secret key for HMAC-SHA256 signing

Environment Variable: If not configured, falls back to ESDB_GATER_SECRET environment variable.
Warning: If neither is configured, a random secret is generated. This is not recommended for production as it prevents message verification across restarts.
Erlang Example
%% Binary secret (recommended)
{hmac_secret, <<"my-production-secret-key-at-least-32-bytes">>}

%% String secret (converted to binary)
{hmac_secret, "my-production-secret-key-at-least-32-bytes"}
Elixir Example
# Using environment variable (recommended for production)
config :reckon_gater,
  hmac_secret: System.get_env("ESDB_GATER_SECRET")

# Direct configuration
config :reckon_gater,
  hmac_secret: "my-production-secret-key-at-least-32-bytes"
Runtime Configuration
%% Erlang
reckon_gater_pubsub_security:set_secret(<<"new-secret">>).
reckon_gater_pubsub_security:get_secret().
# Elixir
:reckon_gater_pubsub_security.set_secret("new-secret")
:reckon_gater_pubsub_security.get_secret()
Retry Configuration
Controls exponential backoff behavior for failed operations.
	Option	Type	Default	Description
	retry.base_delay_ms	integer	100	Initial delay in milliseconds
	retry.max_delay_ms	integer	30000	Maximum delay cap in milliseconds
	retry.max_retries	integer	10	Maximum number of retry attempts

Backoff Formula: delay = min(base_delay * 2^attempt + jitter, max_delay)
Where jitter is 0-25% of the calculated delay.
Erlang Example
{retry, [
  {base_delay_ms, 50},      %% Start at 50ms
  {max_delay_ms, 60000},    %% Cap at 60 seconds
  {max_retries, 5}          %% Give up after 5 attempts
]}
Elixir Example
config :reckon_gater,
  retry: [
    base_delay_ms: 50,
    max_delay_ms: 60_000,
    max_retries: 5
  ]
Retry Sequence Example
With default configuration (base_delay_ms: 100, max_delay_ms: 30000):
	Attempt	Base Delay	With Jitter (approx)
	1	100ms	100-125ms
	2	200ms	200-250ms
	3	400ms	400-500ms
	4	800ms	800-1000ms
	5	1600ms	1600-2000ms
	6	3200ms	3200-4000ms
	7	6400ms	6400-8000ms
	8	12800ms	12800-16000ms
	9	25600ms	25600-30000ms
	10	30000ms	30000ms (capped)

Total worst-case wait: ~2 minutes before giving up.
Complete Configuration Examples
Development Environment
%% Erlang sys.config
[
  {reckon_gater, [
    %% No capability enforcement in development
    {capability_mode, disabled},

    %% Short retries for fast feedback
    {retry, [
      {base_delay_ms, 50},
      {max_delay_ms, 1000},
      {max_retries, 3}
    ]}
  ]}
].
# Elixir config/dev.exs
config :reckon_gater,
  capability_mode: :disabled,
  retry: [
    base_delay_ms: 50,
    max_delay_ms: 1_000,
    max_retries: 3
  ]
Production Environment
%% Erlang sys.config
[
  {reckon_gater, [
    %% Strict capability enforcement
    {capability_mode, required},

    %% Secret from environment
    {hmac_secret, {env, "ESDB_GATER_SECRET"}},

    %% Patient retries for resilience
    {retry, [
      {base_delay_ms, 100},
      {max_delay_ms, 60000},
      {max_retries, 15}
    ]}
  ]}
].
# Elixir config/runtime.exs
config :reckon_gater,
  capability_mode: :required,
  hmac_secret: System.fetch_env!("ESDB_GATER_SECRET"),
  retry: [
    base_delay_ms: 100,
    max_delay_ms: 60_000,
    max_retries: 15
  ]
Staging/Testing Environment
# Elixir config/test.exs
config :reckon_gater,
  # Optional mode for testing both paths
  capability_mode: :optional,

  # Fixed secret for reproducible tests
  hmac_secret: "test-secret-for-reproducibility",

  # Fast retries
  retry: [
    base_delay_ms: 10,
    max_delay_ms: 100,
    max_retries: 2
  ]
Environment Variables
	Variable	Description
	ESDB_GATER_SECRET	HMAC secret for message signing (fallback if not in config)

Telemetry Events
The gateway emits telemetry events for monitoring. Configure handlers via BEAM telemetry:
# Elixir
:telemetry.attach_many(
  "esdb-gater-handler",
  [
    [:reckon_gater, :retry, :attempt],
    [:reckon_gater, :retry, :exhausted],
    [:reckon_gater, :request, :start],
    [:reckon_gater, :request, :stop],
    [:reckon_gater, :request, :exception]
  ],
  &MyApp.TelemetryHandler.handle_event/4,
  nil
)
%% Erlang
telemetry:attach_many(
  <<"esdb-gater-handler">>,
  [
    [reckon_gater, retry, attempt],
    [reckon_gater, retry, exhausted],
    [reckon_gater, request, start],
    [reckon_gater, request, stop],
    [reckon_gater, request, exception]
  ],
  fun my_handler:handle_event/4,
  undefined
).
See Also
	Capability Security - Deep dive into capability tokens
	Interactive REPL - Interactive shell for exploration
	Event Sourcing - Core patterns



  

    Event Sourcing with reckon-db

Event Sourcing is an architectural pattern where the state of an application is determined by a sequence of events. Instead of storing just the current state, you store the complete history of state changes as immutable events.
What is Event Sourcing?
Traditional CRUD-based systems store only the current state:
User Record: {id: 123, name: "Alice", email: "alice@example.com", balance: 150}
Event-sourced systems store the history of changes:
Event 1: UserCreated {id: 123, name: "Alice", email: "alice@example.com"}
Event 2: BalanceDeposited {user_id: 123, amount: 200}
Event 3: BalanceWithdrawn {user_id: 123, amount: 50}
The current state is derived by replaying these events.
Benefits of Event Sourcing
Complete Audit Trail
Every change is recorded with a timestamp and metadata. This is invaluable for:
	Regulatory compliance (financial systems, healthcare)
	Debugging production issues
	Understanding user behavior

Temporal Queries
You can reconstruct the state at any point in time:
%% Get account balance as of last month
{ok, Events} = reckon_gater_api:stream_forward(my_store, <<"account-123">>, 0, 1000),
PastEvents = [E || E <- Events, E#event.timestamp < LastMonthTimestamp],
Balance = lists:foldl(fun apply_event/2, 0, PastEvents).
Event Replay
Rebuild read models, fix bugs in projections, or create new views of historical data:
%% Rebuild a projection from scratch
{ok, Events} = reckon_gater_api:stream_forward(my_store, <<"orders-*">>, 0, 10000),
lists:foreach(fun(E) -> update_projection(E) end, Events).
Decoupled Systems
Events can be consumed by multiple subscribers independently:
Order Placed Event
    |
    +---> Inventory Service (decrements stock)
    +---> Notification Service (sends email)
    +---> Analytics Service (updates metrics)
    +---> Billing Service (creates invoice)
Event Sourcing with reckon-db
Streams
A stream is an ordered sequence of events sharing a common identifier (the stream ID). Streams typically represent:
	An aggregate (e.g., order-123, user-456)
	A category (e.g., orders, users)
	A partition (e.g., orders-region-eu)

%% Append events to a stream via gateway
Events = [
    #{
        event_type => <<"OrderPlaced">>,
        data => #{order_id => <<"ord-123">>, items => [...], total => 9999},
        metadata => #{user_id => <<"user-456">>, correlation_id => <<"req-789">>}
    }
],
{ok, Version} = reckon_gater_api:append_events(my_store, <<"order-ord-123">>, Events).
Events
Events are immutable facts that have happened. They should:
	Be named in past tense (e.g., OrderPlaced, not PlaceOrder)
	Contain all information needed to understand what happened
	Be business-meaningful (e.g., AccountOverdrawn, not BalanceUpdated)

%% Event structure
#{
    event_type => <<"OrderPlaced">>,      %% What happened
    data => #{                             %% The event payload
        order_id => <<"ord-123">>,
        customer_id => <<"cust-456">>,
        items => [
            #{product_id => <<"prod-1">>, quantity => 2, price => 1999}
        ],
        total => 3998
    },
    metadata => #{                         %% Cross-cutting concerns
        correlation_id => <<"req-abc">>,   %% Traces related operations
        causation_id => <<"evt-xyz">>,     %% What caused this event
        user_id => <<"user-789">>,         %% Who triggered it
        timestamp => 1703001234567         %% When it happened
    }
}
Optimistic Concurrency
reckon-db uses optimistic concurrency control to prevent conflicting writes:
%% Expected version semantics (via options):
%% expected_version => -1 (NO_STREAM): Stream must not exist (first write)
%% expected_version => -2 (ANY_VERSION): No version check, always append
%% expected_version => N >= 0: Stream version must equal N

%% First write to a new stream
{ok, 0} = reckon_gater_api:append_events(my_store, <<"order-123">>, [Event1],
    #{expected_version => -1}).

%% Subsequent writes must specify expected version
{ok, 1} = reckon_gater_api:append_events(my_store, <<"order-123">>, [Event2],
    #{expected_version => 0}).

%% Concurrent writes will fail with version mismatch
%% Process A reads version 1
%% Process B reads version 1
%% Process A writes with expected version 1 -> succeeds, version is now 2
%% Process B writes with expected version 1 -> fails! (wrong_expected_version)
Designing Events
Event Naming
Use past tense verbs that describe business facts:
	Good	Bad
	OrderPlaced	CreateOrder
	PaymentReceived	ProcessPayment
	ItemShipped	ShipItem
	AccountOverdrawn	UpdateBalance

Event Granularity
Events should be atomic business facts. Avoid:
	Generic events like EntityUpdated (not meaningful)
	Overly fine-grained events (one per field change)
	Composite events (multiple unrelated changes)

%% Good: Specific, meaningful events
#{event_type => <<"AddressChanged">>, data => #{
    old_address => OldAddr,
    new_address => NewAddr,
    reason => <<"customer_request">>
}}

%% Bad: Generic, meaningless event
#{event_type => <<"CustomerUpdated">>, data => #{
    field => <<"address">>,
    value => NewAddr
}}
Event Versioning
Events are immutable, but schemas evolve. Use explicit versions:
%% Version 1
#{event_type => <<"OrderPlaced.v1">>, data => #{
    order_id => ...,
    items => [...]
}}

%% Version 2 (added shipping_address)
#{event_type => <<"OrderPlaced.v2">>, data => #{
    order_id => ...,
    items => [...],
    shipping_address => #{}
}}
Handle schema evolution in your projections:
handle_event(#{event_type := <<"OrderPlaced.v1">>} = Event) ->
    %% Default shipping address for v1 events
    upgrade_to_v2(Event);
handle_event(#{event_type := <<"OrderPlaced.v2">>} = Event) ->
    process_order(Event).
Building Aggregates
An aggregate is a domain object that encapsulates state and enforces invariants. In event sourcing, aggregates:
	Load their state by replaying events
	Validate commands against current state
	Emit new events if the command succeeds

-module(order_aggregate).
-export([new/0, apply_event/2, place_order/2, add_item/3]).

-record(order, {
    id,
    status = pending,
    items = [],
    total = 0
}).

%% Create a new aggregate
new() -> #order{}.

%% Apply events to rebuild state
apply_event(#{event_type := <<"OrderPlaced">>} = E, _Order) ->
    Data = maps:get(data, E),
    #order{
        id = maps:get(order_id, Data),
        status = placed,
        items = maps:get(items, Data),
        total = maps:get(total, Data)
    };

apply_event(#{event_type := <<"ItemAdded">>} = E, Order) ->
    Data = maps:get(data, E),
    NewItem = #{
        product_id => maps:get(product_id, Data),
        quantity => maps:get(quantity, Data),
        price => maps:get(price, Data)
    },
    Order#order{
        items = [NewItem | Order#order.items],
        total = Order#order.total + (maps:get(quantity, Data) * maps:get(price, Data))
    };

apply_event(#{event_type := <<"OrderShipped">>}, Order) ->
    Order#order{status = shipped}.

%% Commands that produce events
place_order(OrderId, Items) ->
    Total = lists:sum([Q * P || #{quantity := Q, price := P} <- Items]),
    {ok, [#{
        event_type => <<"OrderPlaced">>,
        data => #{order_id => OrderId, items => Items, total => Total}
    }]}.

add_item(#order{status = placed} = _Order, ProductId, Quantity) ->
    Price = get_product_price(ProductId),
    {ok, [#{
        event_type => <<"ItemAdded">>,
        data => #{product_id => ProductId, quantity => Quantity, price => Price}
    }]};
add_item(#order{status = shipped}, _ProductId, _Quantity) ->
    {error, order_already_shipped}.
Loading Aggregate State
Rebuild aggregate state by reading and folding events:
%% Load order aggregate from event stream via gateway
load_order(StoreId, OrderId) ->
    StreamId = <<"order-", OrderId/binary>>,
    {ok, Events} = reckon_gater_api:stream_forward(StoreId, StreamId, 0, 10000),
    lists:foldl(fun order_aggregate:apply_event/2, order_aggregate:new(), Events).
Further Reading
	CQRS Guide - Command Query Responsibility Segregation
	Subscriptions Guide - Real-time event notifications
	Snapshots Guide - Optimizing aggregate loading

References
	Martin Fowler: Event Sourcing
	Greg Young: CQRS and Event Sourcing
	Vaughn Vernon: "Implementing Domain-Driven Design" (Chapters 8-10)



  

    CQRS with reckon-db

Command Query Responsibility Segregation (CQRS) is an architectural pattern that separates read and write operations into distinct models. Combined with event sourcing, CQRS enables highly scalable and maintainable systems.
What is CQRS?
In traditional architectures, the same model handles both reads and writes:
[image: Traditional Architecture]
CQRS separates these concerns:
[image: CQRS Separated Architecture]
Why CQRS?
Different Optimization Strategies
Reads and writes have fundamentally different characteristics:
	Writes	Reads
	Validate business rules	No validation needed
	Must be consistent	Can be eventually consistent
	Lower volume	Higher volume (often 10-100x)
	Complex domain logic	Simple queries

With CQRS, you optimize each path independently:
	Write side: Focus on business logic, invariants, and consistency
	Read side: Focus on query performance, denormalization, and caching

Scalability
Read and write workloads can scale independently:
[image: CQRS Scaling]
Multiple Read Models
Different consumers can have different views of the same data:
%% Same events, different read models

%% Order Events Stream
[
    #{event_type => <<"OrderPlaced">>, data => #{...}},
    #{event_type => <<"PaymentReceived">>, data => #{...}},
    #{event_type => <<"OrderShipped">>, data => #{...}}
]

%% Read Model 1: Customer Dashboard (optimized for display)
#{
    order_id => <<"ord-123">>,
    status => <<"Shipped">>,
    status_history => [...],
    tracking_url => <<"https://...">>
}

%% Read Model 2: Warehouse System (optimized for picking)
#{
    order_id => <<"ord-123">>,
    items => [#{sku => ..., location => ..., quantity => ...}],
    priority => high,
    shipping_method => express
}

%% Read Model 3: Analytics (optimized for aggregation)
#{
    date => <<"2024-01-15">>,
    region => <<"EU">>,
    total_orders => 1547,
    total_revenue => 234567,
    avg_order_value => 151.63
}
CQRS with reckon-db
The Command Side
Commands represent intentions to change state. They are validated and may produce events:
-module(order_commands).
-export([handle/2]).

%% Handle PlaceOrder command
handle({place_order, OrderId, CustomerId, Items}, State) ->
    %% Validate business rules
    case validate_items(Items) of
        {error, Reason} ->
            {error, Reason};
        ok ->
            %% Check inventory
            case check_inventory(Items) of
                {error, out_of_stock} ->
                    {error, items_out_of_stock};
                ok ->
                    %% Generate events
                    Total = calculate_total(Items),
                    Event = #{
                        event_type => <<"OrderPlaced">>,
                        data => #{
                            order_id => OrderId,
                            customer_id => CustomerId,
                            items => Items,
                            total => Total
                        },
                        metadata => #{
                            command => place_order,
                            timestamp => erlang:system_time(millisecond)
                        }
                    },
                    {ok, [Event]}
            end
    end;

%% Handle CancelOrder command
handle({cancel_order, OrderId, Reason}, State) ->
    %% Load current state
    Order = load_order(State, OrderId),
    case Order#order.status of
        shipped ->
            {error, cannot_cancel_shipped_order};
        cancelled ->
            {error, already_cancelled};
        _ ->
            Event = #{
                event_type => <<"OrderCancelled">>,
                data => #{order_id => OrderId, reason => Reason}
            },
            {ok, [Event]}
    end.
The Query Side: Projections
Projections transform events into read models. They run asynchronously and subscribe to event streams:
-module(order_dashboard_projection).
-behaviour(gen_server).

-export([start_link/1, get_order/1, list_customer_orders/1]).
-export([init/1, handle_info/2, handle_call/3]).

%% Read model stored in ETS for fast lookups
-define(TABLE, order_dashboard).

start_link(StoreId) ->
    gen_server:start_link({local, ?MODULE}, ?MODULE, StoreId, []).

init(StoreId) ->
    %% Create ETS table for read model
    ets:new(?TABLE, [named_table, public, {read_concurrency, true}]),

    %% Subscribe to order events via gateway
    ok = reckon_gater_api:save_subscription(
        StoreId,
        event_pattern,
        <<"order-*">>,
        <<"order_dashboard_projection">>,
        self(),
        #{}
    ),

    %% Also subscribe to PubSub channel for real-time delivery
    ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"order.*">>, self()),

    {ok, #{store_id => StoreId}}.

%% Handle events from subscription
handle_info({event, Event}, State) ->
    project_event(Event),
    {noreply, State}.

%% Query interface
get_order(OrderId) ->
    case ets:lookup(?TABLE, {order, OrderId}) of
        [{_, Order}] -> {ok, Order};
        [] -> {error, not_found}
    end.

list_customer_orders(CustomerId) ->
    Pattern = {{customer_order, CustomerId, '_'}, '_'},
    Orders = ets:match_object(?TABLE, Pattern),
    {ok, [Order || {_, Order} <- Orders]}.

%% Project events into read model
project_event(#{event_type := <<"OrderPlaced">>} = Event) ->
    Data = maps:get(data, Event),
    OrderId = maps:get(order_id, Data),
    CustomerId = maps:get(customer_id, Data),

    %% Denormalized read model optimized for display
    ReadModel = #{
        order_id => OrderId,
        customer_id => CustomerId,
        items => maps:get(items, Data),
        total => maps:get(total, Data),
        status => <<"Placed">>,
        status_history => [#{status => <<"Placed">>, at => Event#event.timestamp}],
        placed_at => Event#event.timestamp
    },

    %% Store by order ID
    ets:insert(?TABLE, {{order, OrderId}, ReadModel}),

    %% Index by customer for listing
    ets:insert(?TABLE, {{customer_order, CustomerId, OrderId}, ReadModel});

project_event(#{event_type := <<"OrderShipped">>} = Event) ->
    Data = maps:get(data, Event),
    OrderId = maps:get(order_id, Data),

    %% Update existing read model
    case ets:lookup(?TABLE, {order, OrderId}) of
        [{Key, Order}] ->
            Updated = Order#{
                status => <<"Shipped">>,
                status_history => [
                    #{status => <<"Shipped">>, at => Event#event.timestamp}
                    | maps:get(status_history, Order)
                ],
                tracking_number => maps:get(tracking_number, Data, undefined),
                shipped_at => Event#event.timestamp
            },
            ets:insert(?TABLE, {Key, Updated}),

            %% Update customer index too
            CustomerId = maps:get(customer_id, Order),
            ets:insert(?TABLE, {{customer_order, CustomerId, OrderId}, Updated});
        [] ->
            %% Event for unknown order - log warning
            logger:warning("OrderShipped for unknown order: ~p", [OrderId])
    end;

project_event(_Event) ->
    %% Ignore events we don't care about
    ok.
Multiple Projections
The same events can drive multiple specialized read models:
%% Analytics projection - aggregates for dashboards
-module(order_analytics_projection).

project_event(#{event_type := <<"OrderPlaced">>} = Event) ->
    Data = maps:get(data, Event),
    Date = date_from_timestamp(Event#event.timestamp),
    Total = maps:get(total, Data),
    Region = get_customer_region(maps:get(customer_id, Data)),

    %% Increment daily counters
    ets:update_counter(?ANALYTICS_TABLE, {daily_orders, Date, Region}, 1, {{daily_orders, Date, Region}, 0}),
    ets:update_counter(?ANALYTICS_TABLE, {daily_revenue, Date, Region}, Total, {{daily_revenue, Date, Region}, 0}).

%% Inventory projection - tracks stock levels
-module(inventory_projection).

project_event(#{event_type := <<"OrderPlaced">>} = Event) ->
    Items = maps:get(items, maps:get(data, Event)),
    lists:foreach(fun(#{product_id := ProductId, quantity := Qty}) ->
        %% Decrement reserved stock
        ets:update_counter(?INVENTORY_TABLE, {reserved, ProductId}, Qty, {{reserved, ProductId}, 0})
    end, Items);

project_event(#{event_type := <<"OrderShipped">>} = Event) ->
    Items = maps:get(items, maps:get(data, Event)),
    lists:foreach(fun(#{product_id := ProductId, quantity := Qty}) ->
        %% Move from reserved to shipped
        ets:update_counter(?INVENTORY_TABLE, {reserved, ProductId}, -Qty),
        ets:update_counter(?INVENTORY_TABLE, {shipped, ProductId}, Qty, {{shipped, ProductId}, 0})
    end, Items).
Eventual Consistency
With CQRS, read models are eventually consistent with the write model. This means:
	A command succeeds and events are written
	Projections receive events asynchronously
	Read models are updated
	Queries return the updated data

There's a delay between steps 1 and 4. This is usually milliseconds, but can be longer under load.
Handling Eventual Consistency
In the UI:
%% After successful command, show optimistic update
case order_commands:handle(PlaceOrderCmd, State) of
    {ok, Events} ->
        %% Write events via gateway
        {ok, Version} = reckon_gater_api:append_events(
            my_store, StreamId, Events,
            #{expected_version => ExpectedVer}
        ),

        %% Return success with the data the client needs
        %% Don't query the read model yet - it might not be updated
        {ok, #{
            order_id => OrderId,
            status => <<"Placed">>,
            message => <<"Order placed successfully">>
        }};
    {error, Reason} ->
        {error, Reason}
end.
For critical queries:
%% If consistency is critical, query the event store via gateway
get_order_status(StoreId, OrderId) ->
    StreamId = <<"order-", OrderId/binary>>,
    {ok, Events} = reckon_gater_api:stream_forward(StoreId, StreamId, 0, 1000),

    %% Derive status from events
    Status = lists:foldl(fun
        (#event{event_type = <<"OrderPlaced">>}, _) -> placed;
        (#event{event_type = <<"OrderShipped">>}, _) -> shipped;
        (#event{event_type = <<"OrderDelivered">>}, _) -> delivered;
        (#event{event_type = <<"OrderCancelled">>}, _) -> cancelled;
        (_, Acc) -> Acc
    end, unknown, Events),

    {ok, Status}.
Best Practices
1. Keep Projections Idempotent
Projections may receive the same event multiple times (redelivery, replay). Make them idempotent:
%% Bad: Not idempotent
project_event(#{event_type := <<"ItemAdded">>} = E) ->
    OrderId = maps:get(order_id, maps:get(data, E)),
    ets:update_counter(?TABLE, {item_count, OrderId}, 1).  %% Will double-count on replay

%% Good: Idempotent using event version
project_event(#{event_type := <<"ItemAdded">>} = E) ->
    OrderId = maps:get(order_id, maps:get(data, E)),
    EventVersion = E#event.version,

    case ets:lookup(?TABLE, {last_version, OrderId}) of
        [{_, LastVersion}] when EventVersion =< LastVersion ->
            %% Already processed this event
            ok;
        _ ->
            %% Process and update version
            ets:update_counter(?TABLE, {item_count, OrderId}, 1),
            ets:insert(?TABLE, {{last_version, OrderId}, EventVersion})
    end.
2. Design Read Models for Queries
Don't normalize read models. Denormalize for query performance:
%% Read model for "show customer's recent orders with item details"
%% Everything needed in one lookup
#{
    customer_id => <<"cust-123">>,
    recent_orders => [
        #{
            order_id => <<"ord-456">>,
            placed_at => 1703001234567,
            status => <<"Delivered">>,
            items => [
                #{name => <<"Widget">>, quantity => 2, price => 999}
            ],
            total => 1998
        }
    ]
}
3. Separate Projection Processes
Run projections in separate processes for isolation:
%% In your supervisor
{ok, _} = order_dashboard_projection:start_link(StoreId),
{ok, _} = order_analytics_projection:start_link(StoreId),
{ok, _} = inventory_projection:start_link(StoreId).
If one projection fails or falls behind, others continue working.
Further Reading
	Event Sourcing Guide - Foundation for CQRS
	Subscriptions Guide - Event delivery for projections
	Snapshots Guide - Optimizing projection rebuilds

References
	Martin Fowler: CQRS
	Greg Young: CQRS Documents
	Udi Dahan: Clarified CQRS



  

    Interactive REPL

The reckon-gater REPL (Read-Eval-Print-Loop) provides an interactive shell for exploring event stores, streams, causation chains, and temporal queries. It's designed for developers to quickly inspect and debug event-sourced systems without writing code.
[image: REPL Architecture]
Overview
The REPL provides a stateful session that maintains context about:
	Current store - Which event store you're connected to
	Current stream - Which event stream is selected for operations

This context-aware design means you don't need to specify the store and stream for every command once they're selected.
Quick Start
Start the REPL from an Erlang shell:
%% Start without a store selected
reckon_gater_repl:start().

%% Start with a store pre-selected
reckon_gater_repl:start(my_store).
Command Reference
Store Commands
stores              List all stores
use STORE           Set current store context
Example session:
esdb> stores

Stores:
  my_store
  another_store

esdb> use my_store
Switched to store: my_store
esdb:my_store>
Stream Commands
streams             List streams in current store
stream STREAM       Set current stream context
read [N]            Read N events (default 10)
read STREAM [N]     Read N events from stream
version             Get version of current stream
version STREAM      Get version of stream
Example session:
esdb:my_store> streams

Streams in my_store:
  orders
  customers
  products

Total: 3 streams

esdb:my_store> stream orders
Switched to stream: orders

esdb:my_store/orders> read 5

  [0] order_created: evt-123
  [1] order_paid: evt-124
  [2] order_shipped: evt-125
  [3] order_delivered: evt-126
  [4] order_completed: evt-127

Total: 5 events

esdb:my_store/orders> version
Version: 127
Causation Commands
Causation tracking is one of the most powerful features of the REPL. It allows you to trace the lineage of events through your system.
[image: Causation Workflow]
effects ID          Get events caused by event
cause ID            Get event that caused this
chain ID            Get full causation chain
graph ID            Build and display causation graph
dot ID FILE         Export graph as Graphviz DOT file
Example session:
esdb:my_store> effects evt-100

Events caused by evt-100:
  [0] payment_processed: evt-101
  [1] inventory_reserved: evt-102

Total: 2 effects

esdb:my_store> chain evt-105

Causation chain to evt-105:
  [1] order_created (evt-100)
  -> [2] payment_processed (evt-101)
  -> [3] inventory_reserved (evt-102)
  -> [4] order_shipped (evt-104)
  -> [5] delivery_scheduled (evt-105)

Chain length: 5

esdb:my_store> dot evt-100 /tmp/causation.dot
DOT file written to: /tmp/causation.dot
To visualize the DOT file:
dot -Tpng /tmp/causation.dot -o /tmp/causation.png

Temporal Commands
until TS            Read events until timestamp
range T1 T2         Read events in time range
Timestamps are Unix epoch in seconds.
Example session:
esdb:my_store/orders> until 1703200000

Events until 1703200000:
  [0] order_created: evt-123
  [1] order_paid: evt-124

Total: 2 events

esdb:my_store/orders> range 1703100000 1703200000

Events from 1703100000 to 1703200000:
  [0] order_created: evt-123
  [1] order_paid: evt-124
  [2] order_shipped: evt-125

Total: 3 events
Schema Commands
schemas             List all schemas
schema TYPE         Get schema for event type
Subscription Commands
subscriptions       List all subscriptions
subscription NAME   Get subscription details
Health Commands
health              Gateway health status
memory              Memory statistics for current store
Example:
esdb> health

Gateway Health:
  status: healthy
  stores: #{my_store => 3, another_store => 2}
  total_workers: 5
  node: 'node1@localhost'
  timestamp: 1703234567890
Prompt Format
The prompt shows your current context:
esdb>                           # No store selected
esdb:my_store>                  # Store selected
esdb:my_store/orders>           # Store + stream selected
Tips
	Tab completion: Not supported yet, but coming in a future release.

	History: Use up/down arrows if your shell supports it (depends on terminal).

	Batch operations: For bulk operations, use the reckon_gater_api module directly instead of the REPL.

	DOT files: The dot command generates Graphviz DOT format, which can be converted to PNG, SVG, or PDF using the dot command-line tool.


Use Cases
Debugging Event Flows
When an event causes unexpected behavior, use causation commands to trace its origin:
esdb:my_store> chain problematic-event-id
This shows the full chain of events that led to the problematic event, helping identify where things went wrong.
Investigating Time-Based Issues
For issues that occurred at a specific time, use temporal queries:
esdb:my_store/orders> range 1703100000 1703110000
This shows all events in the orders stream during that 10-second window.
Exporting Visualizations
Generate DOT files for documentation or sharing:
esdb:my_store> dot correlation-id-123 /tmp/saga-flow.dot
Then convert to various formats:
# PNG image
dot -Tpng /tmp/saga-flow.dot -o /tmp/saga-flow.png

# SVG (scalable)
dot -Tsvg /tmp/saga-flow.dot -o /tmp/saga-flow.svg

# PDF document
dot -Tpdf /tmp/saga-flow.dot -o /tmp/saga-flow.pdf

Monitoring Health
Quick health check of the gateway:
esdb> health
Check memory pressure for a specific store:
esdb:my_store> memory
Integration with Development Workflow
The REPL is designed to fit into your development workflow:
	During Development: Quickly verify events are being stored correctly
	Debugging: Trace causation chains to understand event flow
	Documentation: Export graphs for architecture documentation
	Monitoring: Check health and memory status

Exit
Use any of these commands to exit:
exit
quit
q
Or press Ctrl+D (EOF).
See Also
	Causation Tracking - Deep dive into causation concepts
	Temporal Queries - Time-based query patterns
	Event Sourcing - Core event sourcing patterns



  

    Subscriptions via Gateway

Subscriptions enable real-time event delivery to consumers. This guide covers managing subscriptions and receiving events through the reckon-gater client API.
Overview
[image: Subscription Flow]
The gateway provides two ways to receive events:
	Persistent Subscriptions - Managed subscriptions with checkpointing
	PubSub Channels - Real-time event broadcasting

Gateway Subscription API
Creating Subscriptions
%% Create a subscription via gateway
ok = reckon_gater_api:save_subscription(
    my_store,                    %% Store ID
    stream,                      %% Type: stream | event_type | event_pattern | event_payload
    <<"order-123">>,             %% Selector
    <<"order_handler">>,         %% Subscription name
    self(),                      %% Subscriber PID
    #{}                          %% Options
).
Subscription Types
	Type	Selector	Use Case
	stream	Stream ID	Single aggregate events
	event_type	Event type name	Cross-cutting concerns
	event_pattern	Wildcard pattern	Category projections
	event_payload	Match map	Conditional processing

Stream Subscription
%% Subscribe to a single order's events
ok = reckon_gater_api:save_subscription(
    my_store, stream, <<"order-123">>, <<"order_handler">>, self(), #{}
).
Event Type Subscription
%% Subscribe to all PaymentReceived events
ok = reckon_gater_api:save_subscription(
    my_store, event_type, <<"PaymentReceived">>, <<"payment_processor">>, self(), #{}
).
Pattern Subscription
%% Subscribe to all order streams
ok = reckon_gater_api:save_subscription(
    my_store, event_pattern, <<"order-*">>, <<"order_projection">>, self(), #{}
).
Payload Subscription
%% Subscribe to high-value orders
ok = reckon_gater_api:save_subscription(
    my_store, event_payload, #{total => {gt, 10000}}, <<"high_value_handler">>, self(), #{}
).
Listing Subscriptions
%% List all subscriptions
{ok, Subscriptions} = reckon_gater_api:get_subscriptions(my_store).

%% Each subscription contains:
%% - type, selector, subscription_name
%% - created_at, pool_size
Removing Subscriptions
%% Remove a subscription
ok = reckon_gater_api:remove_subscription(
    my_store, event_pattern, <<"order-*">>, <<"order_projection">>
).
Acknowledging Events
%% Acknowledge event processing (for at-least-once delivery)
ok = reckon_gater_api:ack_event(my_store, SubscriptionName, StreamId, EventVersion).
PubSub Channels
For real-time event delivery, use the gateway's built-in PubSub channels:
Available Channels
	Channel	Priority	Purpose
	reckon_gater_channel_events	high	Business events
	reckon_gater_channel_alerts	critical	System alerts
	reckon_gater_channel_system	normal	System notifications
	reckon_gater_channel_metrics	normal	Performance metrics

Subscribing to Channels
%% Subscribe to a topic pattern
ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"order.*">>, self()).

%% Subscribe with wildcard
ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"*">>, self()).
Receiving Channel Messages
-module(my_event_handler).
-behaviour(gen_server).

init([]) ->
    %% Subscribe to order events
    ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"order.*">>, self()),
    {ok, #{}}.

handle_info({channel_message, reckon_gater_channel_events, Topic, Event}, State) ->
    %% Process the event
    logger:info("Received ~s: ~p", [Topic, Event]),
    handle_event(Topic, Event),
    {noreply, State}.

handle_event(<<"order.placed">>, Event) ->
    %% Handle order placed
    ok;
handle_event(<<"order.shipped">>, Event) ->
    %% Handle order shipped
    ok.
Unsubscribing
%% Unsubscribe from a topic
ok = reckon_gater_channel_server:unsubscribe(reckon_gater_channel_events, <<"order.*">>, self()).
Event Handler Patterns
Basic Handler
-module(order_handler).
-behaviour(gen_server).
-include_lib("reckon_gater/include/reckon_gater_types.hrl").

-export([start_link/1, init/1, handle_info/2]).

start_link(StoreId) ->
    gen_server:start_link(?MODULE, [StoreId], []).

init([StoreId]) ->
    %% Create subscription via gateway
    ok = reckon_gater_api:save_subscription(
        StoreId, event_pattern, <<"order-*">>, <<"order_handler">>, self(), #{}
    ),

    %% Also subscribe to PubSub for real-time delivery
    ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"order.*">>, self()),

    {ok, #{store_id => StoreId}}.

handle_info({channel_message, _, Topic, Event}, State) ->
    handle_event(Event),
    {noreply, State};

handle_info({event, Event}, State) ->
    %% Direct subscription delivery
    handle_event(Event),
    {noreply, State}.

handle_event(#event{event_type = <<"OrderPlaced">>, data = Data}) ->
    logger:info("Order placed: ~p", [Data]);
handle_event(#event{event_type = <<"OrderShipped">>, data = Data}) ->
    logger:info("Order shipped: ~p", [Data]);
handle_event(_Event) ->
    ok.
Handler with Checkpointing
-module(checkpointed_handler).
-behaviour(gen_server).

init([StoreId]) ->
    %% Load last processed position
    LastPosition = load_checkpoint(StoreId),

    %% Subscribe starting from checkpoint
    ok = reckon_gater_api:save_subscription(
        StoreId, event_pattern, <<"order-*">>, <<"checkpointed_handler">>, self(),
        #{start_from => LastPosition}
    ),

    {ok, #{store_id => StoreId, last_position => LastPosition}}.

handle_info({event, #event{version = Version} = Event}, #{store_id := StoreId} = State) ->
    %% Process the event
    handle_event(Event),

    %% Acknowledge and checkpoint
    ok = reckon_gater_api:ack_event(StoreId, <<"checkpointed_handler">>, Event#event.stream_id, Version),
    save_checkpoint(StoreId, Version),

    {noreply, State#{last_position => Version}}.
Pool of Handlers
-module(handler_pool).

start_pool(StoreId, PoolSize) ->
    %% Create subscription
    ok = reckon_gater_api:save_subscription(
        StoreId, event_pattern, <<"order-*">>, <<"handler_pool">>, undefined,
        #{pool_size => PoolSize}
    ),

    %% Start worker processes
    [begin
        {ok, Pid} = handler_worker:start_link(StoreId, N),
        Pid
    end || N <- lists:seq(1, PoolSize)].

-module(handler_worker).

init([StoreId, WorkerId]) ->
    %% Subscribe to PubSub for load-balanced delivery
    ok = reckon_gater_channel_server:subscribe(reckon_gater_channel_events, <<"*">>, self()),
    {ok, #{store_id => StoreId, worker_id => WorkerId}}.
Catch-Up Subscriptions
Process historical events before receiving live events:
%% Start from beginning (catch up on all history)
ok = reckon_gater_api:save_subscription(
    my_store, event_pattern, <<"order-*">>, <<"new_projection">>, self(),
    #{start_from => 0}
).

%% Resume from a specific position
ok = reckon_gater_api:save_subscription(
    my_store, event_pattern, <<"order-*">>, <<"resumed_projection">>, self(),
    #{start_from => 12345}
).
Best Practices
1. Idempotent Event Handling
Events may be delivered more than once:
handle_event(#event{event_id = EventId} = Event) ->
    case ets:lookup(processed_events, EventId) of
        [{EventId, _}] ->
            ok;  %% Already processed
        [] ->
            do_process_event(Event),
            ets:insert(processed_events, {EventId, erlang:system_time()})
    end.
2. Monitor Subscription Lag
Track how far behind your subscription is:
check_lag(StoreId, StreamId, ProcessedVersion) ->
    {ok, StreamVersion} = reckon_gater_api:get_version(StoreId, StreamId),
    Lag = StreamVersion - ProcessedVersion,
    case Lag > 1000 of
        true -> logger:warning("Subscription lag: ~p events", [Lag]);
        false -> ok
    end.
3. Graceful Shutdown
Clean up subscriptions on shutdown:
terminate(_Reason, #{store_id := StoreId}) ->
    reckon_gater_channel_server:unsubscribe(reckon_gater_channel_events, <<"order.*">>, self()),
    ok.
4. Handle Ordering
Within a single stream, events are ordered. Across streams, no ordering guarantee:
%% Events from stream "order-123" arrive in order
%% But events from different streams may interleave
See Also
	Event Sourcing Guide - Foundation concepts
	Shared Types - Record definitions
	PubSub Channels - Channel reference

For server-side subscription internals, see the reckon-db Subscriptions Guide.


  

    Snapshots via Gateway

Snapshots are periodic captures of aggregate state that optimize event replay performance. This guide covers accessing snapshots through the reckon-gater client API.
Overview
Snapshots reduce the number of events needed to reconstruct aggregate state:
[image: Snapshot Performance Comparison]
	Scenario	Recommendation
	Aggregates with < 100 events	Snapshots probably not needed
	Aggregates with 100-1000 events	Consider snapshots
	Aggregates with > 1000 events	Strongly recommended
	Frequent aggregate loading	Recommended

Gateway Snapshot API
Recording Snapshots
Save aggregate state at a specific version:
%% Record a snapshot via gateway
State = #{balance => 1000, status => active},
ok = reckon_gater_api:record_snapshot(
    my_store,                    %% Store ID
    my_source,                   %% Source ID (your application)
    <<"account-123">>,           %% Stream ID
    150,                         %% Version (event number)
    State                        %% State to snapshot
).
Reading Snapshots
Load the latest or a specific snapshot:
%% Load the latest snapshot
case reckon_gater_api:read_snapshot(my_store, my_source, <<"account-123">>, latest) of
    {ok, Snapshot} ->
        Version = Snapshot#snapshot.version,
        State = Snapshot#snapshot.data,
        %% Replay events after the snapshot
        {ok, Events} = reckon_gater_api:stream_forward(
            my_store, <<"account-123">>, Version + 1, 10000
        ),
        FinalState = lists:foldl(fun apply_event/2, State, Events);
    {error, not_found} ->
        %% No snapshot, replay from beginning
        {ok, AllEvents} = reckon_gater_api:stream_forward(
            my_store, <<"account-123">>, 0, 10000
        ),
        lists:foldl(fun apply_event/2, initial_state(), AllEvents)
end.

%% Load snapshot at a specific version
{ok, Snapshot} = reckon_gater_api:read_snapshot(
    my_store, my_source, <<"account-123">>, 100
).
Listing Snapshots
Get all snapshots for a stream:
%% List all snapshots for a stream
{ok, Snapshots} = reckon_gater_api:list_snapshots(my_store, my_source, <<"account-123">>).

%% Returns list sorted by version (newest first)
[
    #snapshot{stream_id = <<"account-123">>, version = 150, ...},
    #snapshot{stream_id = <<"account-123">>, version = 100, ...},
    #snapshot{stream_id = <<"account-123">>, version = 50, ...}
]
Deleting Snapshots
Remove old snapshots to save storage:
%% Delete a specific snapshot
ok = reckon_gater_api:delete_snapshot(my_store, my_source, <<"account-123">>, 50).

%% Delete old snapshots (keep only recent ones)
{ok, Snapshots} = reckon_gater_api:list_snapshots(my_store, my_source, <<"account-123">>),
OldSnapshots = lists:nthtail(3, Snapshots),  %% Keep 3 most recent
[reckon_gater_api:delete_snapshot(my_store, my_source, S#snapshot.stream_id, S#snapshot.version)
 || S <- OldSnapshots].
Client-Side Aggregate Pattern
A typical pattern for loading aggregates through the gateway:
-module(account_client).
-export([load/2, execute/3]).

-include_lib("reckon_gater/include/reckon_gater_types.hrl").

-record(account, {
    id,
    balance = 0,
    status = active,
    version = 0
}).

-define(SNAPSHOT_THRESHOLD, 100).

%% Load aggregate via gateway
load(StoreId, AccountId) ->
    StreamId = <<"account-", AccountId/binary>>,

    %% Try to load from snapshot first
    {InitialState, StartVersion} = case reckon_gater_api:read_snapshot(
        StoreId, account_client, StreamId, latest
    ) of
        {ok, Snapshot} ->
            {Snapshot#snapshot.data, Snapshot#snapshot.version + 1};
        {error, not_found} ->
            {#account{id = AccountId}, 0}
    end,

    %% Replay events after snapshot
    case reckon_gater_api:stream_forward(StoreId, StreamId, StartVersion, 10000) of
        {ok, Events} ->
            FinalState = lists:foldl(fun apply_event/2, InitialState, Events),
            NewVersion = case Events of
                [] -> StartVersion;
                _ -> (lists:last(Events))#event.version
            end,
            {ok, FinalState#account{version = NewVersion}};
        {error, stream_not_found} when StartVersion =:= 0 ->
            {ok, InitialState};
        {error, Reason} ->
            {error, Reason}
    end.

%% Execute command and persist events
execute(StoreId, AccountId, Command) ->
    StreamId = <<"account-", AccountId/binary>>,

    %% Load current state
    {ok, Account} = load(StoreId, AccountId),

    %% Execute command
    case handle_command(Command, Account) of
        {ok, Events} ->
            %% Append events via gateway
            {ok, NewVersion} = reckon_gater_api:append_events(
                StoreId, StreamId, Events,
                #{expected_version => Account#account.version}
            ),

            %% Apply events to get new state
            NewState = lists:foldl(fun apply_event/2, Account, Events),

            %% Maybe save snapshot
            maybe_save_snapshot(StoreId, StreamId, NewState, NewVersion),

            {ok, NewVersion, NewState};
        {error, Reason} ->
            {error, Reason}
    end.

%% Save snapshot if threshold reached
maybe_save_snapshot(StoreId, StreamId, State, Version)
  when Version rem ?SNAPSHOT_THRESHOLD =:= 0, Version > 0 ->
    ok = reckon_gater_api:record_snapshot(
        StoreId, account_client, StreamId, Version, State
    ),
    logger:info("Saved snapshot for ~s at version ~p", [StreamId, Version]);
maybe_save_snapshot(_StoreId, _StreamId, _State, _Version) ->
    ok.

%% Command handlers
handle_command({deposit, Amount}, #account{status = active} = Account)
  when Amount > 0 ->
    {ok, [#{
        event_type => <<"MoneyDeposited">>,
        data => #{amount => Amount, balance_after => Account#account.balance + Amount}
    }]};
handle_command({deposit, _Amount}, #account{status = frozen}) ->
    {error, account_frozen}.

%% Event application
apply_event(#event{event_type = <<"MoneyDeposited">>, data = Data}, Account) ->
    Amount = maps:get(amount, Data),
    Account#account{balance = Account#account.balance + Amount};
apply_event(#event{event_type = <<"MoneyWithdrawn">>, data = Data}, Account) ->
    Amount = maps:get(amount, Data),
    Account#account{balance = Account#account.balance - Amount}.
Snapshot Strategies
Event-Count Based
Snapshot every N events (shown above):
-define(SNAPSHOT_EVERY, 100).

maybe_snapshot(StoreId, StreamId, State, Version)
  when Version rem ?SNAPSHOT_EVERY =:= 0 ->
    reckon_gater_api:record_snapshot(StoreId, my_app, StreamId, Version, State);
maybe_snapshot(_, _, _, _) ->
    ok.
Time-Based
Snapshot at regular intervals:
-module(snapshot_scheduler).
-behaviour(gen_server).

-define(INTERVAL_MS, 60000).  %% Every minute

init([StoreId]) ->
    timer:send_interval(?INTERVAL_MS, check_snapshots),
    {ok, #{store_id => StoreId, aggregates => #{}}}.

handle_info(check_snapshots, #{store_id := StoreId, aggregates := Aggs} = State) ->
    maps:foreach(fun(StreamId, {CurrentState, Version}) ->
        case needs_snapshot(StoreId, StreamId, Version) of
            true ->
                reckon_gater_api:record_snapshot(
                    StoreId, snapshot_scheduler, StreamId, Version, CurrentState
                );
            false ->
                ok
        end
    end, Aggs),
    {noreply, State}.

needs_snapshot(StoreId, StreamId, CurrentVersion) ->
    case reckon_gater_api:read_snapshot(StoreId, snapshot_scheduler, StreamId, latest) of
        {ok, #snapshot{version = V}} -> CurrentVersion - V > 100;
        {error, not_found} -> CurrentVersion > 50
    end.
Best Practices
1. Keep Snapshots Small
Store only essential state:
%% Good: Minimal state
snapshot_data(#account{} = A) ->
    #{
        balance => A#account.balance,
        status => A#account.status
    }.

%% Bad: Including derived/cached data
snapshot_data(#account{} = A) ->
    #{
        balance => A#account.balance,
        transaction_history => A#account.history,  %% Can be replayed
        monthly_totals => A#account.totals         %% Derived data
    }.
2. Version Your Snapshot Schema
Handle schema evolution:
%% Save with version
save_state(State) ->
    #{schema_version => 2, data => State}.

%% Load with migration
load_state(#{schema_version := 1, data := Data}) ->
    %% Migrate v1 to v2
    Data#{currency => <<"USD">>};
load_state(#{schema_version := 2, data := Data}) ->
    Data.
3. Cleanup Old Snapshots
Don't keep unlimited snapshots:
cleanup_old_snapshots(StoreId, StreamId, KeepCount) ->
    {ok, Snapshots} = reckon_gater_api:list_snapshots(StoreId, my_app, StreamId),
    ToDelete = lists:nthtail(KeepCount, Snapshots),
    [reckon_gater_api:delete_snapshot(StoreId, my_app, StreamId, S#snapshot.version)
     || S <- ToDelete].
4. Monitor Performance
Track snapshot metrics:
save_with_metrics(StoreId, StreamId, Version, State) ->
    Start = erlang:monotonic_time(microsecond),
    ok = reckon_gater_api:record_snapshot(StoreId, my_app, StreamId, Version, State),
    Duration = erlang:monotonic_time(microsecond) - Start,

    telemetry:execute(
        [my_app, snapshot, saved],
        #{duration_us => Duration, size_bytes => byte_size(term_to_binary(State))},
        #{stream_id => StreamId, version => Version}
    ).
See Also
	Event Sourcing Guide - Foundation concepts
	Shared Types - Record definitions
	Subscriptions Guide - Event delivery

For server-side snapshot internals, see the reckon-db Snapshots Guide.


  

    Shared Types

reckon-gater defines common data structures used across the event sourcing ecosystem. These types provide a consistent interface between reckon-db, evoq, and adapter implementations.
Including the Types
-include_lib("reckon_gater/include/reckon_gater_types.hrl").
Event Record
The #event{} record represents an immutable fact stored in an event stream.
-record(event, {
    event_id          :: binary(),           %% Unique identifier (UUID)
    event_type        :: binary(),           %% Type name (e.g., <<"OrderPlaced">>)
    stream_id         :: binary(),           %% Stream this event belongs to
    version           :: non_neg_integer(),  %% Position within stream (0-based)
    data              :: map() | binary(),   %% Event payload (Erlang term)
    metadata          :: map(),              %% Correlation, causation, user info
    timestamp         :: integer(),          %% Millisecond timestamp
    epoch_us          :: integer()           %% Microsecond epoch for ordering
}).
Usage (Client-Side)
%% Creating an event for append via gateway
Event = #{
    event_type => <<"UserCreated">>,
    data => #{user_id => <<"usr-123">>, email => <<"alice@example.com">>},
    metadata => #{correlation_id => <<"req-456">>}
},
{ok, Version} = reckon_gater_api:append_events(my_store, <<"user-usr-123">>, [Event]).

%% Reading events returns #event{} records
{ok, Events} = reckon_gater_api:stream_forward(my_store, <<"user-usr-123">>, 0, 100),
lists:foreach(fun(#event{event_type = Type, data = Data}) ->
    io:format("Event: ~s, Data: ~p~n", [Type, Data])
end, Events).
Snapshot Record
The #snapshot{} record stores aggregate state at a specific version for fast recovery.
-record(snapshot, {
    stream_id  :: binary(),           %% Stream/aggregate identifier
    version    :: non_neg_integer(),  %% Version at which snapshot was taken
    data       :: map() | binary(),   %% Aggregate state (Erlang term)
    metadata   :: map(),              %% Snapshot metadata
    timestamp  :: integer()           %% When snapshot was created
}).
Usage (Client-Side)
%% Save a snapshot via gateway
State = #{balance => 1000, status => active},
ok = reckon_gater_api:record_snapshot(my_store, my_source, <<"account-123">>, 50, State).

%% Load latest snapshot
case reckon_gater_api:read_snapshot(my_store, my_source, <<"account-123">>, latest) of
    {ok, #snapshot{version = V, data = State}} ->
        %% Replay events from version V onwards
        {ok, Events} = reckon_gater_api:stream_forward(my_store, <<"account-123">>, V, 1000),
        FinalState = lists:foldl(fun apply_event/2, State, Events);
    {error, not_found} ->
        %% No snapshot, replay all events
        rebuild_from_scratch(my_store, <<"account-123">>)
end.
Subscription Record
The #subscription{} record tracks subscription state for event delivery.
-record(subscription, {
    id                :: binary(),            %% Unique subscription ID
    type              :: subscription_type(), %% stream | event_type | event_pattern | event_payload
    selector          :: binary() | map(),    %% What to match
    subscription_name :: binary(),            %% Human-readable name
    subscriber_pid    :: pid() | undefined,   %% Process receiving events
    created_at        :: integer(),           %% Creation timestamp
    pool_size         :: pos_integer(),       %% Emitter pool size
    checkpoint        :: non_neg_integer() | undefined,  %% Last processed position
    options           :: map()                %% Additional options
}).

-type subscription_type() :: stream | event_type | event_pattern | event_payload.
Subscription Types
	Type	Selector	Description
	stream	Stream ID binary	Events from a specific stream
	event_type	Event type binary	Events of a specific type across all streams
	event_pattern	Pattern binary	Events matching a wildcard pattern
	event_payload	Match map	Events with matching payload fields

Usage (Client-Side)
%% Create a subscription via gateway
ok = reckon_gater_api:save_subscription(
    my_store,
    stream,                    %% Type
    <<"orders-*">>,            %% Selector (pattern)
    <<"order_projection">>,    %% Name
    self(),                    %% Subscriber PID
    #{}                        %% Options
).

%% List subscriptions
{ok, Subscriptions} = reckon_gater_api:get_subscriptions(my_store).

%% Remove a subscription
ok = reckon_gater_api:remove_subscription(my_store, stream, <<"orders-*">>, <<"order_projection">>).
Version Constants
These constants control optimistic concurrency behavior:
	Constant	Value	Behavior
	?NO_STREAM	-1	Fails if stream exists
	?ANY_VERSION	-2	Always appends
	?STREAM_EXISTS	-4	Fails if stream doesn't exist
	N >= 0	N	Fails if current version != N

Usage with the gateway API:
%% Append with version check via options
{ok, Version} = reckon_gater_api:append_events(
    my_store,
    <<"order-123">>,
    [Event],
    #{expected_version => 4}  %% Fails if current version != 4
).
Append Result Record
The #append_result{} record provides details about a successful append operation.
-record(append_result, {
    version  :: non_neg_integer(),            %% New stream version
    position :: non_neg_integer() | undefined, %% Global position (if applicable)
    count    :: non_neg_integer()              %% Number of events appended
}).
Error Types
-type append_error() ::
    {wrong_expected_version, Expected :: integer(), Actual :: integer()} |
    {stream_deleted, StreamId :: binary()} |
    {timeout, Reason :: term()} |
    {error, Reason :: term()}.

-type read_error() ::
    {stream_not_found, StreamId :: binary()} |
    {timeout, Reason :: term()} |
    {error, Reason :: term()}.
Ecosystem Usage
These types are used by:
	reckon-db: Core event store implementation (server-side)
	reckon-gater: Gateway API for distributed access (client-side)
	evoq: CQRS/Event Sourcing framework
	reckon-evoq: Adapter connecting evoq to reckon-db

By depending on reckon-gater for types, higher-level libraries avoid direct coupling to the core event store implementation.
See Also
	Event Sourcing Guide - Event sourcing patterns
	Subscriptions Guide - Subscription management
	Snapshots Guide - Snapshot strategies



  

    Capability-Based Security

This guide explains the security model used in the reckon-db ecosystem and how to implement it in your applications.
Prerequisites
Before reading this guide, you should understand:
	Basic event sourcing concepts (Event Sourcing Guide)
	Public-key cryptography basics (signing, verification)
	The difference between authentication and authorization

The Problem: Centralized Authorization Doesn't Scale
Traditional security models rely on a central authority:
[image: Traditional Authorization]
Problems with this approach:
	Single point of failure - If the auth server is down, nothing works
	Network dependency - Every request requires a round-trip
	Partition intolerance - Network splits break authorization
	Scalability bottleneck - All requests funnel through one service

In a distributed mesh (like Macula), nodes may be temporarily disconnected. We need authorization that works offline.
The Solution: Capability Tokens
Capability tokens are self-proving - they carry their own authorization:
[image: Capability Authorization]
Benefits:
	No central authority needed - Any node can verify
	Works offline - Verification is cryptographic, not network-based
	Delegatable - Permissions can be passed with attenuation
	Time-bound - Short TTLs limit damage from compromised tokens

Architecture Overview
[image: Capability Security Architecture]
Component Responsibilities
	Component	Location	Responsibility
	reckon_gater_identity	Your Application	Generate keypairs, manage identities
	reckon_gater_capability	Your Application	Create, sign, delegate, encode tokens
	reckon_db_capability_verifier	reckon-db Server	Verify signatures, check permissions
	reckon_db_revocation	reckon-db Server	Track revoked tokens

Key insight: Token creation happens in your application. Token verification happens on the reckon-db server. reckon-gater provides the types and helpers, but doesn't enforce security.

Part 1: Identity Management (Your Application)
Identities are Ed25519 keypairs. The public key is encoded as a DID (Decentralized Identifier).
Generate an Identity
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Create a new identity for your service/user
%%--------------------------------------------------------------------

-include_lib("reckon_gater/include/reckon_gater_capability_types.hrl").

%% Generate a new Ed25519 keypair
Identity = reckon_gater_identity:generate().

%% The identity contains:
%% - Public key (shareable)
%% - Private key (keep secret!)
%% - DID (public key encoded as did:key:z...)

%% Get the DID for sharing with others
DID = reckon_gater_identity:did(Identity).
%% => <<"did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK">>
Store Identities Securely
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Persist identity across restarts
%%--------------------------------------------------------------------

%% NEVER store private keys in:
%% - Version control
%% - Environment variables (can leak in logs)
%% - Unencrypted files

%% DO store private keys in:
%% - Hardware security modules (HSM)
%% - Encrypted at rest with a master key
%% - Secrets management (Vault, AWS Secrets Manager)

%% Example: Load from encrypted file
load_identity(Path, MasterKey) ->
    {ok, Encrypted} = file:read_file(Path),
    Decrypted = crypto:crypto_one_time(aes_256_gcm, MasterKey, Nonce, Encrypted, false),
    {PubKey, PrivKey} = binary_to_term(Decrypted),
    reckon_gater_identity:from_keypair(PubKey, PrivKey).
Why DIDs?
DIDs (Decentralized Identifiers) are a W3C standard for self-sovereign identity. The did:key method encodes the public key directly in the identifier:
did:key:z6MkhaXgBZDvotDkL5257faiztiGiC2QtKLGpbnnEGta2doK
        │ │
        │ └── Base58btc encoded (multicodec prefix + Ed25519 public key)
        └──── Multibase prefix (z = base58btc)
Benefits:
	Self-describing (contains the key itself)
	No resolution needed (unlike did:web or did:eth)
	Compact representation
	Interoperable with UCAN ecosystem


Part 2: Creating Capability Tokens (Your Application)
Capability tokens grant specific permissions on specific resources.
Basic Token Creation
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION (e.g., auth service)
%% Purpose: Issue a token to a client/service
%%--------------------------------------------------------------------

%% Define what permissions to grant
Grants = [
    %% Can read any stream in the realm
    reckon_gater_capability:grant(<<"esdb://myapp/stream/*">>, ?ACTION_STREAM_READ),

    %% Can append to order streams only
    reckon_gater_capability:grant(<<"esdb://myapp/stream/orders-*">>, ?ACTION_STREAM_APPEND)
],

%% Who is this token for? (their DID)
Audience = <<"did:key:z6MkClientDID...">>,

%% Create the capability (unsigned)
Cap = reckon_gater_capability:create(MyIdentity, Audience, Grants, #{
    ttl => 900  %% 15 minutes - keep it short!
}),

%% Sign with YOUR private key (proves you issued it)
SignedCap = reckon_gater_capability:sign(Cap, reckon_gater_identity:private_key(MyIdentity)),

%% Encode for transmission
Token = reckon_gater_capability:encode(SignedCap, jwt).
%% => <<"eyJhbGciOiJFZERTQSIsInR5cCI6IlVDQU4ifQ...">>
Understanding Grants
A grant specifies WHAT (resource) and HOW (action):
%% Grant structure
reckon_gater_capability:grant(Resource, Action)

%% Resource: URI pattern for the resource
%% Action: What operation is allowed
Resource URI Patterns
	Pattern	Matches	Use Case
	esdb://realm/stream/orders-123	Exact stream	Single aggregate
	esdb://realm/stream/orders-*	Prefix match	All order streams
	esdb://realm/stream/*	All streams	Admin access
	esdb://realm/channel/events/*	All topics	Full channel access
	esdb://realm/channel/events/orders.*	Topic prefix	Order events only

Available Actions
	Constant	Wire Format	Description
	?ACTION_STREAM_APPEND	stream/append	Write events to streams
	?ACTION_STREAM_READ	stream/read	Read events from streams
	?ACTION_STREAM_SUBSCRIBE	stream/subscribe	Subscribe to stream changes
	?ACTION_CHANNEL_PUBLISH	channel/publish	Publish to PubSub channel
	?ACTION_CHANNEL_SUBSCRIBE	channel/subscribe	Subscribe to PubSub topic
	?ACTION_SNAPSHOT_WRITE	snapshot/write	Write snapshots
	?ACTION_SNAPSHOT_READ	snapshot/read	Read snapshots
	?ACTION_ADMIN_ALL	*	All actions (use sparingly!)


Part 3: Delegation (Your Application)
Delegation allows passing permissions to others with attenuation (reducing scope).
Why Delegation Matters
Consider a microservices architecture where each service delegates to the next with reduced permissions:
[image: Delegation Chain]
Delegation Rules
	Attenuation only - You can reduce permissions, never expand
	TTL inheritance - Child TTL cannot exceed parent's remaining time
	Proof chain - Child includes cryptographic reference to parent
	Signature required - You sign the delegation with YOUR key

Delegation Example
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION (Order Service)
%% Purpose: Delegate reduced permissions to Payment Service
%%--------------------------------------------------------------------

%% We received Token A with: stream/* read+append
%% We want to give Payment Service: orders-*/read only

WorkerGrants = [
    reckon_gater_capability:grant(<<"esdb://myapp/stream/orders-*">>, ?ACTION_STREAM_READ)
    %% Note: NO append permission - attenuation!
],

%% Delegate from our token to the worker
WorkerCap = reckon_gater_capability:delegate(
    OurSignedToken,        %% Parent token (must be signed)
    PaymentServiceDID,     %% Who we're delegating to
    WorkerGrants           %% Reduced permissions
),

%% Sign with OUR key (proves WE delegated it)
SignedWorkerCap = reckon_gater_capability:sign(WorkerCap, reckon_gater_identity:private_key(OurIdentity)).
Invalid Delegations
These will fail verification on the server:
%% Parent grants: stream/orders-* with read
%% INVALID: trying to add append (not in parent)
BadGrants = [
    reckon_gater_capability:grant(<<"esdb://myapp/stream/orders-*">>, ?ACTION_STREAM_APPEND)
].

%% Parent grants: stream/orders-* with read
%% INVALID: trying to access users-* (outside scope)
BadGrants = [
    reckon_gater_capability:grant(<<"esdb://myapp/stream/users-*">>, ?ACTION_STREAM_READ)
].

Part 4: Using Tokens (Your Application → reckon-db)
When making requests, include the token. The gater routes it to reckon-db for verification.
Stream Operations with Tokens
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Append events using capability token
%%--------------------------------------------------------------------

%% Include token in request (future API enhancement)
%% Currently, tokens are used primarily for PubSub channels

Events = [#{event_type => <<"OrderCreated">>, data => #{...}}],
{ok, Version} = reckon_gater_api:append_events(my_store, <<"orders-123">>, Events).
PubSub Channel Operations
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Publish/subscribe with capability authorization
%%--------------------------------------------------------------------

%% Create a capability for publishing
Grants = [
    reckon_gater_capability:grant(
        <<"esdb://myapp/channel/reckon_gater_channel_events/*">>,
        ?ACTION_CHANNEL_PUBLISH
    )
],
Cap = reckon_gater_capability:create(Issuer, Audience, Grants, #{ttl => 900}),
SignedCap = reckon_gater_capability:sign(Cap, reckon_gater_identity:private_key(Issuer)),
Token = reckon_gater_capability:encode(SignedCap, binary),

%% Publish with capability token
ok = reckon_gater_channel:publish(reckon_gater_channel_events, <<"orders.created">>, Event, Token).

%% Subscribe with capability token
ok = reckon_gater_channel:subscribe(reckon_gater_channel_events, <<"orders.*">>, self(), Token).

Part 5: Token Verification (reckon-db Server)
You don't write this code - it runs automatically on the reckon-db server.
What the Server Checks
	Signature valid? - Cryptographically verify using issuer's public key
	Not expired? - Check exp timestamp against current time
	Not before valid? - Check nbf timestamp
	Not revoked? - Check against revocation list
	Resource matches? - Does the grant cover the requested resource?
	Action allowed? - Does the grant include the requested action?
	Delegation valid? - If delegated, verify parent chain

Verification Flow
[image: Token Verification Flow]

Part 6: Token Formats
JWT Format (Interoperable)
Token = reckon_gater_capability:encode(Cap, jwt).
%% => <<"eyJhbGciOiJFZERTQSIsInR5cCI6IlVDQU4ifQ.eyJpc3MiOiJkaWQ6...">>
Use when:
	Communicating with web clients (JavaScript)
	Crossing system boundaries
	Debugging (JWTs are human-readable when decoded)
	Interoperating with other UCAN-compatible systems

Erlang Binary Format (Fast)
Token = reckon_gater_capability:encode(Cap, binary).
%% => <<131, 104, 12, 100, ...>>
Use when:
	Internal mesh communication
	Maximum performance is critical
	Both ends are Erlang/Elixir

Decoding auto-detects format:
{ok, Cap} = reckon_gater_capability:decode(Token).  %% Works for both formats

Common Pitfalls
1. Token Lifetime Too Long
%% BAD: Token valid for 30 days
Cap = reckon_gater_capability:create(Iss, Aud, Grants, #{ttl => 30 * 24 * 60 * 60}).

%% GOOD: Short-lived tokens, refresh as needed
Cap = reckon_gater_capability:create(Iss, Aud, Grants, #{ttl => 900}).  %% 15 minutes
Why: If a token is compromised, damage is limited to its lifetime.
2. Overly Broad Grants
%% BAD: Admin access for everything
Grants = [reckon_gater_capability:grant(<<"esdb://myapp/*">>, ?ACTION_ADMIN_ALL)].

%% GOOD: Minimum necessary permissions
Grants = [reckon_gater_capability:grant(<<"esdb://myapp/stream/orders-*">>, ?ACTION_STREAM_READ)].
Why: Principle of least privilege limits blast radius.
3. Storing Private Keys in Code
%% BAD: Hardcoded private key
PrivKey = <<16#deadbeef:256>>.

%% GOOD: Load from secure storage at runtime
{ok, PrivKey} = secrets_manager:get(<<"my-service-private-key">>).
4. Ignoring Token Validation Errors
%% BAD: Ignoring errors
reckon_gater_channel:publish(Channel, Topic, Msg, Token).

%% GOOD: Handle authorization failures
case reckon_gater_channel:publish(Channel, Topic, Msg, Token) of
    ok -> ok;
    {error, {unauthorized, Reason}} ->
        logger:warning("Publish denied: ~p", [Reason]),
        {error, forbidden}
end.

Security Considerations
Short Token Lifetimes
Default TTL is 15 minutes. This is intentional:
	Limits exposure if token is leaked
	Forces regular re-authentication
	Revocation becomes less critical (tokens expire quickly)

Key Rotation
Rotate identity keys periodically:
	Generate new keypair
	Start issuing tokens with new key
	Keep old key for verification until old tokens expire
	Retire old key

Revocation Strategy
For LAN clusters (typical reckon-db deployment), short TTLs are usually sufficient. Emergency revocation is available via reckon_db_revocation in reckon-db:
%% Server-side (reckon-db) - emergency revocation
reckon_db_revocation:revoke(TokenCID).

API Reference
reckon_gater_identity (Your Application)
	Function	Description
	generate()	Generate new Ed25519 identity
	from_keypair(Pub, Priv)	Create from existing keys
	from_public_key(Pub)	Create from public key only (for verification)
	did(Identity)	Get DID string
	public_key(Identity)	Get 32-byte public key
	private_key(Identity)	Get 32-byte private key
	public_key_from_did(DID)	Extract public key from DID

reckon_gater_capability (Your Application)
	Function	Description
	create(Iss, Aud, Grants)	Create unsigned capability
	create(Iss, Aud, Grants, Opts)	Create with options (ttl, nbf)
	sign(Cap, PrivKey)	Sign with Ed25519 private key
	delegate(Parent, Aud, Grants)	Delegate with attenuation
	encode(Cap, jwt | binary)	Encode for transmission
	decode(Token)	Decode from any format
	grant(Resource, Action)	Create a grant tuple
	is_expired(Cap)	Check if token has expired

reckon_db_capability_verifier (reckon-db Server)
	Function	Description
	verify(Token)	Verify signature and time bounds
	authorize(Token, Resource, Action)	Full authorization check


Further Reading
	UCAN Specification - The standard we follow
	DID Key Method - How DIDs encode keys
	Ed25519 Signatures - The cryptography behind it
	Capability-Based Security (Wikipedia) - Conceptual background



  

    Dynamic Consistency Boundary (DCB)

[image: CCC vs DCB Taxonomy]
DCB is the cross-cutting complement to per-aggregate optimistic concurrency.
Where append_events/4 with an expected_version enforces "no new events on
THIS stream since version N", DCB enforces "no event matching THIS tag-filter
has been written anywhere since seq N" — without scoping to a single stream.
Use DCB when the invariant a write must preserve crosses streams:
	Uniqueness: "no other user has claimed this email"
	Allocation: "this slot has not been reserved by anyone else"
	Rate limit: "this caller has not exceeded N events in the last window"
	Eligibility: "no exclusion event applies to this principal"

DCB (tag and event-type filters) is a specific implementation of the broader
Command Context Consistency principle. CCC also adds payload-index
filters for consistency predicates over JSON payload fields. See CCC Guide
for payload-indexed consistency boundaries.
The Decision Loop
1. Read context: fetch events matching a tag_filter(), note max observed seq
2. Decide: apply domain logic to those events, produce new events
3. Append conditionally: write iff no matching event has seq > observed max
4. On conflict: refresh context and retry (bounded)
The conditional append is atomic — the precondition is evaluated inside the
same Raft/Khepri transaction as the write. Nothing can appear between check
and commit.
API
Reading context
%% Read events matching ANY of the given tags (default: any, limit 1000)
{ok, Events} = reckon_gater_api:read_by_tags(StoreId, Tags).

%% Read events matching ANY of the given tags with options
{ok, Events} = reckon_gater_api:read_by_tags(StoreId, Tags, #{
    match      => any,   %% any (default) | all
    batch_size => 500
}).

%% Read events by event type
{ok, Events} = reckon_gater_api:read_by_event_types(StoreId, Types, BatchSize).
Conditional append
case reckon_gater_api:append_if_no_tag_matches(StoreId, Filter, SeqCutoff, Events) of
    {ok, LastSeq} ->
        %% Committed. LastSeq is the DCB seq assigned to the final event.
        ok;
    {error, {context_changed, MaxSeq}} ->
        %% Conflict: a matching event appeared after SeqCutoff.
        %% Nothing was written. Re-read with the returned MaxSeq and retry.
        retry_with(MaxSeq);
    {error, no_events} ->
        %% Empty events list — client error.
        {error, no_events};
    {error, Reason} ->
        {error, Reason}
end.
HTTP endpoints
POST /v1/stores/:store_id/dcb/context
  Body:    {"tag_filter": {...}, "batch_size": N}
  Returns: {"events": [...], "max_seq": N}

POST /v1/stores/:store_id/dcb/append
  Body:    {"tag_filter": {...}, "seq_cutoff": N, "events": [...]}
  Returns: {"committed": {"last_seq": N}}
         | {"conflict": {"max_seq": N}}

GET  /v1/stores/:store_id/dcb/log?from=0&limit=50
GET  /v1/stores/:store_id/dcb/tags
GET  /v1/stores/:store_id/dcb/event-types
TagFilter Algebra
tag_filter() is the query language for both reads and the atomic consistency
condition (defined in include/reckon_gater_types.hrl):
	Shape	Meaning	Erlang term
	any_of	Event carries ANY of these tags	{any_of, [Tag]}
	all_of	Event carries ALL of these tags	{all_of, [Tag]}
	event_type	Event's event_type field = Type	{event_type, Type}
	payload_match	data[Key] = Value (requires index, see CCC guide)	{payload_match, Key, Value}
	payload_hash_match	Fields jointly equal values (requires index)	{payload_hash_match, Keys, Values}
	and_	ALL sub-filters match	{and_, [filter()]}
	or_	ANY sub-filter matches	{or_, [filter()]}

Filters compose freely to arbitrary depth:
%% "Has slot tag AND belongs to one of two tenants"
Filter = {and_, [
    {any_of, [<<"slot:42">>]},
    {or_, [
        {any_of, [<<"tenant:acme">>]},
        {any_of, [<<"tenant:globex">>]}
    ]}
]}.

%% "event_type = user_registered_v1 AND carries this email tag"
Filter = {and_, [
    {event_type, <<"user_registered_v1">>},
    {any_of, [<<"email:alice@example.com">>]}
]}.
The seq Cutoff
SeqCutoff is the highest DCB seq the caller has observed for events matching
Filter. The store rejects the write if any matching event has seq strictly
greater than the cutoff.
Use -1 to mean "I have seen nothing yet" — correct when asserting that no
matching event should exist at all (email uniqueness, first reservation, etc.).
After a conflict ({error, {context_changed, MaxSeq}}), use the returned
MaxSeq as the new cutoff for the retry.
Worked Example: Email Uniqueness
-module(register_user).
-include_lib("reckon_gater/include/reckon_gater_types.hrl").

register(StoreId, Email, UserData) ->
    EmailTag = <<"email:", Email/binary>>,
    Filter   = {any_of, [EmailTag]},
    do_register(StoreId, Email, UserData, EmailTag, Filter).

do_register(StoreId, Email, UserData, EmailTag, Filter) ->
    %% 1. Read context: any event with this email tag
    {ok, Events} = reckon_gater_api:read_by_tags(StoreId, [EmailTag]),
    Cutoff = case [E#event.version || E <- Events] of
        [] -> -1;
        Vs -> lists:max(Vs)
    end,

    %% 2. Decide
    AlreadyTaken = lists:any(
        fun(E) -> E#event.event_type =:= <<"user_registered_v1">> end,
        Events),
    case AlreadyTaken of
        true ->
            {error, email_already_registered};
        false ->
            Event = #{
                event_type => <<"user_registered_v1">>,
                data       => UserData#{email => Email},
                tags       => [EmailTag]
            },
            %% 3. Append conditionally
            case reckon_gater_api:append_if_no_tag_matches(
                     StoreId, Filter, Cutoff, [Event]) of
                {ok, _Seq} ->
                    ok;
                {error, {context_changed, _MaxSeq}} ->
                    %% Concurrent writer raced us — retry
                    do_register(StoreId, Email, UserData, EmailTag, Filter)
            end
    end.
Note: the event's own tags field MUST include the tags in Filter. That is
how DCB events become visible to future consistency checks — their tags are
indexed alongside the event so a subsequent read with the same filter sees them.
Worked Example: Seat Reservation (Type + Tag)
reserve_seat(StoreId, FlightId, SeatNo, PassengerId) ->
    SeatTag   = <<"seat:", FlightId/binary, ":", SeatNo/binary>>,
    Filter    = {and_, [
        {event_type, <<"seat_reserved_v1">>},
        {any_of,     [SeatTag]}
    ]},
    do_reserve(StoreId, SeatTag, Filter, FlightId, SeatNo, PassengerId).

do_reserve(StoreId, SeatTag, Filter, FlightId, SeatNo, PassengerId) ->
    {ok, Events} = reckon_gater_api:read_by_tags(StoreId, [SeatTag]),
    Cutoff = case [E#event.version || E <- Events] of
        [] -> -1;
        Vs -> lists:max(Vs)
    end,
    AlreadyReserved = lists:any(
        fun(E) -> E#event.event_type =:= <<"seat_reserved_v1">> end,
        Events),
    case AlreadyReserved of
        true ->
            {error, seat_already_reserved};
        false ->
            Event = #{
                event_type => <<"seat_reserved_v1">>,
                data       => #{flight_id => FlightId,
                                seat_no   => SeatNo,
                                passenger => PassengerId},
                tags       => [SeatTag]
            },
            case reckon_gater_api:append_if_no_tag_matches(
                     StoreId, Filter, Cutoff, [Event]) of
                {ok, _} -> ok;
                {error, {context_changed, _}} ->
                    do_reserve(StoreId, SeatTag, Filter, FlightId, SeatNo, PassengerId)
            end
    end.
The DCB Pseudo-Stream
DCB events live under the pseudo-stream id <<"_dcb">>. They are real events —
they appear in global reads, subscriptions, and the HTTP log endpoint — but the
consistency-check semantics only apply to events written through
append_if_no_tag_matches/4. Never append directly to <<"_dcb">>.
The DCB seq counter is separate from per-stream version counters. It is a
monotonic per-store integer incremented only by successful DCB commits.
When NOT to Use DCB
	Per-aggregate invariants: use append_events/4 with expected_version
on the aggregate's own stream. DCB is for cross-stream invariants.
	Eventual consistency is acceptable: if a read model can reconcile after
the fact, the atomic precondition adds unnecessary latency.
	High-frequency hot paths: the Raft transaction incurs cluster round-trip
cost. Batch or use per-aggregate locking for throughput-critical paths.

Payload-Indexed Consistency (CCC)
For consistency predicates over JSON payload fields (without tags), see the
CCC Guide. payload_match and payload_hash_match filter shapes
use the same append_if_no_tag_matches/4 API but require opt-in index
declarations in the store config.
See Also
	CCC Guide — payload-indexed filters and the broader CCC framing
	Event Sourcing Guide — core concepts
	reckon-db DCB Guide — Raft design, Horus constraints, integrity chains



  

    Command Context Consistency

[image: CCC vs DCB Taxonomy]
Event Sourcing has one job: persist decisions as an authoritative history of
events, and consult that history when evaluating future decisions.
Consistency — ensuring a decision is still valid when it is written — is a
separate question with two answers.
Aggregate stream versioning reads one predefined stream, rebuilds an
object from it, applies a method, and appends new events only when the stream
version still matches. The aggregate owns the consistency boundary. Every
command touching the same aggregate competes for the same stream version,
even when the commands check completely different rules.
Command Context Consistency (CCC) inverts this. The command selects
the relevant history. Its context query describes exactly the events that could
invalidate the decision. The store verifies that no matching events appeared
since the context was read. A command that checks email uniqueness competes
only with other commands that use the same email — not with every other
operation on the same aggregate.
This document explains how ReckonDB implements CCC, how it relates to DCB,
and how to use both from Erlang.
CCC, DCB, and ReckonDB
CCC is a principle. It does not prescribe a query language or a store API.
The command handler selects its context query in whatever form the implementation
supports. An implementation may add indexes, derived tags, or other access
structures to execute queries efficiently.
Dynamic Consistency Boundary (DCB) is a specific event-store contract
that implements CCC using event types and tags. Events carry tags written by
the producer. Queries select by tag or event type. Any value needed for a
consistency query must be encoded as a tag at write time — the event data
is opaque to the store.
ReckonDB implements both:
	The existing append_if_no_tag_matches RPC with {any_of, ...},
{all_of, ...}, {event_type, ...} is DCB — tag-based, event data opaque.

	The new {payload_match, Key, Value} and {payload_hash_match, Keys, Values}
filter variants implement CCC directly — the store indexes declared payload
fields and evaluates predicates against them in the atomic consistency check.


With payload indexes, ReckonDB removes the DCB constraint that the writer must
anticipate every future query. Any top-level JSON field declared in the store
index configuration can participate in a consistency boundary without adding
tags to the event.
The CCC Decision Flow
[image: CCC Decision Flow]
The three steps:
1. Read the relevant history. Fetch the events that could invalidate your
decision. Use the API call that matches your filter type:
	Tag / event_type filters (any_of, all_of, event_type, and_, or_):
call read_by_tags/3 or read_by_event_types/3 (Erlang API) or the
POST /dcb/context HTTP endpoint. The store reads by_tag and
by_event_type indexes.

	Payload filters (payload_match, payload_hash_match): call
ccc_read_by_payload/4 or ccc_read_by_payload_hash/4 (Erlang API) or
GET /dcb/by-payload / POST /dcb/by-payload-hash (HTTP). The store reads
by_payload or by_payload_hash indexes.


Take max(event.version) across the returned events — or -1 if the result
is empty — as the seq_cutoff for step 3.
2. Build temporary decision data. Project from the returned events into
whatever data structure the rule needs. This is ephemeral — built once per
command, discarded after the write. The store does not hold this; it belongs
to the command handler.
3. Append with cutoff. Call AppendIfNoTagMatches with the same
tag_filter and seq_cutoff. The store verifies, inside a single
Khepri transaction, that no matching event appeared after seq_cutoff. The
in-transaction check evaluates all filter types — tag, event_type,
payload, and payload_hash indexes — atomically. If the context is still valid,
it writes the new events. If not, it returns a Conflict response with the
current max_seq — the handler retries from step 1.
The check and write are atomic. Nothing can slip between them.
Filter Types
tag_filter() is the query language for both reads and the consistency
condition:
%% DCB — tag-based, zero additional index required
{any_of, [Tag :: binary()]}           %% event carries ANY of these tags
{all_of, [Tag :: binary()]}           %% event carries ALL of these tags
{event_type, Type :: binary()}        %% event.event_type = Type

%% CCC — payload index required (declared in store config)
{payload_match, Key :: binary(), Value :: binary()}
{payload_hash_match, Keys :: [binary()], Values :: [binary()]}

%% Composition
{and_, [tag_filter()]}
{or_,  [tag_filter()]}
All variants compose freely. A filter can mix tag, event-type, and payload
conditions in any nesting.
Declaring Payload Indexes
Payload fields must be declared in the store's index_config before events
are written. Undeclared fields are not indexed and cannot participate in
AppendIfNoTagMatches.
%% In store startup config:
Indexes = [
    tags,                                      %% standard tag index
    event_type,                                %% standard event-type index
    {payload, <<"account_id">>},               %% single-field payload index
    {payload_hash, [<<"flight_id">>, <<"seat_no">>]}  %% composite index
],
reckon_gater_api:create_store(StoreId, #{indexes => Indexes}).
	{payload, Key} — indexes one top-level JSON field. Enables
{payload_match, Key, Value} queries. Composes with and_/or_ using
sequence-set intersection.

	{payload_hash, [K1, K2, ...]} — indexes a combination of fields as a
SHA-256 hash. Enables {payload_hash_match, Keys, Values} queries. One
Khepri read regardless of field count; all fields must be supplied in the
query. Correct for the main CCC use case: the command always knows its
full consistency predicate.


Only binary (string) JSON values are indexable. Numeric values must be
serialised to binary by the writer (e.g. zero-padded integers, ISO timestamps).
If a field is absent from an event or its value is non-binary, no index entry
is written for that event — the event is simply invisible to that filter.
Examples
Unique email across all users
%% Writer tags the event — DCB style, no payload index needed
Tags = [<<"email:", Email/binary>>],
Event = #{event_type => <<"user_registered_v1">>, tags => Tags, data => ...},

%% 1. Read context: any event with this email tag
EmailTag = <<"email:", Email/binary>>,
{ok, Events} = reckon_gater_api:read_by_tags(StoreId, [EmailTag], #{
    match => any, batch_size => 100
}),
Cutoff = case [E#event.version || E <- Events] of
    [] -> -1;
    Vs -> lists:max(Vs)
end,

%% 3. Append conditionally
Filter = {any_of, [EmailTag]},
reckon_gater_api:append_if_no_tag_matches(StoreId, Filter, Cutoff, [Event]).
Seat reservation — composite payload index
%% Declare at store creation:
%%   {payload_hash, [<<"flight_id">>, <<"seat_no">>]}

%% Writer does NOT need to add tags — the store indexes the payload fields
Event = #{
    event_type => <<"seat_reserved_v1">>,
    data => json:encode(#{flight_id => FlightId, seat_no => SeatNo, ...})
},

%% 1. Read context: any event with this flight+seat combination
Keys   = [<<"flight_id">>, <<"seat_no">>],
Values = [FlightId, SeatNo],
{ok, Events} = reckon_gater_api:ccc_read_by_payload_hash(StoreId, Keys, Values, 100),
Cutoff = case [E#event.version || E <- Events] of
    [] -> -1;
    Vs -> lists:max(Vs)
end,

%% 3. Append conditionally — in-transaction check uses the same hash index
Filter = {payload_hash_match, Keys, Values},
reckon_gater_api:append_if_no_tag_matches(StoreId, Filter, Cutoff, [Event]).
Credit reservation — type + payload
%% Declare at store creation:
%%   {payload, <<"account_id">>}

%% 1. Read context: both event types AND payload field.
%%    Read each dimension separately then take the union.
Types = [<<"credit_reserved_v1">>, <<"credit_released_v1">>],
{ok, ByType}    = reckon_gater_api:read_by_event_types(StoreId, Types, 1000),
{ok, ByPayload} = reckon_gater_api:ccc_read_by_payload(StoreId, <<"account_id">>, AccountId, 1000),
%% Intersect: keep events that appear in both result sets
History = intersect_events(ByType, ByPayload),
Cutoff  = case [E#event.version || E <- History] of
    [] -> -1;
    Vs -> lists:max(Vs)
end,

%% 3. Append conditionally with a composed filter that the in-transaction
%%    check evaluates atomically against both indexes
Filter = {and_, [
    {or_, [{event_type, <<"credit_reserved_v1">>},
           {event_type, <<"credit_released_v1">>}]},
    {payload_match, <<"account_id">>, AccountId}
]},
AvailableCredit = project_available(History),
case AvailableCredit >= RequestedAmount of
    true ->
        Event = reserve_event(AccountId, RequestedAmount),
        reckon_gater_api:append_if_no_tag_matches(StoreId, Filter, Cutoff, [Event]);
    false ->
        {error, insufficient_credit}
end.
Why Not Just Use Tags?
DCB requires the writer to anticipate future query patterns at write time.
If a new consistency rule is added later that queries by a payload field not
exposed as a tag, every historical event is invisible to that rule. Tags are
a write-time contract.
CCC payload indexes let the store index fields retrospectively — as long as
the field value was present in the JSON payload, adding a {payload, Key}
declaration and re-indexing makes it queryable for future appends. The
event data does not change; only the access structure changes.
The practical guidance:
	Use tags for values that are known query dimensions at event design time.
	Use payload indexes for fields that become consistency dimensions later, or
for combinations (payload_hash_match) that would otherwise require
intersection of two large tag sets.

Retry Semantics
A Conflict response from AppendIfNoTagMatches is not an error — it means
the world changed while the command was deciding. The handler must:
	Re-read the updated history using the same API call(s) as in step 1:	Tag / event_type filters: call read_by_tags or read_by_event_types again.
	Payload filters: call ccc_read_by_payload or ccc_read_by_payload_hash again.
	Composed filters: re-read each dimension separately, then intersect as before.


	Re-project the temporary decision data from the refreshed events.
	Re-evaluate the rule.
	Re-attempt the append with the new seq_cutoff.

If the rule still holds, the new append will succeed. If the rule no longer
holds (a concurrent writer got there first), the handler returns a domain
rejection to the caller.
Conflict resolution is always in the handler, never in the store. The store
only guarantees that the context was stable at the moment of writing.
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    Temporal Queries

This guide explains how to query events by timestamp, enabling point-in-time reconstruction and historical analysis.
Prerequisites
Before reading this guide, you should understand:
	Event sourcing concepts (Event Sourcing Guide)
	How events are stored with versions and timestamps
	Aggregate reconstruction from events

The Problem: Version Numbers Aren't Always Enough
In event sourcing, you typically read events by version number:
%% "Give me events 0-100 from this stream"
{ok, Events} = reckon_gater_api:stream_forward(Store, Stream, 0, 100).
But sometimes you need to answer time-based questions:
	"What was the account balance at end of Q3?" (compliance/auditing)
	"Show me all events during the outage window" (debugging)
	"Reconstruct state as of the backup timestamp" (disaster recovery)

Version numbers don't help here because you don't know which version corresponds to which time.
The Solution: Temporal Queries
Temporal queries filter events by their epoch_us timestamp (microseconds since Unix epoch):
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Query events by timestamp instead of version
%%--------------------------------------------------------------------

%% Read all events up to a specific moment
{ok, Events} = reckon_gater_api:read_until(my_store, <<"account-123">>, Timestamp).
How It Works
Events in stream:
┌──────────────────────────────────────────────────────────────────┐
│ v0        v1        v2        v3        v4        v5        v6   │
│ 10:00     10:15     10:30     10:45     11:00     11:15     11:30│
└──────────────────────────────────────────────────────────────────┘
                           ▲
                           │
              read_until(10:45) returns v0, v1, v2, v3

Where Does This Code Run?
	Operation	Location	Module
	Query events by timestamp	Your Application	reckon_gater_api
	Aggregate reconstruction	Your Application	Your aggregate logic
	Timestamp storage	reckon-db Server	Automatic with each event


API Reference
Read Until
Read all events up to (and including) a timestamp:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Get events up to a specific point in time
%%--------------------------------------------------------------------

%% Basic usage - timestamp in microseconds since Unix epoch
Timestamp = 1703001600000000,  %% Dec 19, 2025 12:00:00 UTC
{ok, Events} = reckon_gater_api:read_until(my_store, <<"account-123">>, Timestamp).

%% With options
{ok, Events} = reckon_gater_api:read_until(my_store, <<"account-123">>, Timestamp, #{
    max_count => 1000       %% Limit number of events returned
}).
Read Range
Read events within a time window:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Get events between two timestamps
%%--------------------------------------------------------------------

FromTimestamp = 1703001600000000,  %% Dec 19, 2025 12:00:00 UTC
ToTimestamp = 1703005200000000,    %% Dec 19, 2025 13:00:00 UTC

{ok, Events} = reckon_gater_api:read_range(
    my_store,
    <<"account-123">>,
    FromTimestamp,
    ToTimestamp
).
Version at Timestamp
Get the stream version at a specific point in time (without fetching events):
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Find what version the stream was at a given time
%%--------------------------------------------------------------------

{ok, Version} = reckon_gater_api:version_at(my_store, <<"account-123">>, Timestamp).
%% => {ok, 42}

%% Useful for:
%% - Loading a snapshot at that version
%% - Understanding stream growth over time
%% - Correlating with external systems

Use Cases
1. Point-in-Time Aggregate Reconstruction
Rebuild an aggregate's state as it was at a specific moment:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Answer "what was the state at time X?"
%%--------------------------------------------------------------------

-module(my_aggregate).

%% Reconstruct state at a specific timestamp
reconstruct_at(StoreId, StreamId, Timestamp) ->
    %% Get all events up to that moment
    {ok, Events} = reckon_gater_api:read_until(StoreId, StreamId, Timestamp),

    %% Fold them into state (same as normal reconstruction)
    State = reckon_db_aggregator:foldl(Events),

    %% Finalize tagged values
    reckon_db_aggregator:finalize(State).

%% Example usage:
%% EndOfQ3 = timestamp_for({{2025, 9, 30}, {23, 59, 59}}),
%% State = my_aggregate:reconstruct_at(my_store, <<"account-123">>, EndOfQ3),
%% Balance = maps:get(balance, State).
2. Compliance and Auditing
Answer regulatory questions about historical state:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Generate compliance reports for a specific date
%%--------------------------------------------------------------------

-module(compliance_report).

generate_eod_report(StoreId, Date) ->
    %% End of day timestamp
    EndOfDay = end_of_day_timestamp(Date),

    %% Get all account streams
    {ok, Streams} = reckon_gater_api:get_streams(StoreId),
    AccountStreams = [S || S <- Streams, is_account_stream(S)],

    %% Reconstruct each account at end of day
    Reports = lists:map(
        fun(StreamId) ->
            State = reconstruct_at(StoreId, StreamId, EndOfDay),
            #{
                account_id => StreamId,
                balance => maps:get(balance, State, 0),
                as_of => Date
            }
        end,
        AccountStreams
    ),

    #{date => Date, accounts => Reports}.

end_of_day_timestamp(Date) ->
    DateTime = {Date, {23, 59, 59}},
    GregorianSecs = calendar:datetime_to_gregorian_seconds(DateTime),
    UnixSecs = GregorianSecs - 62167219200,  %% Gregorian to Unix offset
    UnixSecs * 1000000.  %% Convert to microseconds
3. Incident Investigation
Examine what happened during a specific time window:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Debug by examining events during an incident
%%--------------------------------------------------------------------

-module(incident_debug).

investigate(StoreId, StreamPattern, IncidentStart, IncidentEnd) ->
    %% Get events during the incident window
    {ok, Events} = reckon_gater_api:read_range(
        StoreId,
        StreamPattern,
        IncidentStart,
        IncidentEnd
    ),

    %% Analyze what happened
    #{
        event_count => length(Events),
        event_types => count_by_type(Events),
        timeline => build_timeline(Events),
        first_event => hd(Events),
        last_event => lists:last(Events)
    }.

count_by_type(Events) ->
    lists:foldl(
        fun(#{event_type := Type}, Acc) ->
            maps:update_with(Type, fun(N) -> N + 1 end, 1, Acc)
        end,
        #{},
        Events
    ).

Working with Timestamps
reckon-db uses microseconds since Unix epoch for all timestamps.
Getting Current Time
Now = erlang:system_time(microsecond).
%% => 1703001600000000
Converting from Calendar Datetime
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Helper to convert Erlang datetime to microseconds
%%--------------------------------------------------------------------

datetime_to_micros({{Y, M, D}, {H, Min, S}}) ->
    GregorianSecs = calendar:datetime_to_gregorian_seconds({{Y, M, D}, {H, Min, S}}),
    UnixSecs = GregorianSecs - 62167219200,  %% Gregorian epoch to Unix epoch
    UnixSecs * 1000000.

%% Example:
%% Timestamp = datetime_to_micros({{2025, 12, 19}, {12, 0, 0}}).
%% => 1703001600000000
Converting from ISO 8601 String
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Parse ISO 8601 timestamp
%%--------------------------------------------------------------------

iso8601_to_micros(IsoString) ->
    %% "2025-12-19T12:00:00Z"
    [DatePart, TimePart] = binary:split(IsoString, <<"T">>),
    [Y, M, D] = [binary_to_integer(X) || X <- binary:split(DatePart, <<"-">>, [global])],
    [H, Min, SecZ] = binary:split(TimePart, <<":">>, [global]),
    S = binary_to_integer(binary:part(SecZ, 0, 2)),
    datetime_to_micros({{Y, M, D}, {H, Min, S}}).

Performance Considerations
Temporal Queries vs. Version Queries
	Query Type	Use When	Performance
	Version-based	You know the version range	Fastest (direct index)
	Temporal	You need time-based filtering	Slower (scan + filter)

Optimization Tips
	Use max_count - Limit results for large streams:
reckon_gater_api:read_until(Store, Stream, Ts, #{max_count => 1000}).

	Combine with snapshots - For aggregate reconstruction, load snapshot first:
{ok, Snapshot} = reckon_gater_api:read_snapshot(Store, Source, Stream, Version),
SnapshotTime = maps:get(timestamp, Snapshot),
{ok, NewEvents} = reckon_gater_api:read_range(Store, Stream, SnapshotTime, TargetTime).

	Index awareness - Events are sorted by version, not timestamp. Temporal queries may scan more events than version queries.



Common Pitfalls
1. Wrong Timestamp Units
%% BAD: Seconds instead of microseconds
Timestamp = 1703001600.  %% This is seconds!

%% GOOD: Microseconds
Timestamp = 1703001600000000.  %% Correct
%% Or use:
Timestamp = erlang:system_time(microsecond).
2. Timezone Confusion
%% Timestamps are always UTC internally
%% Convert from local time carefully:

%% BAD: Using local time directly
LocalTime = calendar:local_time(),
Micros = datetime_to_micros(LocalTime).  %% Wrong if not UTC!

%% GOOD: Convert to UTC first
UTCTime = calendar:local_time_to_universal_time_dst(LocalTime),
Micros = datetime_to_micros(hd(UTCTime)).
3. Clock Skew in Distributed Systems
Events from different nodes may have slightly different timestamps due to clock skew.
%% Be aware that events may not be perfectly ordered by timestamp
%% across nodes. Version ordering is authoritative.

When NOT to Use Temporal Queries
	Real-time subscriptions - Use subscriptions instead, not polling with timestamps
	Simple "latest state" - Just read all events by version
	High-frequency queries - Version-based queries are more efficient
	Sub-millisecond precision - Timestamp resolution is limited


Related Guides
	Event Sourcing - Core concepts
	Snapshots - Optimize reconstruction with snapshots
	Scavenging - Remove old events (uses timestamps)



  

    Scavenging

This guide explains how to remove old events from streams to manage storage growth while preserving the ability to reconstruct current state via snapshots.
Prerequisites
Before reading this guide, you should understand:
	Event sourcing concepts (Event Sourcing Guide)
	Snapshots and their role in state reconstruction (Snapshots Guide)
	The immutable nature of event logs and why deletion requires special care

The Problem: Unbounded Storage Growth
In event sourcing, events are immutable and never deleted by default. Over time, this leads to:
	Storage costs - Event logs grow indefinitely
	Read performance - More events to scan for reconstruction
	Compliance challenges - Some regulations require data deletion

But you can't just delete events randomly—that would break state reconstruction.
The Solution: Scavenging
Scavenging safely removes old events by:
	Requiring a snapshot - Ensures state can still be reconstructed
	Preserving recent events - Keeps events newer than the snapshot
	Dry run preview - Shows what would be deleted before executing

Before scavenging:
┌─────────────────────────────────────────────────────────────────┐
│ v0   v1   v2   ... v500 ... v1000 v1001 v1002 ... v1500        │
│ │                    │                              │           │
│ │    Old events      │      Newer events            │           │
└─────────────────────────────────────────────────────────────────┘
                       ▲
                  Snapshot at v500

After scavenging (before=v500):
┌─────────────────────────────────────────────────────────────────┐
│              [deleted]     v500 v501 ... v1000 v1001 ... v1500 │
│                             │                                   │
│                        Snapshot preserved                       │
└─────────────────────────────────────────────────────────────────┘

Where Does This Code Run?
	Operation	Location	Module
	Scavenge API calls	Your Application	reckon_gater_api
	Snapshot creation	Your Application	reckon_gater_api
	Event deletion	reckon-db Server	Internal
	Archival (optional)	reckon-db Server	reckon_db_archive_*


API Reference
Scavenge a Stream
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Remove events older than a timestamp from a stream
%%--------------------------------------------------------------------

%% Calculate cutoff: 30 days ago
ThirtyDaysAgo = erlang:system_time(microsecond) - (30 * 24 * 60 * 60 * 1000000),

%% Scavenge the stream
{ok, Result} = reckon_gater_api:scavenge(my_store, <<"orders-123">>, #{
    before => ThirtyDaysAgo,
    require_snapshot => true  %% Safety: only scavenge if snapshot exists
}).

%% Result shows what was deleted
#{
    deleted_count => 1523,
    oldest_remaining => 1703001600000000,
    snapshot_version => 1500
}
Scavenge Matching Streams
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Scavenge multiple streams matching a pattern
%%--------------------------------------------------------------------

%% Scavenge all order streams older than 90 days
NinetyDaysAgo = erlang:system_time(microsecond) - (90 * 24 * 60 * 60 * 1000000),

{ok, Results} = reckon_gater_api:scavenge_matching(my_store, <<"orders-*">>, #{
    before => NinetyDaysAgo,
    require_snapshot => true
}).

%% Results is a list of per-stream results
[
    #{stream => <<"orders-001">>, deleted_count => 500},
    #{stream => <<"orders-002">>, deleted_count => 823},
    ...
]
Dry Run (Preview)
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Preview what would be deleted WITHOUT actually deleting
%%--------------------------------------------------------------------

%% ALWAYS preview before executing
{ok, Preview} = reckon_gater_api:scavenge_dry_run(my_store, <<"orders-123">>, #{
    before => ThirtyDaysAgo
}).

%% Preview shows impact without making changes
#{
    would_delete => 1523,
    oldest_event => 1700000000000000,
    newest_affected => 1702500000000000,
    has_snapshot => true,
    snapshot_version => 1500
}

Options Reference
	Option	Type	Default	Description
	before	integer	required	Delete events before this timestamp (microseconds)
	require_snapshot	boolean	true	Only scavenge if snapshot exists
	keep_versions	integer	0	Keep at least N most recent versions
	archive_to	atom	undefined	Archive backend before deletion


Use Cases
1. Scheduled Storage Cleanup
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Daily automated scavenging job
%%--------------------------------------------------------------------

-module(scavenge_scheduler).

run_daily_scavenge() ->
    RetentionDays = 90,
    Cutoff = erlang:system_time(microsecond) -
             (RetentionDays * 24 * 60 * 60 * 1000000),

    %% Scavenge all order streams
    {ok, Results} = reckon_gater_api:scavenge_matching(my_store, <<"orders-*">>, #{
        before => Cutoff,
        require_snapshot => true
    }),

    TotalDeleted = lists:foldl(
        fun(#{deleted_count := N}, Acc) -> Acc + N end,
        0,
        Results
    ),

    logger:info("Scavenged ~p events from ~p streams",
                [TotalDeleted, length(Results)]).
2. Compliance-Driven Archival
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Archive events before deleting for compliance
%%--------------------------------------------------------------------

archive_and_scavenge(StoreId, StreamId, RetentionDays) ->
    Cutoff = erlang:system_time(microsecond) -
             (RetentionDays * 24 * 60 * 60 * 1000000),

    %% Archive to file before scavenging
    {ok, _} = reckon_gater_api:scavenge(StoreId, StreamId, #{
        before => Cutoff,
        archive_to => file,
        archive_path => <<"/archive/", StreamId/binary, ".events">>
    }).

Safety Features
Snapshot Requirement
By default, scavenging requires a snapshot to exist. This prevents accidental data loss:
%% This will fail if no snapshot exists
{error, no_snapshot} = reckon_gater_api:scavenge(my_store, StreamId, #{
    before => Timestamp,
    require_snapshot => true  %% Default
}).

%% Override only if you understand the consequences
{ok, _} = reckon_gater_api:scavenge(my_store, StreamId, #{
    before => Timestamp,
    require_snapshot => false  %% DANGER: may lose state if no snapshot
}).
Keep Recent Versions
Always keep some recent events regardless of timestamp:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Keep a minimum event history for debugging
%%--------------------------------------------------------------------

{ok, _} = reckon_gater_api:scavenge(my_store, StreamId, #{
    before => Timestamp,
    keep_versions => 100  %% Always keep last 100 events
}).

Common Pitfalls
1. Scavenging Without Snapshots
%% BAD: Scavenging without ensuring a snapshot exists
{ok, _} = reckon_gater_api:scavenge(my_store, StreamId, #{
    before => Timestamp,
    require_snapshot => false  %% State might be lost!
}).

%% GOOD: Take a snapshot first, then scavenge
{ok, State} = reconstruct_aggregate(StreamId),
{ok, Version} = reckon_gater_api:save_snapshot(my_store, StreamId, State),
{ok, _} = reckon_gater_api:scavenge(my_store, StreamId, #{
    before => Timestamp,
    require_snapshot => true
}).
2. Wrong Timestamp Units
%% BAD: Using seconds instead of microseconds
BadCutoff = erlang:system_time(second) - (30 * 24 * 60 * 60).

%% GOOD: Using microseconds
GoodCutoff = erlang:system_time(microsecond) - (30 * 24 * 60 * 60 * 1000000).
3. Skipping Dry Run
%% BAD: Scavenging production data without preview
reckon_gater_api:scavenge(prod_store, <<"important-stream">>, #{...}).

%% GOOD: Always dry run first
{ok, Preview} = reckon_gater_api:scavenge_dry_run(prod_store, <<"important-stream">>, #{...}),
logger:info("Would delete ~p events", [maps:get(would_delete, Preview)]),
%% Review preview, then proceed if acceptable
reckon_gater_api:scavenge(prod_store, <<"important-stream">>, #{...}).

When to Scavenge
Scavenge when:
	Storage costs are a concern
	Events older than retention period have no business value
	Snapshots exist for state reconstruction
	Regulatory requirements permit deletion

Do NOT scavenge when:
	Full audit history is required (legal/compliance)
	No snapshots exist (state would be lost)
	Events have legal retention requirements
	You haven't verified with a dry run first


Best Practices
	Always dry run first - Preview changes before executing
	Ensure snapshots exist - Take snapshots before scavenging
	Use keep_versions - Maintain some recent history for debugging
	Archive if needed - Preserve data for compliance before deletion
	Schedule off-peak - Scavenging is I/O intensive
	Monitor space - Track storage savings via telemetry


Related Guides
	Snapshots - Required for safe scavenging
	Temporal Queries - Query by timestamp before scavenging
	Event Sourcing - Core concepts



  

    Causation Metadata

This guide explains how to record event lineage using the causation_id and
correlation_id metadata fields built into every reckon-gater event.
[image: Causation Graph]
Overview
Every event record exposes two lineage fields:
	Field	Purpose	Example
	causation_id	ID of the event or command that directly caused this event	"evt-001"
	correlation_id	A shared ID grouping all events in one business process	"order-12345"

These fields are writer-set metadata — the store records them as-is alongside
the event payload. There is no built-in query API that indexes by them. If you
need to query "all events caused by X" or "all events in order 12345", build a
read-model projection that indexes by these fields as events flow through
subscriptions.
[image: Causation Chain]
Setting Causation Metadata
-module(order_handler).

handle_command(Command, _State) ->
    CommandId     = maps:get(id, Command),
    CorrelationId = maps:get(correlation_id, Command, CommandId),

    Event = #{
        event_type => <<"order_placed_v1">>,
        data       => #{order_id => <<"order-123">>, items => [...]},
        metadata   => #{
            causation_id   => CommandId,       %% this command caused this event
            correlation_id => CorrelationId    %% business-process grouping ID
        }
    },
    reckon_gater_api:append_events(my_store, StreamId, [Event]).
Propagating Causation in Event Handlers
When an event handler or process manager reacts to an event and produces new
events, it must forward both IDs to maintain the chain:
handle_event(#{id := EventId, metadata := Meta} = _OrderPlaced, _State) ->
    CorrelationId = maps:get(correlation_id, Meta),
    NewEvent = #{
        event_type => <<"payment_requested_v1">>,
        data       => ...,
        metadata   => #{
            causation_id   => EventId,        %% the upstream event caused this
            correlation_id => CorrelationId   %% same business process
        }
    },
    reckon_gater_api:append_events(my_store, PaymentStream, [NewEvent]).
Querying by Causation (Read-Model Pattern)
There is no built-in API to query events by causation_id or correlation_id.
Lineage queries are a read-model concern. The recommended pattern:
	Subscribe to the store's event stream.
	In the projection, index causation_id and correlation_id into a local
SQLite (or any) table as events arrive.
	Query your projection for all events caused by a given ID or belonging to a
given correlation group.

%% Projection example — insert into your read-model as events flow in
project_event(#{id := Id, metadata := Meta, event_type := Type}) ->
    CausationId   = maps:get(causation_id,   Meta, undefined),
    CorrelationId = maps:get(correlation_id, Meta, undefined),
    db:exec("INSERT INTO event_lineage(id, type, causation_id, correlation_id)
             VALUES (?, ?, ?, ?)", [Id, Type, CausationId, CorrelationId]).

%% Then query your projection directly
get_effects(CausingEventId) ->
    db:query("SELECT * FROM event_lineage WHERE causation_id = ?",
             [CausingEventId]).

get_correlated(CorrelationId) ->
    db:query("SELECT * FROM event_lineage WHERE correlation_id = ?",
             [CorrelationId]).
Event Metadata Schema
Recommended metadata structure for events that participate in causation chains:
create_event_metadata(CausingId, CorrelationId, ActorId) ->
    #{
        causation_id   => CausingId,
        correlation_id => CorrelationId,
        actor_id       => ActorId,
        timestamp      => erlang:system_time(microsecond),
        source         => atom_to_binary(node())
    }.
Common Pitfalls
Missing causation_id in event handlers
%% BAD: causation chain is broken
handle_event(_OrderPlaced, _State) ->
    NewEvent = #{event_type => <<"payment_requested_v1">>, data => ...},
    reckon_gater_api:append_events(Store, Stream, [NewEvent]).

%% GOOD: chain is preserved
handle_event(#{id := EventId, metadata := Meta}, _State) ->
    NewEvent = #{
        event_type => <<"payment_requested_v1">>,
        data       => ...,
        metadata   => #{
            causation_id   => EventId,
            correlation_id => maps:get(correlation_id, Meta)
        }
    },
    reckon_gater_api:append_events(Store, Stream, [NewEvent]).
Using event ID as correlation ID
%% BAD: correlation changes with each event
metadata => #{causation_id => EventId, correlation_id => EventId}

%% GOOD: correlation is a stable business-process ID
metadata => #{causation_id => EventId, correlation_id => OrderId}
Best Practices
	Always set causation_id — every non-root event should reference its cause.
	Use a stable business ID as correlation_id — the order ID, saga ID, or
request ID works well; never a generated event ID.
	Build lineage projections early — once events are in the store without
causation metadata, retroactive lineage is impossible.
	Include in error logs — log both IDs alongside any error for fast triage.

Related Guides
	Event Sourcing — core concepts
	Subscriptions — how to build read-model projections
	CQRS — command/query separation patterns



  

    Schema Evolution

This guide explains how to evolve event schemas over time while maintaining backward compatibility. Old events are automatically "upcasted" to the current schema version when read.
[image: Schema Upcasting]
Prerequisites
Before reading this guide, you should understand:
	Event sourcing concepts (Event Sourcing Guide)
	The immutable nature of events (events are never modified after being written)
	Why backward compatibility matters in event-driven systems

The Problem: Business Requirements Change
In event sourcing, events are immutable facts. But business requirements evolve:
	New fields are added (phone added to UserCreated)
	Field names are renamed (amount_cents → amount)
	Data formats change (cents as integer → dollars as decimal)
	Fields are split (full_name → first_name + last_name)

You cannot migrate events - they're immutable historical records. Changing them would break the audit trail.
The Solution: Schema Registry + Upcasting
Instead of migrating events, we transform them on read:
Write (immutable):           Read (transformed):
┌──────────────────┐         ┌──────────────────┐
│ UserCreated v1   │         │ UserCreated v3   │
│ {                │ ──────→ │ {                │
│   name: "Alice", │ upcast  │   name: "Alice", │
│   email: "..."   │         │   email: "...",  │
│ }                │         │   phone: null,   │
└──────────────────┘         │   verified: false│
                             │ }                │
                             └──────────────────┘
Key insight: Events stay as written. Transformation happens at read time. Consumers always see the current schema.

Where Does This Code Run?
	Operation	Location	Module
	Register schema	Your Application	reckon_gater_api
	Define upcast functions	Your Application	Your schema module
	Store schema definitions	reckon-db Server	reckon_db_schema_store
	Apply upcasting on read	reckon-db Server	reckon_db_upcaster


API Reference
Register a Schema
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Register initial schema version for an event type
%%--------------------------------------------------------------------

reckon_gater_api:register_schema(my_store, <<"UserCreated">>, #{
    version => 1,
    fields => [
        #{name => <<"name">>, type => string, required => true},
        #{name => <<"email">>, type => string, required => true}
    ]
}).
Register New Version with Upcast
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Add new schema version with transformation from v1
%%--------------------------------------------------------------------

reckon_gater_api:register_schema(my_store, <<"UserCreated">>, #{
    version => 2,
    fields => [
        #{name => <<"name">>, type => string, required => true},
        #{name => <<"email">>, type => string, required => true},
        #{name => <<"phone">>, type => string, required => false}  %% New field
    ],
    upcast_from => #{
        1 => fun(V1Data) ->
            %% Transform v1 → v2: add missing phone field
            V1Data#{<<"phone">> => undefined}
        end
    }
}).
Get Schema Information
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Query registered schemas
%%--------------------------------------------------------------------

%% Get current schema for an event type
{ok, Schema} = reckon_gater_api:get_schema(my_store, <<"UserCreated">>).

%% Get current version number
{ok, Version} = reckon_gater_api:get_schema_version(my_store, <<"UserCreated">>).
%% => {ok, 2}

%% List all registered schemas
{ok, Schemas} = reckon_gater_api:list_schemas(my_store).
%% => [
%%     #{event_type => <<"UserCreated">>, version => 2},
%%     #{event_type => <<"OrderPlaced">>, version => 3},
%%     ...
%% ]
Upcast Events Explicitly
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Manually upcast events to current schema version
%%--------------------------------------------------------------------

%% Read old events
{ok, OldEvents} = reckon_gater_api:stream_forward(my_store, StreamId, 0, 100),

%% Upcast to current schema versions
{ok, UpcastedEvents} = reckon_gater_api:upcast_events(my_store, OldEvents).

%% Events are now in current schema version
Unregister Schema
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Remove a deprecated event type's schema
%%--------------------------------------------------------------------

reckon_gater_api:unregister_schema(my_store, <<"DeprecatedEvent">>).

Upcast Chain
When multiple schema versions exist, upcasting chains automatically:
v1 event → upcast_v1_v2() → v2 data → upcast_v2_v3() → v3 data (current)
Example with 3 versions:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Register schema with full upcast chain
%%--------------------------------------------------------------------

reckon_gater_api:register_schema(my_store, <<"OrderPlaced">>, #{
    version => 3,
    fields => [
        #{name => <<"order_id">>, type => string},
        #{name => <<"amount">>, type => decimal},       %% Changed from cents in v1
        #{name => <<"currency">>, type => string},      %% Added in v2
        #{name => <<"customer_id">>, type => string}    %% Added in v3
    ],
    upcast_from => #{
        1 => fun(V1) ->
            %% v1 had amount_cents (integer), no currency
            #{
                <<"order_id">> => maps:get(<<"order_id">>, V1),
                <<"amount">> => maps:get(<<"amount_cents">>, V1) / 100,
                <<"currency">> => <<"USD">>,  %% Default for old events
                <<"customer_id">> => undefined
            }
        end,
        2 => fun(V2) ->
            %% v2 had amount + currency, no customer
            V2#{<<"customer_id">> => undefined}
        end
    }
}).

Common Transformation Patterns
Adding Fields (Most Common)
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Add new field with default value
%%--------------------------------------------------------------------

upcast_from => #{
    1 => fun(V1) ->
        V1#{<<"new_field">> => default_value}
    end
}
Renaming Fields
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Rename a field while preserving data
%%--------------------------------------------------------------------

upcast_from => #{
    1 => fun(V1) ->
        OldValue = maps:get(<<"old_name">>, V1),
        maps:remove(<<"old_name">>, V1#{<<"new_name">> => OldValue})
    end
}
Changing Data Types
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Convert data format (cents → dollars)
%%--------------------------------------------------------------------

upcast_from => #{
    1 => fun(V1) ->
        %% Convert cents (integer) to dollars (decimal)
        Cents = maps:get(<<"amount_cents">>, V1),
        maps:remove(<<"amount_cents">>, V1#{<<"amount">> => Cents / 100})
    end
}
Splitting Fields
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Split one field into multiple fields
%%--------------------------------------------------------------------

upcast_from => #{
    1 => fun(V1) ->
        %% Split "full_name" into "first_name" and "last_name"
        FullName = maps:get(<<"full_name">>, V1),
        [First | Rest] = binary:split(FullName, <<" ">>),
        Last = iolist_to_binary(lists:join(<<" ">>, Rest)),
        maps:remove(<<"full_name">>, V1#{
            <<"first_name">> => First,
            <<"last_name">> => Last
        })
    end
}
Merging Fields
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Combine multiple fields into one
%%--------------------------------------------------------------------

upcast_from => #{
    1 => fun(V1) ->
        Street = maps:get(<<"street">>, V1),
        City = maps:get(<<"city">>, V1),
        Combined = <<Street/binary, ", ", City/binary>>,
        maps:without([<<"street">>, <<"city">>], V1#{<<"address">> => Combined})
    end
}

Common Pitfalls
1. Modifying Existing Schema Version
%% BAD: Changing v1 schema after events are written
reckon_gater_api:register_schema(Store, <<"Event">>, #{
    version => 1,
    fields => [...different fields...]  %% Breaks existing v1 events!
}).

%% GOOD: Create new version instead
reckon_gater_api:register_schema(Store, <<"Event">>, #{
    version => 2,
    fields => [...new fields...],
    upcast_from => #{1 => fun(V1) -> ... end}
}).
2. Upcast Functions with Side Effects
%% BAD: Side effects in upcast function
upcast_from => #{
    1 => fun(V1) ->
        log("Upcasting event!"),  %% Side effect!
        http:post(webhook, V1),   %% Network call!
        V1#{<<"new_field">> => fetch_from_db()}  %% Database read!
    end
}

%% GOOD: Pure transformation only
upcast_from => #{
    1 => fun(V1) ->
        V1#{<<"new_field">> => <<"default">>}  %% Deterministic
    end
}
3. Lossy Transformations Without Documentation
%% BAD: Silent data loss
upcast_from => #{
    1 => fun(V1) ->
        %% Precision loss: cents truncated
        Cents = maps:get(<<"amount_cents">>, V1),
        V1#{<<"amount_dollars">> => Cents div 100}  %% 199 cents → 1 dollar
    end
}

%% GOOD: Document and minimize loss
%% @doc Converts cents to dollars. Note: sub-dollar precision is preserved.
upcast_from => #{
    1 => fun(V1) ->
        Cents = maps:get(<<"amount_cents">>, V1),
        V1#{<<"amount">> => Cents / 100.0}  %% 199 cents → 1.99
    end
}
4. Missing Schema Version in Event
%% BAD: No way to know which version this event uses
Event = #{
    event_type => <<"UserCreated">>,
    data => #{name => <<"Alice">>}
}.

%% GOOD: Include schema version in metadata
Event = #{
    event_type => <<"UserCreated">>,
    data => #{name => <<"Alice">>},
    metadata => #{schema_version => 2}
}.

Best Practices
	Always increment versions - Never modify existing schema versions
	Keep upcast functions pure - No side effects, deterministic results
	Test upcast chains - Verify v1→v3 produces correct results
	Document breaking changes - Note when upcasting loses information
	Store version in event metadata - Makes debugging easier
	Register schemas at application startup - Ensure schemas are available before reads


Event Metadata with Schema Version
Include version in event metadata for traceability:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Include schema version when creating events
%%--------------------------------------------------------------------

create_event(Type, Data, Metadata) ->
    {ok, Version} = reckon_gater_api:get_schema_version(my_store, Type),
    #{
        event_type => Type,
        data => Data,
        metadata => Metadata#{schema_version => Version}
    }.

When NOT to Use Schema Evolution
	Breaking changes requiring re-processing - If you need to change the meaning of old events, consider creating a new event type instead
	Simple field additions - If all consumers can handle missing fields, you might not need formal schemas
	Performance-critical hot paths - Upcasting adds processing overhead


Related Guides
	Event Sourcing - Core concepts
	Subscriptions - Events are upcasted on delivery
	Snapshots - Snapshots use current schema



  

    Stream Links

This guide explains how to create derived streams from source streams using filters and transformations, enabling specialized views without duplicating event storage.
[image: Stream Links]
Prerequisites
Before reading this guide, you should understand:
	Event sourcing concepts (Event Sourcing Guide)
	Stream subscriptions (Subscriptions Guide)
	CQRS and read model patterns (CQRS Guide)

The Problem: Filtering Events Across Streams
In a real application, you often need to work with subsets of events:
	"Show me all high-value orders across all order streams"
	"Give me all payment events regardless of which stream they're in"
	"I only care about events from US customers"

Without stream links, you'd need to:
	Subscribe to all source streams
	Filter events in your application code
	Build and maintain your own derived storage

This is complex, error-prone, and duplicates effort across applications.
The Solution: Stream Links
Stream links create derived streams that:
	Subscribe to source streams (with pattern matching)
	Filter events based on criteria
	Optionally transform/enrich events
	Make results available as a regular stream

Source Streams:              Link:                    Derived Stream:
┌──────────────────┐
│ orders-001       │─────┐   ┌───────────────────┐   ┌──────────────────┐
│ amount: 500      │     │   │                   │   │ $link:high-value │
├──────────────────┤     ├──→│ filter:           │──→│                  │
│ orders-002       │     │   │   amount > 1000   │   │ orders-002       │
│ amount: 2500     │─────┤   │                   │   │ orders-003       │
├──────────────────┤     │   │ transform:        │   │                  │
│ orders-003       │─────┘   │   add priority    │   └──────────────────┘
│ amount: 1500     │         │                   │
└──────────────────┘         └───────────────────┘

Where Does This Code Run?
	Operation	Location	Module
	Create/configure links	Your Application	reckon_gater_api
	Store link definitions	reckon-db Server	reckon_db_links
	Filter/transform processing	reckon-db Server	reckon_db_link_worker
	Subscribe to derived stream	Your Application	reckon_gater_api


API Reference
Create a Link
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Create a derived stream for high-value orders
%%--------------------------------------------------------------------

reckon_gater_api:create_link(my_store, #{
    name => <<"high-value-orders">>,
    source => #{
        type => stream_pattern,
        pattern => <<"orders-*">>     %% Watch all order streams
    },
    filter => #{
        field => <<"amount">>,
        op => '>',
        value => 1000
    },
    transform => #{
        add_fields => #{
            <<"priority">> => <<"high">>,
            <<"flagged_at">> => {fn, fun() -> erlang:system_time(microsecond) end}
        }
    }
}).
Get Link Info
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Check link configuration and status
%%--------------------------------------------------------------------

{ok, Link} = reckon_gater_api:get_link(my_store, <<"high-value-orders">>).
%% => #{
%%     name => <<"high-value-orders">>,
%%     source => #{type => stream_pattern, pattern => <<"orders-*">>},
%%     filter => #{...},
%%     status => running,
%%     events_processed => 12345
%% }
List All Links
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Get all configured links for a store
%%--------------------------------------------------------------------

{ok, Links} = reckon_gater_api:list_links(my_store).
Start/Stop a Link
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Pause and resume link processing
%%--------------------------------------------------------------------

%% Stop processing (link remains configured, will resume from last position)
reckon_gater_api:stop_link(my_store, <<"high-value-orders">>).

%% Resume processing
reckon_gater_api:start_link(my_store, <<"high-value-orders">>).
Delete a Link
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Remove a link and its derived stream
%%--------------------------------------------------------------------

reckon_gater_api:delete_link(my_store, <<"high-value-orders">>).
Detailed Link Statistics
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Get detailed processing statistics
%%--------------------------------------------------------------------

{ok, Info} = reckon_gater_api:link_info(my_store, <<"high-value-orders">>).
%% => #{
%%     status => running,
%%     events_processed => 12345,      %% Events that matched filter
%%     events_filtered => 45678,       %% Events that didn't match
%%     last_processed_at => 1703001600000000,
%%     lag => 0,                       %% Events behind real-time
%%     source_streams => [<<"orders-001">>, <<"orders-002">>, ...]
%% }

Subscribing to Links
Links create streams prefixed with $link::
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Subscribe to derived stream events
%%--------------------------------------------------------------------

%% Subscribe to the derived stream via gateway (just like any other stream)
ok = reckon_gater_api:save_subscription(
    my_store,
    stream,
    <<"$link:high-value-orders">>,
    <<"my-handler">>,
    self(),
    #{}
).

%% Read from the derived stream
{ok, Events} = reckon_gater_api:stream_forward(
    my_store,
    <<"$link:high-value-orders">>,
    0,
    100
).

Filter Operators
	Operator	Description	Example
	=	Equals	#{field => <<"status">>, op => '=', value => <<"active">>}
	!=	Not equals	#{field => <<"type">>, op => '!=', value => <<"test">>}
	>	Greater than	#{field => <<"amount">>, op => '>', value => 100}
	>=	Greater or equal	#{field => <<"count">>, op => '>=', value => 5}
	<	Less than	#{field => <<"age">>, op => '<', value => 30}
	<=	Less or equal	#{field => <<"priority">>, op => '<=', value => 3}
	in	In list	#{field => <<"country">>, op => in, value => [<<"US">>, <<"UK">>]}
	contains	String contains	#{field => <<"email">>, op => contains, value => <<"@company.com">>}
	matches	Regex match	#{field => <<"sku">>, op => matches, value => <<"^SKU-\\d+">>}

Compound Filters
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Combine multiple filter conditions
%%--------------------------------------------------------------------

%% AND filter (all conditions must match)
filter => #{
    type => 'and',
    filters => [
        #{field => <<"amount">>, op => '>', value => 1000},
        #{field => <<"status">>, op => '=', value => <<"completed">>}
    ]
}

%% OR filter (any condition matches)
filter => #{
    type => 'or',
    filters => [
        #{field => <<"priority">>, op => '=', value => <<"high">>},
        #{field => <<"amount">>, op => '>', value => 5000}
    ]
}

Transform Options
Add Static Fields
transform => #{
    add_fields => #{
        <<"processed_by">> => <<"link-worker">>,
        <<"link_version">> => 1
    }
}
Add Dynamic Fields
transform => #{
    add_fields => #{
        <<"processed_at">> => {fn, fun() -> erlang:system_time(microsecond) end},
        <<"random_id">> => {fn, fun() -> crypto:strong_rand_bytes(16) end}
    }
}
Remove Fields (Sanitize)
transform => #{
    remove_fields => [<<"internal_id">>, <<"debug_info">>, <<"password_hash">>]
}
Rename Fields
transform => #{
    rename_fields => #{
        <<"old_name">> => <<"new_name">>,
        <<"legacy_field">> => <<"modern_field">>
    }
}

Use Cases
1. Category-Based Views
Create per-category views from a mixed stream:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Separate streams by product category
%%--------------------------------------------------------------------

%% Electronics orders
reckon_gater_api:create_link(my_store, #{
    name => <<"electronics-orders">>,
    source => #{type => stream_pattern, pattern => <<"orders-*">>},
    filter => #{field => <<"category">>, op => '=', value => <<"electronics">>}
}).

%% Clothing orders
reckon_gater_api:create_link(my_store, #{
    name => <<"clothing-orders">>,
    source => #{type => stream_pattern, pattern => <<"orders-*">>},
    filter => #{field => <<"category">>, op => '=', value => <<"clothing">>}
}).
2. Event Type Aggregation
Group events by type across all streams:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: All payment events in one stream
%%--------------------------------------------------------------------

reckon_gater_api:create_link(my_store, #{
    name => <<"all-payments">>,
    source => #{type => stream_pattern, pattern => <<"*">>},
    filter => #{field => <<"event_type">>, op => in, value => [
        <<"PaymentReceived">>,
        <<"PaymentFailed">>,
        <<"RefundIssued">>
    ]}
}).
3. Compliance Flagging
Automatically flag events for review:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Flag high-value transactions for compliance review
%%--------------------------------------------------------------------

reckon_gater_api:create_link(my_store, #{
    name => <<"flagged-transactions">>,
    source => #{type => stream_pattern, pattern => <<"transactions-*">>},
    filter => #{field => <<"amount">>, op => '>', value => 10000},
    transform => #{
        add_fields => #{
            <<"requires_review">> => true,
            <<"flagged_at">> => {fn, fun() -> erlang:system_time(microsecond) end},
            <<"review_queue">> => <<"compliance">>
        }
    }
}).

Common Pitfalls
1. Overly Broad Patterns
%% BAD: Watching everything can be expensive
source => #{type => stream_pattern, pattern => <<"*">>}

%% GOOD: Be specific about what you need
source => #{type => stream_pattern, pattern => <<"orders-*">>}
2. Complex Filters on Hot Paths
%% BAD: Regex on every event is expensive
filter => #{field => <<"data">>, op => matches, value => complex_regex}

%% GOOD: Use simple equality checks when possible
filter => #{field => <<"type">>, op => '=', value => <<"payment">>}
3. Not Monitoring Lag
%% BAD: Ignoring link health
reckon_gater_api:create_link(my_store, #{...}).
%% ... never check if it's keeping up

%% GOOD: Monitor lag for real-time requirements
check_link_health(LinkName) ->
    {ok, Info} = reckon_gater_api:link_info(my_store, LinkName),
    Lag = maps:get(lag, Info),
    if Lag > 1000 ->
        logger:warning("Link ~p is ~p events behind", [LinkName, Lag]);
       true -> ok
    end.
4. Transforming Critical Data
%% BAD: Removing fields you might need later
transform => #{remove_fields => [<<"metadata">>]}

%% GOOD: Be conservative about data removal
transform => #{
    remove_fields => [<<"internal_debug">>, <<"temp_marker">>]
    %% Keep metadata, causation_id, correlation_id, etc.
}

When NOT to Use Stream Links
	Simple subscriptions - If you just need to react to events, use regular subscriptions
	One-time queries - For ad-hoc analysis, use temporal queries instead
	Complex transformations - If transformation logic is complex, build a proper projection
	Cross-store aggregation - Links work within a single store


Performance Considerations
	Links process events asynchronously (won't block writers)
	Backpressure-aware (won't overwhelm consumers)
	Can be paused/resumed for maintenance
	Monitor lag metric for real-time requirements
	Use specific patterns over wildcards when possible


Related Guides
	Subscriptions - Subscribe to derived streams
	Event Sourcing - Core concepts
	CQRS - Links as lightweight projections



  

    Memory Pressure

This guide explains how to monitor and respond to system memory pressure, enabling your application to adapt its behavior and prevent out-of-memory conditions.
Prerequisites
Before reading this guide, you should understand:
	Basic Erlang/OTP memory concepts (processes, ETS, binaries)
	Subscription patterns (Subscriptions Guide)
	Why backpressure matters in event-driven systems

The Problem: Unbounded Memory Growth
Event-driven systems can experience memory pressure from many sources:
	Slow consumers - Events queue up faster than they're processed
	Large projections - Read models grow beyond available memory
	Binary accumulation - Large event payloads aren't garbage collected
	Cache bloat - Unbounded caches grow indefinitely

Without monitoring, these issues lead to OOM crashes, taking down your entire node.
The Solution: Adaptive Behavior
Memory pressure monitoring enables:
	Early warning - Detect problems before they crash the system
	Graceful degradation - Reduce load when memory is scarce
	Automatic recovery - Resume normal operation when pressure eases

Memory Usage:
100% ┌─────────────────────────────────────────────────────────────┐
     │                                              ▓▓▓ CRITICAL  │
 85% │─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─│
     │                              ███████████████               │
 70% │─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─ ─│
     │        ░░░░░░░░░░░░░░░░░░░░░░              ELEVATED        │
     │░░░░░░░░                                                    │
  0% │                               NORMAL                       │
     └─────────────────────────────────────────────────────────────┘
      Time →

Where Does This Code Run?
	Operation	Location	Module
	Query pressure level	Your Application	reckon_gater_api
	Monitor memory	reckon-db Server	reckon_db_memory
	Emit telemetry	reckon-db Server	reckon_db_telemetry
	Adaptive behavior	Your Application	Your handlers


API Reference
Get Memory Level
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Check current memory pressure level
%%--------------------------------------------------------------------

{ok, Level} = reckon_gater_api:get_memory_level(my_store).
%% => {ok, normal}
%% => {ok, elevated}
%% => {ok, critical}
Get Detailed Memory Stats
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Get detailed memory breakdown
%%--------------------------------------------------------------------

{ok, Stats} = reckon_gater_api:get_memory_stats(my_store).
%% => #{
%%     level => normal,
%%     used => 4294967296,        %% 4 GB total used
%%     total => 17179869184,      %% 16 GB total available
%%     percentage => 25.0,        %% 25% used
%%     processes => 1073741824,   %% 1 GB in Erlang processes
%%     binary => 536870912,       %% 512 MB in binaries
%%     ets => 268435456,          %% 256 MB in ETS tables
%%     atom => 1048576            %% 1 MB in atoms
%% }

Pressure Levels
	Level	Threshold	Description	Recommended Action
	normal	< 70%	System operating normally	No action needed
	elevated	70-85%	Memory usage is high	Reduce batch sizes, evict caches
	critical	> 85%	Memory pressure severe	Pause subscriptions, aggressive cleanup


Configuration
Configure thresholds in sys.config:
%%--------------------------------------------------------------------
%% This configuration lives in: sys.config (deployment)
%% Purpose: Set memory pressure thresholds
%%--------------------------------------------------------------------

[{reckon_db, [
    {memory_pressure, [
        {elevated_threshold, 0.70},   %% 70% = elevated
        {critical_threshold, 0.85},   %% 85% = critical
        {check_interval, 10000}       %% Check every 10 seconds
    ]}
]}].

Use Cases
1. Adaptive Batch Sizes
Reduce processing load when memory is constrained:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Adjust batch sizes based on memory pressure
%%--------------------------------------------------------------------

-module(adaptive_processor).

get_batch_size(StoreId) ->
    {ok, Level} = reckon_gater_api:get_memory_level(StoreId),
    case Level of
        normal -> 1000;    %% Full speed
        elevated -> 500;   %% Half speed
        critical -> 100    %% Minimal processing
    end.

process_events(StoreId, StreamId) ->
    BatchSize = get_batch_size(StoreId),
    {ok, Events} = reckon_gater_api:stream_forward(StoreId, StreamId, 0, BatchSize),
    lists:foreach(fun process_event/1, Events).
2. Memory-Aware Caching
Evict caches when memory pressure rises:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Clear caches based on memory pressure
%%--------------------------------------------------------------------

-module(cache_manager).

handle_memory_pressure(normal) ->
    ok;  %% Keep caches

handle_memory_pressure(elevated) ->
    %% Evict 50% of cache
    cache:evict_percentage(50),
    logger:info("Evicted 50% of cache due to elevated memory pressure");

handle_memory_pressure(critical) ->
    %% Clear entire cache
    cache:clear(),
    logger:warning("Cleared cache due to critical memory pressure").
3. Gating Expensive Operations
Reject expensive operations when memory is scarce:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION
%% Purpose: Refuse expensive work during memory pressure
%%--------------------------------------------------------------------

-module(resource_guard).

maybe_run_expensive_operation(StoreId, Fun) ->
    {ok, Level} = reckon_gater_api:get_memory_level(StoreId),
    case Level of
        critical ->
            {error, memory_pressure};
        _ ->
            Fun()
    end.

%% Usage
handle_request(Req) ->
    case maybe_run_expensive_operation(my_store, fun() ->
        process_large_report(Req)
    end) of
        {error, memory_pressure} ->
            {503, <<"Service temporarily unavailable due to memory pressure">>};
        Result ->
            Result
    end.
4. Process Manager Deferral
Pause saga processing during pressure:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION (process manager)
%% Purpose: Defer event processing when memory is critical
%%--------------------------------------------------------------------

-module(order_saga).

handle_event(Event, State) ->
    {ok, Level} = reckon_gater_api:get_memory_level(State#state.store_id),
    case Level of
        critical ->
            %% Defer processing until memory recovers
            logger:info("Deferring event due to memory pressure"),
            {defer, Event, State};
        _ ->
            do_handle_event(Event, State)
    end.

Monitoring with Telemetry
Memory pressure changes emit telemetry events:
%%--------------------------------------------------------------------
%% This code runs in: YOUR APPLICATION (startup)
%% Purpose: Alert on memory pressure changes
%%--------------------------------------------------------------------

setup_memory_alerts() ->
    telemetry:attach(
        <<"memory-pressure-handler">>,
        [reckon_db, memory, pressure_changed],
        fun handle_pressure_change/4,
        #{}
    ).

handle_pressure_change(
    _Event,
    _Measurements,
    #{old_level := Old, new_level := New},
    _Config
) ->
    case New of
        critical ->
            send_alert("CRITICAL: Memory pressure is severe"),
            logger:error("Memory pressure: ~p -> ~p", [Old, New]);
        elevated ->
            logger:warning("Memory pressure: ~p -> ~p", [Old, New]);
        normal ->
            logger:info("Memory pressure returned to normal")
    end.

Common Pitfalls
1. Ignoring Memory Levels
%% BAD: Processing without checking memory
process_all_events(StoreId) ->
    {ok, Events} = reckon_gater_api:stream_forward(StoreId, Stream, 0, 10000),
    lists:foreach(fun process/1, Events).  %% May OOM!

%% GOOD: Respect memory pressure
process_all_events(StoreId) ->
    {ok, Level} = reckon_gater_api:get_memory_level(StoreId),
    case Level of
        critical -> {error, memory_pressure};
        _ ->
            BatchSize = get_batch_size(Level),
            {ok, Events} = reckon_gater_api:stream_forward(StoreId, Stream, 0, BatchSize),
            lists:foreach(fun process/1, Events)
    end.
2. Polling Too Frequently
%% BAD: Checking memory on every operation
process_event(Event) ->
    {ok, _} = reckon_gater_api:get_memory_level(Store),  %% Every event!
    do_process(Event).

%% GOOD: Check periodically or rely on telemetry
-record(state, {memory_level = normal}).

init() ->
    telemetry:attach(..., fun update_cached_level/4, ...),
    {ok, #state{}}.

process_event(Event, #state{memory_level = critical}) ->
    {defer, Event};
process_event(Event, State) ->
    do_process(Event),
    {ok, State}.
3. Not Recovering from Pressure
%% BAD: Entering degraded mode permanently
handle_pressure(critical, State) ->
    State#state{degraded = true}.  %% Never recovers!

%% GOOD: State based on current level
handle_event(Event, State) ->
    {ok, Level} = reckon_gater_api:get_memory_level(Store),
    case Level of
        critical -> {defer, Event, State};
        elevated -> process_slowly(Event, State);
        normal -> process_normally(Event, State)
    end.

When NOT to Query Memory Pressure
	On every event - Too expensive; use cached level or telemetry
	In tight loops - Check once at start of batch, not per-item
	For simple operations - Only matters for memory-intensive work


Best Practices
	Monitor pressure levels - Alert on elevated/critical via telemetry
	Implement adaptive behavior - Reduce load automatically when pressure rises
	Test under pressure - Verify system handles high memory gracefully
	Set appropriate thresholds - Tune based on your hardware and workload
	Use backpressure - Slow down producers instead of dropping work
	Cache the level - Don't query on every operation


Related Guides
	Subscriptions - Backpressure in subscriptions
	Stream Links - Links adapt to memory pressure
	Scavenging - Free memory by removing old events



  

    Telemetry

reckon-gater — the gateway API layer that fronts a ReckonDB cluster — is
instrumented with telemetry, the standard BEAM
instrumentation library. Every request, retry, worker-registry change, cluster
membership change, and channel broadcast emits a telemetry event. You attach
handlers to turn those events into logs, metrics, or traces.
Telemetry is in-process pub/sub: emitting an event with no attached handler
costs a single ETS lookup, so instrumentation is effectively free until you opt
in.
How it works
An event is a stable list of atoms, e.g. [reckon_gater, request, stop]. When
the operation happens, gater calls:
telemetry:execute(Event, Measurements, Metadata).
	Measurements — a map of numbers (durations, counts). Feed counters and
histograms.
	Metadata — a map of context (store_id, request_type, reason). Become
labels you filter and group by.

A handler is a 4-arity function attached to one or more events. It runs
synchronously in the emitting process, so keep it cheap — forward to a separate
process or a metrics exporter rather than doing heavy work inline.
Quick start
%% Attach the built-in logger handler:
ok = reckon_gater_telemetry:attach_default_handler().

%% Or a custom handler across all gater events:
reckon_gater_telemetry:attach(my_metrics, fun my_app:handle/4, #{}).
A minimal handler that records request latency:
handle([reckon_gater, request, stop], #{duration := Us}, #{request_type := T}, _Cfg) ->
    my_histogram:observe({gater_request, T}, Us),
    ok;
handle(_Event, _Measurements, _Metadata, _Cfg) ->
    ok.
Detach with reckon_gater_telemetry:detach(my_metrics).
The facade
reckon_gater_telemetry is the public entry point:
	Function	Purpose
	attach_default_handler/0	Attach the built-in logger handler.
	detach_default_handler/0	Remove it.
	attach/3	Attach a custom HandlerId, Fun, Config across gater events.
	detach/1	Remove a handler by id.
	emit/3	Emit an event (wrapper over telemetry:execute/3).
	all_events/0	The list of gater event names — handy for telemetry:attach_many.

Metrics exporters
For production, bridge to your metrics backend instead of (or alongside) the
logger:
	Prometheus — telemetry_metrics_prometheus.
	OpenTelemetry — opentelemetry + a
telemetry bridge, exported over OTLP.
	Custom — a handler that forwards to your collector.

Because event names are stable, exporter configuration is a straight mapping
from event → metric.
Event catalogue
Durations are in microseconds. The definitive list with inline
measurement/metadata docs lives in include/reckon_gater_telemetry.hrl.
Worker registry
Gater tracks store workers in a pg-backed registry.
	Event	Measurements	Metadata
	[reckon_gater, worker, registered]	system_time	store_id, node, pid
	[reckon_gater, worker, unregistered]	system_time	store_id, pid (adds reason => down on a monitored exit)
	[reckon_gater, worker, lookup]	duration	store_id

Request
The gater request path — one pair (or start+error) per API call.
	Event	Measurements	Metadata
	[reckon_gater, request, start]	system_time	store_id, request_type
	[reckon_gater, request, stop]	duration	store_id, request_type, result (success)
	[reckon_gater, request, error]	duration	store_id, request_type, reason

Retry
Gater retries transient errors with back-off.
	Event	Measurements	Metadata
	[reckon_gater, retry, attempt]	delay_ms, attempt (1-based, upcoming attempt)	store_id, reason
	[reckon_gater, retry, exhausted]	total_attempts	store_id, reason

Cluster
	Event	Measurements	Metadata
	[reckon_gater, cluster, node_up]	system_time	node, member_count
	[reckon_gater, cluster, node_down]	system_time	node, member_count

Channel
	Event	Measurements	Metadata
	[reckon_gater, channel, broadcast]	recipient_count	channel, topic

What to watch
	Request throughput / latency — count + duration histogram of
request.stop, grouped by request_type.
	Error rate — request.error rate, and retry.exhausted (operations that
gave up after retries).
	Retry pressure — retry.attempt volume signals a struggling backend.
	Fan-out — channel.broadcast recipient_count distribution.
	Cluster churn — cluster.node_up / node_down.



  

    
reckon_gater_api 
    



      
Main API for reckon-gater
Provides the primary interface for accessing reckon-db event stores through the gateway with automatic load balancing and retry.
This module mirrors the ExESDBGater.API pattern from the original Elixir implementation, providing specific functions for each operation rather than a generic call interface.
[bookmark: Stream_Operations]Stream Operations
{ok, Version} = reckon_gater_api:append_events(my_store, StreamId, Events). {ok, Events} = reckon_gater_api:get_events(my_store, StreamId, 0, 100, forward). {ok, Version} = reckon_gater_api:get_version(my_store, StreamId).
[bookmark: Subscription_Operations]Subscription Operations
{ok, Key} = reckon_gater_api:save_subscription( my_store, by_stream, Selector, Name, 0, self()). ok = reckon_gater_api:remove_subscription(my_store, by_stream, Selector, Name).
[bookmark: Snapshot_Operations]Snapshot Operations
ok = reckon_gater_api:record_snapshot(my_store, SourceId, StreamId, Version, Data). {ok, Snapshot} = reckon_gater_api:read_snapshot(my_store, SourceId, StreamId, Version).
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    Functions
  


    
      
        ack_event(StoreId, SubscriptionName, SubscriberPid, Event)

      


        Acknowledge receipt of an event by a subscriber.



    


    
      
        append_events(StoreId, StreamId, Events)

      


        Append events to a stream (auto-versioned)



    


    
      
        append_events(StoreId, StreamId, ExpectedVersion, Events)

      


        Append events to a stream with expected version



    


    
      
        append_if_no_tag_matches(StoreId, TagFilter, SeqCutoff, Events)

      


        Conditionally append events under the DCB pseudo-stream (Dynamic Consistency Boundary, reckon-db 3.1.0+).



    


    
      
        ccc_read_by_payload(StoreId, Key, Value, Limit)

      


        Read DCB events that have a specific payload field value.



    


    
      
        ccc_read_by_payload_hash(StoreId, Keys, Values, Limit)

      


        Read DCB events matching a composite payload field combination.



    


    
      
        check_raft_log_consistency(StoreId)

      


        Check Raft log consistency for a store



    


    
      
        create_link(StoreId, LinkSpec)

      


        Create a new link



    


    
      
        dcb_all_event_types(StoreId)

      


        Return all event types in the DCB log with event counts.



    


    
      
        dcb_all_tags(StoreId)

      


        Return all tags in the DCB log with event counts.



    


    
      
        dcb_read_log(StoreId, FromSeq, Limit)

      


        Read DCB events in ascending seq order.



    


    
      
        delete_link(StoreId, LinkName)

      


        Delete a link



    


    
      
        delete_snapshot(StoreId, SourceUuid, StreamUuid, Version)

      


        Delete a snapshot



    


    
      
        delete_stream(StoreId, StreamId)

      


        Delete a stream and all its events



    


    
      
        event_type_summary(StoreId)

      


        Census of event types in the store with counts.



    


    
      
        get_events(StoreId, StreamId, StartVersion, Count, Direction)

      


        Get events from a stream



    


    
      
        get_link(StoreId, LinkName)

      


        Get a link by name



    


    
      
        get_memory_level(StoreId)

      


        Get current memory pressure level



    


    
      
        get_memory_stats(StoreId)

      


        Get memory statistics



    


    
      
        get_payload_hash_indexes(StoreId)

      


        Return the payload field key-sets that are hash-indexed in a store.



    


    
      
        get_payload_indexes(StoreId)

      


        Return the payload field keys that are individually indexed in a store.



    


    
      
        get_resource_stats(StoreId)

      


        Get node-wide CPU + disk resource stats for the node hosting this store (see reckon_db_resource_monitor). Requires the store node on reckon_db >= 5.10.



    


    
      
        get_schema(StoreId, EventType)

      


        Get a schema by event type



    


    
      
        get_schema_version(StoreId, EventType)

      


        Get the version of a schema



    


    
      
        get_streams(StoreId)

      


        Get all streams in a store



    


    
      
        get_subscription(StoreId, SubscriptionName)

      


        Get a specific subscription by name



    


    
      
        get_subscriptions(StoreId)

      


        Get all subscriptions for a store



    


    
      
        get_version(StoreId, StreamId)

      


        Get the current version of a stream



    


    
      
        get_workers(StoreId)

      


        Get all registered workers for a store



    


    
      
        global_event_count(StoreId)

      


        The store's monotonic total event count — an O(1) read of the counter maintained on every append, for ingest-rate dashboards.



    


    
      
        has_events(StoreId)

      


        Check if a store contains at least one event.



    


    
      
        health()

      


        Get gateway health status



    


    
      
        integrity_status(StoreId)

      


        The store's public event-integrity status (enabled + algo + key id; never the key bytes). A store-owned property, so a catalogue gateway that does not host the store dispatches for it rather than reading local state.
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        Get detailed info about a link



    


    
      
        list_all_snapshots(StoreId)

      


        List all snapshots across all streams in a store.



    


    
      
        list_links(StoreId)

      


        List all links



    


    
      
        list_schemas(StoreId)

      


        List all schemas
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        List snapshots



    


    
      
        list_store_subscriptions(StoreId)

      


        List all subscriptions for a store with checkpoint positions.



    


    
      
        list_stores()

      


        List all managed stores in the cluster



    


    
      
        pick_worker(Workers, Node, Index)

      


        Pure worker-selection policy behind select_worker/1.



    


    
      
        quick_health_check(StoreId)

      


        Quick health check for a store



    


    
      
        read_all_global(StoreId, Offset, BatchSize)

      


        Read all events across all streams sorted by epoch_us (global ordering).



    


    
      
        read_by_event_types(StoreId, EventTypes, BatchSize)

      


        Read events by type using native Khepri filtering



    


    
      
        read_by_metadata(StoreId, Key, Value)

      


        Read events whose metadata key = value.



    


    
      
        read_by_tags(StoreId, Tags)

      


        Read events by tags (default: ANY match, batch_size 1000).



    


    
      
        read_by_tags(StoreId, Tags, Opts)

      


        Read events by tags with options.



    


    
      
        read_range(StoreId, StreamId, FromTimestamp, ToTimestamp)

      


        Read events in a time range



    


    
      
        read_range(StoreId, StreamId, FromTimestamp, ToTimestamp, Opts)

      


        Read events in a time range with options



    


    
      
        read_snapshot(StoreId, SourceUuid, StreamUuid, Version)

      


        Read a snapshot



    


    
      
        read_until(StoreId, StreamId, Timestamp)

      


        Read events up to a timestamp



    


    
      
        read_until(StoreId, StreamId, Timestamp, Opts)

      


        Read events up to a timestamp with options



    


    
      
        record_snapshot(StoreId, SourceUuid, StreamUuid, Version, SnapshotRecord)

      


        Record a snapshot



    


    
      
        register_schema(StoreId, EventType, Schema)

      


        Register a schema



    


    
      
        register_worker(StoreId)

      


        Register current process as a worker for a store



    


    
      
        register_worker(StoreId, Pid)

      


        Register a specific process as a worker for a store



    


    
      
        remove_subscription(StoreId, Type, Selector, SubscriptionName)

      


        Remove a subscription.



    


    
      
        save_subscription(StoreId, Type, Selector, SubscriptionName, StartFrom, Subscriber)

      


        Save (create) a subscription.



    


    
      
        scavenge(StoreId, StreamId, Opts)

      


        Scavenge a stream (delete old events)



    


    
      
        scavenge_dry_run(StoreId, StreamId, Opts)

      


        Dry-run scavenge (preview what would be deleted)



    


    
      
        scavenge_matching(StoreId, Pattern, Opts)

      


        Scavenge streams matching a pattern



    


    
      
        start_link(StoreId, LinkName)

      


        Start a link



    


    
      
        stop_link(StoreId, LinkName)

      


        Stop a link



    


    
      
        store_stats(StoreId)

      


        Aggregate statistics for a store.



    


    
      
        stream_backward(StoreId, StreamId, StartVersion, Count)

      


        Stream events backward from a version



    


    
      
        stream_forward(StoreId, StreamId, StartVersion, Count)

      


        Stream events forward from a version



    


    
      
        stream_info(StoreId, StreamId)

      


        Detailed info for a single stream (timestamps, snapshot coverage).



    


    
      
        subscription_lag(StoreId, SubscriptionName)

      


        Calculate lag for a specific subscription.



    


    
      
        unregister_schema(StoreId, EventType)

      


        Unregister a schema



    


    
      
        unregister_worker(StoreId)

      


        Unregister current process as a worker for a store



    


    
      
        unregister_worker(StoreId, Pid)

      


        Unregister a specific process as a worker for a store



    


    
      
        upcast_events(StoreId, Events)

      


        Upcast events to current schema version



    


    
      
        verify_cluster_consistency(StoreId)

      


        Verify cluster consistency for a store



    


    
      
        verify_membership_consensus(StoreId)

      


        Verify membership consensus for a store



    


    
      
        version_at(StoreId, StreamId, Timestamp)

      


        Get stream version at a specific timestamp
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          -type event() ::
          #event{event_id :: binary(),
                 event_type :: binary(),
                 stream_id :: binary(),
                 version :: non_neg_integer(),
                 data :: map() | binary(),
                 metadata :: map(),
                 tags :: [binary()] | undefined,
                 timestamp :: integer(),
                 epoch_us :: integer(),
                 data_content_type :: binary(),
                 metadata_content_type :: binary(),
                 prev_event_hash :: binary() | undefined,
                 mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined,
                 signature :: binary() | undefined}.


      



  



  
    
      
    
    
      seq_cutoff/0



        
          
        

    

  


  

      

          -type seq_cutoff() :: integer().


      



  



  
    
      
    
    
      tag_filter/0



        
          
        

    

  


  

      

          -type tag_filter() ::
          {any_of, [binary()]} |
          {all_of, [binary()]} |
          {event_type, binary()} |
          {payload_match, Key :: binary(), Value :: binary()} |
          {payload_hash_match, Keys :: [binary()], Values :: [binary()]} |
          {and_, [tag_filter()]} |
          {or_, [tag_filter()]}.


      



  



  
    
      
    
    
      worker_entry/0



        
          
        

    

  


  

      

          -type worker_entry() ::
          #worker_entry{store_id :: atom(), node :: node(), pid :: pid(), registered_at :: integer()}.
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      ack_event(StoreId, SubscriptionName, SubscriberPid, Event)



        
          
        

    

  


  

      

          -spec ack_event(atom(), binary(), pid(), map()) -> ok | {error, term()}.


      


Acknowledge receipt of an event by a subscriber.
Returns ok on success, {error, {subscription_not_found, _}} if the subscription has been removed (acking a dead subscription is a caller error; surface it). Non-retriable.

  



  
    
      
    
    
      append_events(StoreId, StreamId, Events)



        
          
        

    

  


  

      

          -spec append_events(atom(), binary(), list()) -> {ok, integer()} | {error, term()}.


      


Append events to a stream (auto-versioned)

  



  
    
      
    
    
      append_events(StoreId, StreamId, ExpectedVersion, Events)



        
          
        

    

  


  

      

          -spec append_events(atom(), binary(), integer() | any, list()) ->
                       {ok, integer()} | {error, term()} | {error, {wrong_expected_version, integer()}}.


      


Append events to a stream with expected version

  



  
    
      
    
    
      append_if_no_tag_matches(StoreId, TagFilter, SeqCutoff, Events)



        
          
        

    

  


  

      

          -spec append_if_no_tag_matches(StoreId :: atom(),
                               TagFilter :: tag_filter(),
                               SeqCutoff :: seq_cutoff(),
                               Events :: list()) ->
                                  {ok, LastSeq :: non_neg_integer()} |
                                  {error, {context_changed, non_neg_integer()}} |
                                  {error, no_events} |
                                  {error, integrity_not_supported_in_dcb_v1} |
                                  {error, term()}.


      


Conditionally append events under the DCB pseudo-stream (Dynamic Consistency Boundary, reckon-db 3.1.0+).
Unlike append_events/3,4, the precondition is NOT a stream-version check; it is a tag-filter context query. Returns {error, {context_changed, MaxSeq}} when any event matching TagFilter has seq greater than SeqCutoff. Nothing is written in the conflict case.
v1 backend (reckon-db 3.1.0) refuses on stores with integrity enabled; returns {error, integrity_not_supported_in_dcb_v1}.
See: PLAN_DCB_IMPLEMENTATION.md in reckon-db for the full design.

  



  
    
      
    
    
      ccc_read_by_payload(StoreId, Key, Value, Limit)



        
          
        

    

  


  

      

          -spec ccc_read_by_payload(atom(), binary(), binary(), pos_integer()) ->
                             {ok, [event()]} | {error, term()}.


      


Read DCB events that have a specific payload field value.
Requires the store to declare {payload, Key} in its index config. Returns {ok, Events} with at most Limit events in ascending seq order.

  



  
    
      
    
    
      ccc_read_by_payload_hash(StoreId, Keys, Values, Limit)



        
          
        

    

  


  

      

          -spec ccc_read_by_payload_hash(atom(), [binary()], [binary()], pos_integer()) ->
                                  {ok, [event()]} | {error, term()}.


      


Read DCB events matching a composite payload field combination.
Requires {payload_hash, Keys} declared in the store's index config. All Keys must match their corresponding Values; field order is ignored. Returns {ok, Events} with at most Limit events in ascending seq order.

  



  
    
      
    
    
      check_raft_log_consistency(StoreId)



        
          
        

    

  


  

      

          -spec check_raft_log_consistency(atom()) -> {ok, map()} | {error, term()}.


      


Check Raft log consistency for a store

  



  
    
      
    
    
      create_link(StoreId, LinkSpec)



        
          
        

    

  


  

      

          -spec create_link(atom(), map()) -> ok.


      


Create a new link

  



  
    
      
    
    
      dcb_all_event_types(StoreId)



        
          
        

    

  


  

      

          -spec dcb_all_event_types(atom()) -> {ok, [{binary(), non_neg_integer()}]} | {error, term()}.


      


Return all event types in the DCB log with event counts.
Returns {ok, [{EventType, Count}]} sorted descending by Count.

  



  
    
      
    
    
      dcb_all_tags(StoreId)



        
          
        

    

  


  

      

          -spec dcb_all_tags(atom()) -> {ok, [{binary(), non_neg_integer()}]} | {error, term()}.


      


Return all tags in the DCB log with event counts.
Returns {ok, [{Tag, Count}]} sorted descending by Count.

  



  
    
      
    
    
      dcb_read_log(StoreId, FromSeq, Limit)



        
          
        

    

  


  

      

          -spec dcb_read_log(atom(), non_neg_integer(), pos_integer()) -> {ok, map()} | {error, term()}.


      


Read DCB events in ascending seq order.
Returns {ok, #{events => Events, total_count => N}} on success. FromSeq is inclusive (0 = beginning). Limit is capped to 200 on the gateway side for admin UI use.

  



  
    
      
    
    
      delete_link(StoreId, LinkName)



        
          
        

    

  


  

      

          -spec delete_link(atom(), binary()) -> ok.


      


Delete a link

  



  
    
      
    
    
      delete_snapshot(StoreId, SourceUuid, StreamUuid, Version)



        
          
        

    

  


  

      

          -spec delete_snapshot(atom(), binary(), binary(), non_neg_integer()) -> ok.


      


Delete a snapshot

  



  
    
      
    
    
      delete_stream(StoreId, StreamId)



        
          
        

    

  


  

      

          -spec delete_stream(atom(), binary()) -> ok | {error, term()}.


      


Delete a stream and all its events

  



  
    
      
    
    
      event_type_summary(StoreId)



        
          
        

    

  


  

      

          -spec event_type_summary(atom()) -> {ok, [map()]} | {error, term()}.


      


Census of event types in the store with counts.

  



  
    
      
    
    
      get_events(StoreId, StreamId, StartVersion, Count, Direction)



        
          
        

    

  


  

      

          -spec get_events(atom(), binary(), integer(), integer(), forward | backward) ->
                    {ok, list()} | {error, term()}.


      


Get events from a stream

  



  
    
      
    
    
      get_link(StoreId, LinkName)



        
          
        

    

  


  

      

          -spec get_link(atom(), binary()) -> {ok, map()} | {error, term()}.


      


Get a link by name

  



  
    
      
    
    
      get_memory_level(StoreId)



        
          
        

    

  


  

      

          -spec get_memory_level(atom()) -> {ok, atom()} | {error, term()}.


      


Get current memory pressure level

  



  
    
      
    
    
      get_memory_stats(StoreId)



        
          
        

    

  


  

      

          -spec get_memory_stats(atom()) -> {ok, map()} | {error, term()}.


      


Get memory statistics

  



  
    
      
    
    
      get_payload_hash_indexes(StoreId)



        
          
        

    

  


  

      

          -spec get_payload_hash_indexes(atom()) -> {ok, [[binary()]]} | {error, term()}.


      


Return the payload field key-sets that are hash-indexed in a store.
Each element is a list of keys declared as {payload_hash, Keys} in the store's index config. Use these to know which ccc_read_by_payload_hash/4 combinations will be O(matches) rather than a full-store scan.

  



  
    
      
    
    
      get_payload_indexes(StoreId)



        
          
        

    

  


  

      

          -spec get_payload_indexes(atom()) -> {ok, [binary()]} | {error, term()}.


      


Return the payload field keys that are individually indexed in a store.
Each returned binary is a key that was declared as {payload, Key} in the store's index config. Use these to know which ccc_read_by_payload/4 calls will be O(matches) rather than a full-store scan.

  



  
    
      
    
    
      get_resource_stats(StoreId)



        
          
        

    

  


  

      

          -spec get_resource_stats(atom()) -> {ok, map()} | {error, term()}.


      


Get node-wide CPU + disk resource stats for the node hosting this store (see reckon_db_resource_monitor). Requires the store node on reckon_db >= 5.10.

  



  
    
      
    
    
      get_schema(StoreId, EventType)



        
          
        

    

  


  

      

          -spec get_schema(atom(), binary()) -> {ok, map()} | {error, term()}.


      


Get a schema by event type

  



  
    
      
    
    
      get_schema_version(StoreId, EventType)



        
          
        

    

  


  

      

          -spec get_schema_version(atom(), binary()) -> {ok, integer()} | {error, term()}.


      


Get the version of a schema

  



  
    
      
    
    
      get_streams(StoreId)



        
          
        

    

  


  

      

          -spec get_streams(atom()) -> {ok, list()} | {error, term()}.


      


Get all streams in a store

  



  
    
      
    
    
      get_subscription(StoreId, SubscriptionName)



        
          
        

    

  


  

      

          -spec get_subscription(atom(), binary()) -> {ok, map()} | {error, term()}.


      


Get a specific subscription by name
Returns the subscription details including the checkpoint.

  



  
    
      
    
    
      get_subscriptions(StoreId)



        
          
        

    

  


  

      

          -spec get_subscriptions(atom()) -> {ok, list()} | {error, term()}.


      


Get all subscriptions for a store

  



  
    
      
    
    
      get_version(StoreId, StreamId)



        
          
        

    

  


  

      

          -spec get_version(atom(), binary()) -> {ok, integer()} | {error, term()}.


      


Get the current version of a stream

  



  
    
      
    
    
      get_workers(StoreId)



        
          
        

    

  


  

      

          -spec get_workers(atom()) -> {ok, [worker_entry()]} | {error, term()}.


      


Get all registered workers for a store

  



  
    
      
    
    
      global_event_count(StoreId)



        
          
        

    

  


  

      

          -spec global_event_count(atom()) -> {ok, non_neg_integer()} | {error, term()}.


      


The store's monotonic total event count — an O(1) read of the counter maintained on every append, for ingest-rate dashboards.

  



  
    
      
    
    
      has_events(StoreId)



        
          
        

    

  


  

      

          -spec has_events(atom()) -> boolean().


      


Check if a store contains at least one event.

  



  
    
      
    
    
      health()



        
          
        

    

  


  

      

          -spec health() -> {ok, map()}.


      


Get gateway health status

  



  
    
      
    
    
      integrity_status(StoreId)



        
          
        

    

  


  

      

          -spec integrity_status(atom()) -> {ok, map()} | {error, term()}.


      


The store's public event-integrity status (enabled + algo + key id; never the key bytes). A store-owned property, so a catalogue gateway that does not host the store dispatches for it rather than reading local state.

  



  
    
      
    
    
      link_info(StoreId, LinkName)



        
          
        

    

  


  

      

          -spec link_info(atom(), binary()) -> {ok, map()} | {error, term()}.


      


Get detailed info about a link

  



  
    
      
    
    
      list_all_snapshots(StoreId)



        
          
        

    

  


  

      

          -spec list_all_snapshots(atom()) -> {ok, [map()]} | {error, term()}.


      


List all snapshots across all streams in a store.

  



  
    
      
    
    
      list_links(StoreId)



        
          
        

    

  


  

      

          -spec list_links(atom()) -> {ok, list()} | {error, term()}.


      


List all links

  



  
    
      
    
    
      list_schemas(StoreId)



        
          
        

    

  


  

      

          -spec list_schemas(atom()) -> {ok, list()} | {error, term()}.


      


List all schemas

  



  
    
      
    
    
      list_snapshots(StoreId, SourceUuid, StreamUuid)



        
          
        

    

  


  

      

          -spec list_snapshots(atom(), binary() | any, binary() | any) -> {ok, [map()]} | {error, term()}.


      


List snapshots

  



  
    
      
    
    
      list_store_subscriptions(StoreId)



        
          
        

    

  


  

      

          -spec list_store_subscriptions(atom()) -> {ok, [map()]} | {error, term()}.


      


List all subscriptions for a store with checkpoint positions.

  



  
    
      
    
    
      list_stores()



        
          
        

    

  


  

      

          -spec list_stores() -> {ok, list()} | {error, term()}.


      


List all managed stores in the cluster

  



  
    
      
    
    
      pick_worker(Workers, Node, Index)



        
          
        

    

  


  

      

          -spec pick_worker([worker_entry()], node(), non_neg_integer()) ->
                     {ok, worker_entry(), non_neg_integer()} | {error, no_workers}.


      


Pure worker-selection policy behind select_worker/1.
Prefers workers on the caller's own node when any exist; falls back to cluster-wide round-robin only when no local worker is present. Extracted so the policy can be exercised without a running pg scope.
[bookmark: Why_local-first]Why local-first
The worker registry is pg-based, so a call to get_workers/1 returns PIDs from every BEAM-connected node. That's the right pool for stores that form a shared Raft cluster — any worker writes into the same Khepri state machine and reads are cluster-wide.
For stores that stay local per node (autojoin=false), a write routed to a remote worker persists in THAT node's private store and is invisible to the caller's local store. Preferring the caller's own node keeps each daemon's writes on its own disk. Falling back to the remote pool preserves the cluster-wide behaviour when the local worker isn't registered yet (boot race) or when the store is genuinely clustered and the caller has no local presence.

  



  
    
      
    
    
      quick_health_check(StoreId)



        
          
        

    

  


  

      

          -spec quick_health_check(atom()) -> {ok, map()} | {error, term()}.


      


Quick health check for a store

  



  
    
      
    
    
      read_all_global(StoreId, Offset, BatchSize)



        
          
        

    

  


  

      

          -spec read_all_global(atom(), non_neg_integer(), pos_integer()) -> {ok, list()} | {error, term()}.


      


Read all events across all streams sorted by epoch_us (global ordering).
This is used for catch-up subscriptions where a consumer needs to replay all historical events from a given offset.
Offset is the number of events to skip (not a version number). BatchSize controls how many events to return per call.

  



  
    
      
    
    
      read_by_event_types(StoreId, EventTypes, BatchSize)



        
          
        

    

  


  

      

          -spec read_by_event_types(atom(), [binary()], pos_integer()) -> {ok, list()} | {error, term()}.


      


Read events by type using native Khepri filtering
This uses the server-side read_by_event_types which performs efficient filtering at the database level rather than loading all events.

  



  
    
      
    
    
      read_by_metadata(StoreId, Key, Value)



        
          
        

    

  


  

      

          -spec read_by_metadata(atom(), binary(), binary()) -> {ok, list()} | {error, term()}.


      


Read events whose metadata key = value.
The sanctioned primitive for cross-cutting lookups by a metadata field (e.g. an application's causation_id / correlation_id read model). When the store declared the {meta, Key} secondary index this is an O(matches) indexed read; otherwise the server falls back to a whole-store scan. The store does NOT interpret what the key means — lineage traversal/graphs are the application's job.

  



  
    
      
    
    
      read_by_tags(StoreId, Tags)



        
          
        

    

  


  

      

          -spec read_by_tags(atom(), [binary()]) -> {ok, list()} | {error, term()}.


      


Read events by tags (default: ANY match, batch_size 1000).
Queries events across all streams that have matching tags. By default, returns events matching ANY of the provided tags (union).

  



  
    
      
    
    
      read_by_tags(StoreId, Tags, Opts)



        
          
        

    

  


  

      

          -spec read_by_tags(atom(), [binary()], map()) -> {ok, list()} | {error, term()}.


      


Read events by tags with options.
Queries events across all streams that have matching tags. Tags are typically used for cross-stream querying in the process-centric model.
Options: - match: any (default) returns events matching ANY tag (union), all returns events matching ALL tags (intersection) - batch_size: Maximum events to return (default 1000)

  



  
    
      
    
    
      read_range(StoreId, StreamId, FromTimestamp, ToTimestamp)



        
          
        

    

  


  

      

          -spec read_range(atom(), binary(), integer(), integer()) -> {ok, list()} | {error, term()}.


      


Read events in a time range

  



  
    
      
    
    
      read_range(StoreId, StreamId, FromTimestamp, ToTimestamp, Opts)



        
          
        

    

  


  

      

          -spec read_range(atom(), binary(), integer(), integer(), map()) -> {ok, list()} | {error, term()}.


      


Read events in a time range with options

  



  
    
      
    
    
      read_snapshot(StoreId, SourceUuid, StreamUuid, Version)



        
          
        

    

  


  

      

          -spec read_snapshot(atom(), binary(), binary(), non_neg_integer()) -> {ok, map()} | {error, term()}.


      


Read a snapshot

  



  
    
      
    
    
      read_until(StoreId, StreamId, Timestamp)



        
          
        

    

  


  

      

          -spec read_until(atom(), binary(), integer()) -> {ok, list()} | {error, term()}.


      


Read events up to a timestamp

  



  
    
      
    
    
      read_until(StoreId, StreamId, Timestamp, Opts)



        
          
        

    

  


  

      

          -spec read_until(atom(), binary(), integer(), map()) -> {ok, list()} | {error, term()}.


      


Read events up to a timestamp with options

  



  
    
      
    
    
      record_snapshot(StoreId, SourceUuid, StreamUuid, Version, SnapshotRecord)



        
          
        

    

  


  

      

          -spec record_snapshot(atom(), binary(), binary(), non_neg_integer(), map()) -> ok.


      


Record a snapshot

  



  
    
      
    
    
      register_schema(StoreId, EventType, Schema)



        
          
        

    

  


  

      

          -spec register_schema(atom(), binary(), map()) -> ok.


      


Register a schema

  



  
    
      
    
    
      register_worker(StoreId)



        
          
        

    

  


  

      

          -spec register_worker(atom()) -> ok | {error, term()}.


      


Register current process as a worker for a store

  



  
    
      
    
    
      register_worker(StoreId, Pid)



        
          
        

    

  


  

      

          -spec register_worker(atom(), pid()) -> ok | {error, term()}.


      


Register a specific process as a worker for a store

  



  
    
      
    
    
      remove_subscription(StoreId, Type, Selector, SubscriptionName)



        
          
        

    

  


  

      

          -spec remove_subscription(atom(), atom(), binary() | map(), binary()) -> ok | {error, term()}.


      


Remove a subscription.
Returns ok on success (including the idempotent case where the subscription was already gone), {error, Reason} on transport failure. Removing a non-existent subscription is NOT an error; removal is the desired terminal state regardless of starting state.

  



  
    
      
    
    
      save_subscription(StoreId, Type, Selector, SubscriptionName, StartFrom, Subscriber)



        
          
        

    

  


  

      

          -spec save_subscription(atom(),
                        atom(),
                        binary() | map(),
                        binary(),
                        non_neg_integer(),
                        pid() | undefined) ->
                           {ok, binary()} | {error, term()}.


      


Save (create) a subscription.
Synchronous as of reckon-gater 2.1.2 — the previous route_cast fire-and-forget swallowed errors like {invalid_filter, _}, so a client subscribe call would see gRPC ok while no events ever flowed. Now returns the worker's real result; consumers (gateway handlers, application code) can translate to a proper user-visible error.
Returns {ok, Key} on success (Key is the subscription's internal id), {error, Reason} on validation / filter failure (non-retriable; see reckon_gater_retry).

  



  
    
      
    
    
      scavenge(StoreId, StreamId, Opts)



        
          
        

    

  


  

      

          -spec scavenge(atom(), binary(), map()) -> {ok, map()} | {error, term()}.


      


Scavenge a stream (delete old events)

  



  
    
      
    
    
      scavenge_dry_run(StoreId, StreamId, Opts)



        
          
        

    

  


  

      

          -spec scavenge_dry_run(atom(), binary(), map()) -> {ok, map()} | {error, term()}.


      


Dry-run scavenge (preview what would be deleted)

  



  
    
      
    
    
      scavenge_matching(StoreId, Pattern, Opts)



        
          
        

    

  


  

      

          -spec scavenge_matching(atom(), binary(), map()) -> {ok, list()} | {error, term()}.


      


Scavenge streams matching a pattern

  



  
    
      
    
    
      start_link(StoreId, LinkName)



        
          
        

    

  


  

      

          -spec start_link(atom(), binary()) -> ok.


      


Start a link

  



  
    
      
    
    
      stop_link(StoreId, LinkName)



        
          
        

    

  


  

      

          -spec stop_link(atom(), binary()) -> ok.


      


Stop a link

  



  
    
      
    
    
      store_stats(StoreId)



        
          
        

    

  


  

      

          -spec store_stats(atom()) -> {ok, map()} | {error, term()}.


      


Aggregate statistics for a store.

  



  
    
      
    
    
      stream_backward(StoreId, StreamId, StartVersion, Count)



        
          
        

    

  


  

      

          -spec stream_backward(atom(), binary(), integer(), non_neg_integer()) -> {ok, list()} | {error, term()}.


      


Stream events backward from a version

  



  
    
      
    
    
      stream_forward(StoreId, StreamId, StartVersion, Count)



        
          
        

    

  


  

      

          -spec stream_forward(atom(), binary(), integer(), integer()) -> {ok, list()} | {error, term()}.


      


Stream events forward from a version

  



  
    
      
    
    
      stream_info(StoreId, StreamId)



        
          
        

    

  


  

      

          -spec stream_info(atom(), binary()) -> {ok, map()} | {error, term()}.


      


Detailed info for a single stream (timestamps, snapshot coverage).

  



  
    
      
    
    
      subscription_lag(StoreId, SubscriptionName)



        
          
        

    

  


  

      

          -spec subscription_lag(atom(), binary()) -> {ok, map()} | {error, term()}.


      


Calculate lag for a specific subscription.

  



  
    
      
    
    
      unregister_schema(StoreId, EventType)



        
          
        

    

  


  

      

          -spec unregister_schema(atom(), binary()) -> ok.


      


Unregister a schema

  



  
    
      
    
    
      unregister_worker(StoreId)



        
          
        

    

  


  

      

          -spec unregister_worker(atom()) -> ok | {error, term()}.


      


Unregister current process as a worker for a store

  



  
    
      
    
    
      unregister_worker(StoreId, Pid)



        
          
        

    

  


  

      

          -spec unregister_worker(atom(), pid()) -> ok | {error, term()}.


      


Unregister a specific process as a worker for a store

  



  
    
      
    
    
      upcast_events(StoreId, Events)



        
          
        

    

  


  

      

          -spec upcast_events(atom(), list()) -> {ok, list()} | {error, term()}.


      


Upcast events to current schema version

  



  
    
      
    
    
      verify_cluster_consistency(StoreId)



        
          
        

    

  


  

      

          -spec verify_cluster_consistency(atom()) -> {ok, map()} | {error, term()}.


      


Verify cluster consistency for a store

  



  
    
      
    
    
      verify_membership_consensus(StoreId)



        
          
        

    

  


  

      

          -spec verify_membership_consensus(atom()) -> {ok, map()} | {error, term()}.


      


Verify membership consensus for a store

  



  
    
      
    
    
      version_at(StoreId, StreamId, Timestamp)



        
          
        

    

  


  

      

          -spec version_at(atom(), binary(), integer()) -> {ok, integer()} | {error, term()}.


      


Get stream version at a specific timestamp

  


        

      


  

    
reckon_gater_app 
    



      
Application module for reckon-gater
The gateway provides distributed worker registration and load balancing for reckon-db event stores.

      


      
        Summary


  
    Functions
  


    
      
        start(StartType, StartArgs)

      


    


    
      
        stop(State)

      


    





      


      
        Functions


        


  
    
      
    
    
      start(StartType, StartArgs)



        
          
        

    

  


  


  



  
    
      
    
    
      stop(State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_canonical 
    



      
Canonical encoding for tamper-resistance integrity computations.
Provides deterministic byte representation of Erlang terms so that the same event record always produces identical bytes -- required for reproducible HMAC computation and chain hashing across cluster nodes and across recompiles.
[bookmark: Why_this_exists]Why this exists
term_to_binary/1 is NOT canonical: map iteration order, atom encoding choices, and ETF minor-version selection can all vary across OTP releases and runtime conditions. Two BEAM nodes computing an HMAC over the "same" event with the default term_to_binary/1 could produce different bytes and disagree on the MAC.
term_to_binary/2 with the deterministic flag (added in OTP 26) sorts map keys lexicographically before encoding, fixes atom encoding, and is documented as stable across nodes. That is what this module relies on.
[bookmark: Algorithm_identifier]Algorithm identifier
This module implements the wire format identified to external verifiers as "sha256-deterministic-etf-v1":
	hash function: SHA-256
	canonical encoding: term_to_binary/2 with [deterministic, {minor_version, 2}]
	format version: v1

External consumers reading the chain hash through reckon-gateway can reproduce the canonical bytes if they hold a compatible ETF decoder/encoder -- for cross-language verification (Go / Python / Rust clients) a CBOR-canonical alternate encoding is a future addition (out of scope for 2.1.0).
[bookmark: Domain-separation_tags]Domain-separation tags
The encoder prefixes the canonical bytes with a short domain tag that distinguishes between:
	<<"evt|">> -- event MAC input
	<<"snap|">> -- snapshot MAC input
	<<"chain|">> -- chain hash input

Domain separation prevents cross-protocol substitution attacks: an attacker who recovers a snapshot MAC cannot replay it as an event MAC, because the inputs hashed under each were tagged differently.

      


      
        Summary


  
    Functions
  


    
      
        encode(Term)

      


        Canonically encode an Erlang term to a deterministic binary.



    


    
      
        encode_for_chain(EventMinusIntegrity, PrevEventHash)

      


        Canonical bytes to feed into the chain hash computation.



    


    
      
        encode_for_mac(_, EventMinusMac)

      


        Canonical bytes to feed into an HMAC computation, domain-tagged.



    





      


      
        Functions


        


  
    
      
    
    
      encode(Term)



        
          
        

    

  


  

      

          -spec encode(term()) -> binary().


      


Canonically encode an Erlang term to a deterministic binary.
Uses term_to_binary/2 with the deterministic flag (OTP 26+), which sorts map keys before encoding and otherwise stabilises atom and small-integer encoding choices. Same input term always produces byte-identical output, regardless of node, OTP minor version, or process state.
This is the foundation primitive -- both encode_for_mac/2 and encode_for_chain/2 build on top of it by adding domain-separation tags.

  



  
    
      
    
    
      encode_for_chain(EventMinusIntegrity, PrevEventHash)



        
          
        

    

  


  

      

          -spec encode_for_chain(term(), binary()) -> iolist().


      


Canonical bytes to feed into the chain hash computation.
The chain input is:
"chain|" ++ canonical_encode(event_minus_integrity_fields) ++ prev_event_hash
For event version 0 (start of stream), PrevEventHash is the all-zero 32-byte binary -- a stable "genesis" value rather than special-casing on 'undefined'. This means the chain-hash function is a pure function of (event, prev_hash) with no nil/undefined branches in the cryptographic path.
Returns an iolist suitable for crypto:hash(sha256, _).

  



  
    
      
    
    
      encode_for_mac(_, EventMinusMac)



        
          
        

    

  


  

      

          -spec encode_for_mac(event | snapshot, term()) -> iolist().


      


Canonical bytes to feed into an HMAC computation, domain-tagged.
Returns an iolist (cheaper than concatenating to a binary) suitable for direct passing to crypto:mac(hmac, sha256, Key, _).
The Domain parameter is 'event' or 'snapshot' -- extending this list requires a new domain tag constant above.

  


        

      


  

    
reckon_gater_capability 
    



      
Capability token creation, signing, and delegation
Provides functions for creating UCAN-inspired capability tokens that grant specific permissions to specific audiences. Tokens can be delegated with attenuation (reduced permissions).
[bookmark: Token_Lifecycle]Token Lifecycle
1. Create: Build a capability with issuer, audience, and grants 2. Sign: Sign with issuer's private key 3. Encode: Serialize to JWT or Erlang binary format 4. Transmit: Send with request to server 5. (Server) Verify: Check signature, expiry, revocation, permissions
[bookmark: Delegation]Delegation
Tokens can be delegated to create child tokens with reduced permissions. The child token includes a proof reference to the parent token. Permissions can only be attenuated (reduced), never expanded.
[bookmark: Example]Example
Create and sign a capability:
Issuer = reckon_gater_identity:generate(), Audience = reckon_gater_identity:generate(), Grants = [reckon_gater_capability:grant(Resource, Action)], Cap = reckon_gater_capability:create(Issuer, Audience, Grants, #{ttl => 900}), SignedCap = reckon_gater_capability:sign(Cap, reckon_gater_identity:private_key(Issuer)), Token = reckon_gater_capability:encode(SignedCap, jwt).

      


      
        Summary


  
    Types
  


    
      
        capability/0

      


    


    
      
        capability_grant/0

      


    


    
      
        identity/0

      


    





  
    Functions
  


    
      
        attenuate(ChildGrants, ParentGrants)

      


        Check if grants are attenuated (subset of parent)



    


    
      
        audience(Capability)

      


        Get the audience DID



    


    
      
        authorize(Token, Resource, Action)

      


        Verify a token AND check it grants Action on Resource.



    


    
      
        create(Issuer, Audience, Grants)

      


        Create a capability token with default TTL



    


    
      
        create(Issuer, Audience, Grants, Opts)

      


        Create a capability token with options



    


    
      
        decode(Bin)

      


        Decode a capability from either format (auto-detected)



    


    
      
        delegate(ParentCap, NewAudience, AttenuatedGrants)

      


        Delegate a capability to a new audience with attenuated grants



    


    
      
        delegate(Capability, NewAudience, AttenuatedGrants, Opts)

      


        Delegate with options



    


    
      
        encode(Cap)

      


        Encode capability to default format (Erlang binary)



    


    
      
        encode(Capability, Format)

      


        Encode capability to specified format



    


    
      
        expires_at(Capability)

      


        Get the expiration timestamp



    


    
      
        grant(Resource, Action)

      


        Create a capability grant



    


    
      
        grants(Capability)

      


        Get the capability grants



    


    
      
        is_expired(Capability)

      


        Check if the capability is expired



    


    
      
        issuer(Capability)

      


        Get the issuer DID



    


    
      
        proof_chain(Capability)

      


        Get the proof chain (parent token CIDs)



    


    
      
        sign(Capability, PrivateKey)

      


        Sign a capability token with the issuer's private key



    


    
      
        verify(Token)

      


        Verify an encoded capability token.



    


    
      
        verify(Token, Opts)

      


        Verify with options. Supported: now => Secs (test clock).



    





      


      
        Types


        


  
    
      
    
    
      capability/0



        
          
        

    

  


  

      

          -type capability() ::
          #capability{alg :: binary(),
                      typ :: binary(),
                      iss :: binary(),
                      aud :: binary(),
                      nbf :: integer() | undefined,
                      exp :: integer(),
                      iat :: integer(),
                      nnc :: binary(),
                      att :: [capability_grant()],
                      fct :: map(),
                      prf :: [binary()],
                      sig :: binary() | undefined}.


      



  



  
    
      
    
    
      capability_grant/0



        
          
        

    

  


  

      

          -type capability_grant() :: #{with := binary(), can := binary()}.


      



  



  
    
      
    
    
      identity/0



        
          
        

    

  


  

      

          -type identity() ::
          #identity{did :: binary(), public_key :: binary(), private_key :: binary() | undefined}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attenuate(ChildGrants, ParentGrants)



        
          
        

    

  


  

      

          -spec attenuate([capability_grant()], [capability_grant()]) ->
                   {ok, [capability_grant()]} | {error, term()}.


      


Check if grants are attenuated (subset of parent)

  



  
    
      
    
    
      audience(Capability)



        
          
        

    

  


  

      

          -spec audience(capability()) -> binary().


      


Get the audience DID

  



  
    
      
    
    
      authorize(Token, Resource, Action)



        
          
        

    

  


  

      

          -spec authorize(binary(), binary(), binary()) -> {ok, capability()} | {error, term()}.


      


Verify a token AND check it grants Action on Resource.

  



  
    
      
    
    
      create(Issuer, Audience, Grants)



        
          
        

    

  


  

      

          -spec create(identity(), identity() | binary(), [capability_grant()]) -> capability().


      


Create a capability token with default TTL

  



  
    
      
    
    
      create(Issuer, Audience, Grants, Opts)



        
          
        

    

  


  

      

          -spec create(identity(), identity() | binary(), [capability_grant()], map()) -> capability().


      


Create a capability token with options
Options: - ttl: Time to live in seconds (default: 900 = 15 minutes) - nbf: Not before timestamp (default: now) - facts: Additional claims map (default: #{})

  



  
    
      
    
    
      decode(Bin)



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, capability()} | {error, term()}.


      


Decode a capability from either format (auto-detected)
SECURITY: decoding performs NO verification. The returned record is untrusted attacker-supplied data until it has passed verify/1 (or reckon_db_capability_verifier:authorize/3). Never make an authorization decision from a merely-decoded capability.

  



  
    
      
    
    
      delegate(ParentCap, NewAudience, AttenuatedGrants)



        
          
        

    

  


  

      

          -spec delegate(capability(), identity() | binary(), [capability_grant()]) -> capability().


      


Delegate a capability to a new audience with attenuated grants
The new capability will include a proof reference to the parent capability. The grants must be a subset of (or equal to) the parent's grants.

  



  
    
      
    
    
      delegate(Capability, NewAudience, AttenuatedGrants, Opts)



        
          
        

    

  


  

      

          -spec delegate(capability(), identity() | binary(), [capability_grant()], map()) -> capability().


      


Delegate with options

  



  
    
      
    
    
      encode(Cap)



        
          
        

    

  


  

      

          -spec encode(capability()) -> binary().


      


Encode capability to default format (Erlang binary)

  



  
    
      
    
    
      encode(Capability, Format)



        
          
        

    

  


  

      

          -spec encode(capability(), binary | jwt) -> binary().


      


Encode capability to specified format
Formats: - binary: Erlang term_to_binary (compact, fast, BEAM-only) - jwt: JSON Web Token format (interoperable)

  



  
    
      
    
    
      expires_at(Capability)



        
          
        

    

  


  

      

          -spec expires_at(capability()) -> integer().


      


Get the expiration timestamp

  



  
    
      
    
    
      grant(Resource, Action)



        
          
        

    

  


  

      

          -spec grant(binary(), binary()) -> capability_grant().


      


Create a capability grant

  



  
    
      
    
    
      grants(Capability)



        
          
        

    

  


  

      

          -spec grants(capability()) -> [capability_grant()].


      


Get the capability grants

  



  
    
      
    
    
      is_expired(Capability)



        
          
        

    

  


  

      

          -spec is_expired(capability()) -> boolean().


      


Check if the capability is expired

  



  
    
      
    
    
      issuer(Capability)



        
          
        

    

  


  

      

          -spec issuer(capability()) -> binary().


      


Get the issuer DID

  



  
    
      
    
    
      proof_chain(Capability)



        
          
        

    

  


  

      

          -spec proof_chain(capability()) -> [binary()].


      


Get the proof chain (parent token CIDs)

  



  
    
      
    
    
      sign(Capability, PrivateKey)



        
          
        

    

  


  

      

          -spec sign(capability(), binary()) -> capability().


      


Sign a capability token with the issuer's private key

  



  
    
      
    
    
      verify(Token)



        
          
        

    

  


  

      

          -spec verify(binary()) -> {ok, capability()} | {error, term()}.


      


Verify an encoded capability token.
Checks, in order: the algorithm is pinned to EdDSA / typ UCAN (the header is attacker-controlled — honoring its alg invites algorithm-confusion), expiry, not-before, and the Ed25519 signature against the public key derived from the ISSUER's did:key. Returns the verified capability or the first failure.
Revocation and proof-chain validation are NOT performed here; the full verifier (reckon_db_capability_verifier in reckon-db) layers those on top. This standalone verifier exists so a gater without reckon-db loaded still fails closed on bad tokens instead of skipping verification.

  



  
    
      
    
    
      verify(Token, Opts)



        
          
        

    

  


  

      

          -spec verify(binary(), map()) -> {ok, capability()} | {error, term()}.


      


Verify with options. Supported: now => Secs (test clock).

  


        

      


  

    
reckon_gater_channel behaviour
    



      
Channel behavior for reckon-gater PubSub API SET
Defines the behavior that all channel implementations must follow. Each channel handles a specific type of message (events, metrics, etc.)
Channel priorities: - critical: alerts, security (no rate limit, HMAC required) - high: events, health - normal: metrics, system - low: logging, diagnostics

      


      
        Summary


  
    Types
  


    
      
        channel_name/0

      


    


    
      
        priority/0

      


    


    
      
        topic/0

      


    





  
    Functions
  


    
      
        behaviour_info(Other)

      


    


    
      
        get_subscribers(Channel, Topic)

      


        Get all subscribers for a topic



    


    
      
        publish(Channel, Topic, Message)

      


        Publish a message to a channel topic



    


    
      
        publish(Channel, Topic, Message, CapabilityToken)

      


        Publish with capability token for authorization



    


    
      
        start_link(Module, Opts)

      


        Start a channel



    


    
      
        subscribe(Channel, Topic, Pid)

      


        Subscribe to a channel topic



    


    
      
        subscribe(Channel, Topic, Pid, CapabilityToken)

      


        Subscribe with capability token for authorization



    


    
      
        unsubscribe(Channel, Topic, Pid)

      


        Unsubscribe from a channel topic



    





      


      
        Types


        


  
    
      
    
    
      channel_name/0



        
          
        

    

  


  

      

          -type channel_name() :: atom().


      



  



  
    
      
    
    
      priority/0



        
          
        

    

  


  

      

          -type priority() :: critical | high | normal | low.


      



  



  
    
      
    
    
      topic/0



        
          
        

    

  


  

      

          -type topic() :: binary().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      behaviour_info(Other)



        
          
        

    

  


  


  



  
    
      
    
    
      get_subscribers(Channel, Topic)



        
          
        

    

  


  

      

          -spec get_subscribers(channel_name(), topic()) -> [pid()].


      


Get all subscribers for a topic

  



  
    
      
    
    
      publish(Channel, Topic, Message)



        
          
        

    

  


  

      

          -spec publish(channel_name(), topic(), term()) -> ok | {error, term()}.


      


Publish a message to a channel topic

  



  
    
      
    
    
      publish(Channel, Topic, Message, CapabilityToken)



        
          
        

    

  


  

      

          -spec publish(channel_name(), topic(), term(), binary()) -> ok | {error, term()}.


      


Publish with capability token for authorization

  



  
    
      
    
    
      start_link(Module, Opts)



        
          
        

    

  


  

      

          -spec start_link(module(), map()) -> {ok, pid()} | {error, term()}.


      


Start a channel

  



  
    
      
    
    
      subscribe(Channel, Topic, Pid)



        
          
        

    

  


  

      

          -spec subscribe(channel_name(), topic(), pid()) -> ok | {error, term()}.


      


Subscribe to a channel topic

  



  
    
      
    
    
      subscribe(Channel, Topic, Pid, CapabilityToken)



        
          
        

    

  


  

      

          -spec subscribe(channel_name(), topic(), pid(), binary()) -> ok | {error, term()}.


      


Subscribe with capability token for authorization

  



  
    
      
    
    
      unsubscribe(Channel, Topic, Pid)



        
          
        

    

  


  

      

          -spec unsubscribe(channel_name(), topic(), pid()) -> ok.


      


Unsubscribe from a channel topic

  


        

      


  

    
reckon_gater_channel_alerts 
    



      
Alerts channel for reckon-gater
Critical-priority channel for alert notifications. Requires HMAC signature for message authenticity.
Topics: alerts.critical - Critical alerts alerts.warning - Warning alerts alerts.info - Informational alerts

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_audit 
    



      
Audit channel for reckon-gater
Normal-priority channel for audit trail events. Records all significant operations for compliance.
Topics: audit.store.StoreId - Store operations audit audit.user.UserId - User actions audit audit.admin - Administrative actions audit

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_diagnostics 
    



      
Diagnostics channel for reckon-gater
Low-priority channel for diagnostic information. Used for debugging and troubleshooting.
Topics: diag.trace - Trace information diag.profile - Profiling data diag.debug - Debug information

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_events 
    



      
Events channel for reckon-gater
High-priority channel for business event delivery. Events are the core of the event sourcing system.
Topics: events.stream.StreamId - Events for a specific stream events.store.StoreId - All events for a store events.type.EventType - Events by type

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_health 
    



      
Health channel for reckon-gater
High-priority channel for health status updates. Used for monitoring node and service health across the cluster.
Topics: health.node.NodeName - Node health status health.store.StoreId - Store health status health.cluster - Overall cluster health

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_lifecycle 
    



      
Lifecycle channel for reckon-gater
Normal-priority channel for lifecycle events. Tracks service and component lifecycle changes.
Topics: lifecycle.store.StoreId - Store lifecycle events lifecycle.node.NodeName - Node lifecycle events lifecycle.worker - Worker lifecycle events

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_logging 
    



      
Logging channel for reckon-gater
Low-priority channel for log message delivery. Used for centralized logging across distributed nodes.
Topics: log.debug - Debug level logs log.info - Info level logs log.warning - Warning level logs log.error - Error level logs

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_metrics 
    



      
Metrics channel for reckon-gater
Normal-priority channel for metrics delivery. Used for performance monitoring and statistics.
Topics: metrics.store.StoreId - Store metrics metrics.stream.StreamId - Stream metrics metrics.gateway - Gateway metrics

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_security 
    



      
Security channel for reckon-gater
Critical-priority channel for security-related events. Requires HMAC signature for message authenticity.
Topics: security.auth - Authentication events security.access - Access control events security.audit - Security audit events

      


      
        Summary


  
    Functions
  


    
      
        handle_message(Message, State)

      


    


    
      
        handle_publish(Topic, Message, State)

      


    


    
      
        handle_subscribe(Topic, Pid, State)

      


    


    
      
        handle_unsubscribe(Topic, Pid, State)

      


    


    
      
        init(Opts)

      


    


    
      
        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_channel_server 
    



      
Generic channel server for reckon-gater
Implements the common server logic for all channels. Delegates channel-specific behavior to the callback module.
Features: - Topic-based pub/sub using pg groups - Rate limiting (configurable per channel) - HMAC signature verification (for critical channels) - Telemetry integration

      


      
        Summary


  
    Functions
  


    
      
        get_subscribers(Channel, Topic)

      


    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(Message, State)

      


    


    
      
        init(_)

      


    


    
      
        publish(Channel, Topic, Message)

      


    


    
      
        publish(Channel, Topic, Message, CapabilityToken)

      


        Publish with capability token for authorization



    


    
      
        start_link(Module, Opts)

      


    


    
      
        subscribe(Channel, Topic, Pid)

      


    


    
      
        subscribe(Channel, Topic, Pid, CapabilityToken)

      


        Subscribe with capability token for authorization



    


    
      
        terminate(Reason, State)

      


    


    
      
        unsubscribe(Channel, Topic, Pid)

      


    





      


      
        Functions


        


  
    
      
    
    
      get_subscribers(Channel, Topic)



        
          
        

    

  


  

      

          -spec get_subscribers(atom(), binary()) -> [pid()].


      



  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      publish(Channel, Topic, Message)



        
          
        

    

  


  

      

          -spec publish(atom(), binary(), term()) -> ok | {error, term()}.


      



  



  
    
      
    
    
      publish(Channel, Topic, Message, CapabilityToken)



        
          
        

    

  


  

      

          -spec publish(atom(), binary(), term(), binary()) -> ok | {error, term()}.


      


Publish with capability token for authorization

  



  
    
      
    
    
      start_link(Module, Opts)



        
          
        

    

  


  

      

          -spec start_link(module(), map()) -> {ok, pid()} | {error, term()}.


      



  



  
    
      
    
    
      subscribe(Channel, Topic, Pid)



        
          
        

    

  


  

      

          -spec subscribe(atom(), binary(), pid()) -> ok | {error, term()}.


      



  



  
    
      
    
    
      subscribe(Channel, Topic, Pid, CapabilityToken)



        
          
        

    

  


  

      

          -spec subscribe(atom(), binary(), pid(), binary()) -> ok | {error, term()}.


      


Subscribe with capability token for authorization

  



  
    
      
    
    
      terminate(Reason, State)
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          -spec unsubscribe(atom(), binary(), pid()) -> ok.


      



  


        

      


  

    
reckon_gater_channel_sup 
    



      
Channel supervisor for reckon-gater PubSub API SET
Supervises all 10 channel implementations: - reckon_gater_channel_events (high priority) - reckon_gater_channel_health (high priority) - reckon_gater_channel_alerts (critical, HMAC required) - reckon_gater_channel_security (critical, HMAC required) - reckon_gater_channel_system (normal priority) - reckon_gater_channel_metrics (normal priority) - reckon_gater_channel_audit (normal priority) - reckon_gater_channel_lifecycle (normal priority) - reckon_gater_channel_logging (low priority) - reckon_gater_channel_diagnostics (low priority)
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          -spec start_link() -> {ok, pid()} | {error, term()}.


      



  


        

      


  

    
reckon_gater_channel_system 
    



      
System channel for reckon-gater
Normal-priority channel for system-level messages. Used for internal coordination and status updates.
Topics: system.status - System status updates system.config - Configuration changes system.maintenance - Maintenance notifications
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        handle_message(Message, State)
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        max_rate()

      


    


    
      
        priority()

      


    


    
      
        requires_signature()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_message(Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_publish(Topic, Message, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_subscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_unsubscribe(Topic, Pid, State)



        
          
        

    

  


  


  



  
    
      
    
    
      init(Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      max_rate()



        
          
        

    

  


  


  



  
    
      
    
    
      priority()



        
          
        

    

  


  


  



  
    
      
    
    
      requires_signature()



        
          
        

    

  


  


  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  


        

      


  

    
reckon_gater_cluster_monitor 
    



      
Cluster monitor for reckon-gater
Monitors node health and manages cluster membership: - Tracks node up/down events - Emits telemetry for cluster changes - Maintains connected node list

      


      
        Summary


  
    Functions
  


    
      
        get_nodes()

      


        Get list of connected nodes



    


    
      
        handle_call(Request, From, State)

      


    


    
      
        handle_cast(Msg, State)
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        Check if cluster is healthy



    


    
      
        start_link()

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        Functions


        


  
    
      
    
    
      get_nodes()



        
          
        

    

  


  

      

          -spec get_nodes() -> [node()].


      


Get list of connected nodes
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          -spec is_healthy() -> boolean().


      


Check if cluster is healthy
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          -spec start_link() -> {ok, pid()} | {error, term()}.
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reckon_gater_cluster_sup 
    



      
Cluster supervisor for reckon-gater
Supervises cluster-related components: - Worker registry (Ra-based distributed registry) - Cluster monitor (node health monitoring)
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          -spec start_link() -> {ok, pid()} | {error, term()}.


      



  


        

      


  

    
reckon_gater_config 
    



      
Global configuration for reckon-gater
Manages gateway-wide configuration including capability security modes.
Capability modes:
	disabled - Capabilities never checked (development/testing)
	optional - Capabilities verified if provided, allowed if not
	required - Capabilities always required for protected operations

Configuration is read from application environment with capability_mode set to disabled, optional, or required.
Per-channel overrides take precedence. If a channel has requires_capability/0 returning true, that channel always requires capabilities regardless of the global setting.
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        capability_mode()

      


        Get the global capability mode



    


    
      
        effective_capability_mode(_)

      


        Get effective mode considering channel override



    


    
      
        set_capability_mode(Mode)

      


        Set the global capability mode at runtime Use for testing or dynamic configuration.
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          -type capability_mode() :: disabled | optional | required.
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          -spec capability_mode() -> capability_mode().


      


Get the global capability mode
Defaults to optional (since 3.3.0): a presented token is always verified, so a forged or expired token is rejected instead of waved through, while tokenless internal callers keep working. The pre-3.3.0 default was disabled, which made every capability check a no-op unless an operator remembered to flip the mode. Production deployments that issue tokens should set required.
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          -spec effective_capability_mode(boolean()) -> capability_mode().


      


Get effective mode considering channel override
If the channel explicitly requires capabilities (ChannelOverride = true`), the mode is always `required. Otherwise the global mode applies.
This implements a "most restrictive wins" policy: - Channel override true + any global mode = required - Channel override false + global mode = global mode
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          -spec set_capability_mode(capability_mode()) -> ok.


      


Set the global capability mode at runtime Use for testing or dynamic configuration.

  


        

      


  

    
reckon_gater_crypto_nif 
    



      
NIF acceleration for cryptographic operations (Enterprise Edition)
This module provides high-performance native implementations of compute-intensive cryptographic operations used in capability tokens.
[bookmark: Community_vs_Enterprise_Edition]Community vs Enterprise Edition
- Community Edition (hex.pm): NIF not available, pure Erlang fallbacks used - Enterprise Edition: Add reckon_nifs dependency for 5-10x faster NIFs
The NIF is optional and auto-detected at runtime. All operations have pure Erlang fallbacks in their respective modules (reckon_gater_identity, etc.).
[bookmark: Enabling_NIF_Acceleration]Enabling NIF Acceleration
Add reckon_nifs to your dependencies: {reckon_nifs, "0.1.0"}
The NIFs are automatically loaded when the reckon_nifs application starts.
[bookmark: Functions]Functions
- base58_encode/1: Base58btc encoding for DIDs (5-10x faster) - base58_decode/1: Base58btc decoding for DID parsing (5-10x faster) - match_resource_pattern/2: Resource URI pattern matching (3-5x faster)
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        base58_decode(Base58)

      


        Decode Base58 to binary



    


    
      
        base58_encode(Data)

      


        Encode binary to Base58 (Bitcoin alphabet)



    


    
      
        is_loaded()

      


        Check if NIF acceleration is available



    


    
      
        match_resource_pattern(Pattern, Resource)

      


        Match a resource pattern against a resource URI
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          -spec base58_decode(binary()) -> {ok, binary()} | {error, term()}.


      


Decode Base58 to binary
Fast native implementation of Base58 decoding for DID parsing. Falls back to reckon_gater_identity:base58_decode/1 if NIF unavailable.
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          -spec base58_encode(binary()) -> binary().


      


Encode binary to Base58 (Bitcoin alphabet)
Fast native implementation of Base58 encoding for DID generation. Falls back to reckon_gater_identity:base58_encode/1 if NIF unavailable.
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          -spec is_loaded() -> boolean().


      


Check if NIF acceleration is available
Returns true if the Rust NIF is loaded, false otherwise. Use this to check before calling NIF functions directly.

  



  
    
      
    
    
      match_resource_pattern(Pattern, Resource)



        
          
        

    

  


  

      

          -spec match_resource_pattern(binary(), binary()) -> boolean().


      


Match a resource pattern against a resource URI
Supports: - Exact match: Pattern equals Resource - Wildcard suffix: "esdb://realm/*" matches any path - Prefix match: "esdb://realm/orders-*" matches prefix

  


        

      


  

    
reckon_gater_identity 
    



      
Identity management for capability-based security
Provides Ed25519 keypair generation and DID (Decentralized Identifier) encoding/decoding using the did:key method.
[bookmark: DID_Key_Method]DID Key Method
DIDs are encoded as: did:key:z{base58btc(multicodec_prefix + public_key)}
For Ed25519: multicodec prefix is 0xed01
[bookmark: NIF_Acceleration]NIF Acceleration
Base58 encoding/decoding can be accelerated via optional Rust NIFs. When the NIF is available (Enterprise Edition), operations are 5-10x faster. Pure Erlang fallbacks are always available (Community Edition).
[bookmark: Example]Example
Generate new identity and get DID:
Identity = reckon_gater_identity:generate(), DID = reckon_gater_identity:did(Identity), {ok, PubKey} = reckon_gater_identity:public_key_from_did(DID).
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        base58_decode(Base58)

      


        Decode Base58 to binary



    


    
      
        base58_encode(Bin)

      


        Encode binary to Base58 (Bitcoin alphabet)
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        Get the DID from an identity



    


    
      
        from_keypair(PubKey, PrivKey)

      


        Create an identity from an existing Ed25519 keypair



    


    
      
        from_public_key(PubKey)

      


        Create an identity from a public key only (for verification)
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        Generate a new Ed25519 identity with random keypair
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        Check if NIF acceleration is available



    


    
      
        is_valid_did(DID)

      


        Check if a binary is a valid did:key DID



    


    
      
        private_key(Identity)

      


        Get the private key from an identity (may be undefined)



    


    
      
        public_key(Identity)

      


        Get the public key from an identity



    


    
      
        public_key_from_did(DID)

      


        Extract public key from a did:key DID
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          -type identity() ::
          #identity{did :: binary(), public_key :: binary(), private_key :: binary() | undefined}.
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          -spec base58_decode(binary()) -> {ok, binary()} | {error, term()}.


      


Decode Base58 to binary
Uses NIF acceleration when available, otherwise pure Erlang.
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          -spec base58_encode(binary()) -> binary().


      


Encode binary to Base58 (Bitcoin alphabet)
Uses NIF acceleration when available, otherwise pure Erlang.
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          -spec did(identity()) -> binary().


      


Get the DID from an identity

  



  
    
      
    
    
      from_keypair(PubKey, PrivKey)



        
          
        

    

  


  

      

          -spec from_keypair(binary(), binary()) -> identity().


      


Create an identity from an existing Ed25519 keypair
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          -spec from_public_key(binary()) -> identity().


      


Create an identity from a public key only (for verification)
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          -spec generate() -> identity().


      


Generate a new Ed25519 identity with random keypair

  



  
    
      
    
    
      is_nif_available()



        
          
        

    

  


  

      

          -spec is_nif_available() -> boolean().


      


Check if NIF acceleration is available
Returns true if the Rust NIF is loaded and functional. When false, pure Erlang implementations are used.

  



  
    
      
    
    
      is_valid_did(DID)



        
          
        

    

  


  

      

          -spec is_valid_did(binary()) -> boolean().


      


Check if a binary is a valid did:key DID
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          -spec private_key(identity()) -> binary() | undefined.


      


Get the private key from an identity (may be undefined)
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          -spec public_key(identity()) -> binary().


      


Get the public key from an identity
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          -spec public_key_from_did(binary()) -> {ok, binary()} | {error, term()}.


      


Extract public key from a did:key DID

  


        

      


  

    
reckon_gater_integrity 
    



      
Tamper-resistance helpers for events and snapshots.
Computes and verifies the integrity fields introduced in reckon-gater 2.1.0 -- prev_event_hash (chain), mac (HMAC), and snapshot anchor_hash / mac.
This module is pure functions. It holds no state, opens no connections, and starts no processes. The HMAC key is passed in explicitly by callers (typically reckon-db loads it from persistent_term at the write/read boundary).
[bookmark: Algorithm]Algorithm
See reckon_gater_canonical for the canonical-encoding contract. Algorithm identifier:
sha256-deterministic-etf-v1
This identifier is exposed to external verifiers via the gateway's GetServerInfo RPC.
[bookmark: Cryptographic_primitives]Cryptographic primitives
Uses OTP's crypto module directly:
	crypto:hash(sha256, _) for chain hashing
	crypto:mac(hmac, sha256, Key, _) for HMAC
	crypto:hash_equals/2 for constant-time MAC comparison

These are OpenSSL-backed NIFs (already C-implemented in the BEAM crypto application). Per-event integrity overhead is approximately 5-10 microseconds on commodity hardware -- see plans/PLAN_TAMPER_RESISTANCE.md in reckon-db for the performance budget.
[bookmark: Key_handling]Key handling
The HMAC key is a binary, conventionally 32 random bytes. Callers should never log it, include it in error tuples, or send it over the wire. This module accepts it as a function argument and does not retain it.
The KeyId integer accompanying the MAC is reserved for future key-rotation support (2.2.0); in 2.1.0 callers should always pass KeyId = 1.
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        compute_chain_hash(Event, PrevHash)

      


        Compute the chain hash of an event.



    


    
      
        compute_event_mac(Event, Key)

      


        Compute the HMAC for an event.



    


    
      
        compute_snapshot_mac(Snapshot, Key)

      


        Compute the HMAC for a snapshot.



    


    
      
        genesis_prev_hash()

      


        The chain-hash predecessor value for event version 0.



    


    
      
        is_legacy_event(Event)

      


        Is this an event from before 2.1.0 (no integrity fields)?



    


    
      
        is_legacy_snapshot(Snapshot)

      


        Is this a snapshot from before 2.1.0 (no integrity fields)?



    


    
      
        verify_event(Event, PrevHash, Key)

      


        Verify both the chain hash and the HMAC of an event.



    


    
      
        verify_snapshot(Snapshot, ActualChainHash, Key)

      


        Verify a snapshot's MAC and anchor hash.
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          -type integrity_failure_kind() ::
          mac_mismatch | chain_mismatch | missing_integrity | snapshot_anchor_mismatch |
          snapshot_mac_mismatch.


      



  



  
    
      
    
    
      integrity_failure_layer/0



        
          
        

    

  


  

      

          -type integrity_failure_layer() :: storage | snapshot | replay | gateway.


      



  



  
    
      
    
    
      integrity_violation/0



        
          
        

    

  


  

      

          -type integrity_violation() ::
          {integrity_violation,
           #{layer := integrity_failure_layer(),
             stream_id := binary(),
             version := non_neg_integer() | undefined,
             kind := integrity_failure_kind(),
             context => map()}}.
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          -type key() :: binary().
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          -type key_id() :: pos_integer().
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          -type mac_tuple() :: {key_id(), MacBytes :: binary()}.
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      compute_chain_hash(Event, PrevHash)



        
          
        

    

  


  

      

          -spec compute_chain_hash(#event{event_id :: binary(),
                                event_type :: binary(),
                                stream_id :: binary(),
                                version :: non_neg_integer(),
                                data :: map() | binary(),
                                metadata :: map(),
                                tags :: [binary()] | undefined,
                                timestamp :: integer(),
                                epoch_us :: integer(),
                                data_content_type :: binary(),
                                metadata_content_type :: binary(),
                                prev_event_hash :: binary() | undefined,
                                mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined,
                                signature :: binary() | undefined},
                         binary()) ->
                            binary().


      


Compute the chain hash of an event.
The returned hash is what the NEXT event in the stream will carry as its prev_event_hash field. Equivalently: it is what a verifier must use as the running tip when verifying the next event.
The integrity fields on the input record (prev_event_hash, mac, signature) are stripped before hashing, so this function produces the same result whether they are populated or not. What matters is the PrevHash argument -- that is what links this event to its predecessor in the chain.
For event version 0, callers pass genesis_prev_hash/0 (32 zero bytes). For event version N > 0, callers pass the chain hash of event N-1 (the running tip cached by the writer).
Note this function is NOT used to compute what goes into the input event's own prev_event_hash field -- that field carries the chain hash of the PREDECESSOR, not of this event. See the #event.prev_event_hash documentation in reckon_gater_types.hrl.

  



  
    
      
    
    
      compute_event_mac(Event, Key)



        
          
        

    

  


  

      

          -spec compute_event_mac(#event{event_id :: binary(),
                               event_type :: binary(),
                               stream_id :: binary(),
                               version :: non_neg_integer(),
                               data :: map() | binary(),
                               metadata :: map(),
                               tags :: [binary()] | undefined,
                               timestamp :: integer(),
                               epoch_us :: integer(),
                               data_content_type :: binary(),
                               metadata_content_type :: binary(),
                               prev_event_hash :: binary() | undefined,
                               mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined,
                               signature :: binary() | undefined},
                        key()) ->
                           mac_tuple().


      


Compute the HMAC for an event.
The event should already have prev_event_hash set to its final value. The MAC is computed over the event with mac and signature blanked.
Returns the canonical {KeyId, MacBytes} tuple suitable for storing in the #event.mac field.

  



  
    
      
    
    
      compute_snapshot_mac(Snapshot, Key)



        
          
        

    

  


  

      

          -spec compute_snapshot_mac(#snapshot{stream_id :: binary(),
                                     version :: non_neg_integer(),
                                     data :: map() | binary(),
                                     metadata :: map(),
                                     timestamp :: integer(),
                                     anchor_hash :: binary() | undefined,
                                     mac ::
                                         {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined},
                           key()) ->
                              mac_tuple().


      


Compute the HMAC for a snapshot.
The snapshot should already have anchor_hash set. The MAC is computed over the snapshot with mac blanked.
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          -spec genesis_prev_hash() -> binary().


      


The chain-hash predecessor value for event version 0.
32 zero bytes. Exported so callers don't have to reach into the module's macros to produce it.

  



  
    
      
    
    
      is_legacy_event(Event)



        
          
        

    

  


  

      

          -spec is_legacy_event(#event{event_id :: binary(),
                             event_type :: binary(),
                             stream_id :: binary(),
                             version :: non_neg_integer(),
                             data :: map() | binary(),
                             metadata :: map(),
                             tags :: [binary()] | undefined,
                             timestamp :: integer(),
                             epoch_us :: integer(),
                             data_content_type :: binary(),
                             metadata_content_type :: binary(),
                             prev_event_hash :: binary() | undefined,
                             mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined,
                             signature :: binary() | undefined}) ->
                         boolean().


      


Is this an event from before 2.1.0 (no integrity fields)?

  



  
    
      
    
    
      is_legacy_snapshot(Snapshot)



        
          
        

    

  


  

      

          -spec is_legacy_snapshot(#snapshot{stream_id :: binary(),
                                   version :: non_neg_integer(),
                                   data :: map() | binary(),
                                   metadata :: map(),
                                   timestamp :: integer(),
                                   anchor_hash :: binary() | undefined,
                                   mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined}) ->
                            boolean().


      


Is this a snapshot from before 2.1.0 (no integrity fields)?

  



  
    
      
    
    
      verify_event(Event, PrevHash, Key)



        
          
        

    

  


  

      

          -spec verify_event(#event{event_id :: binary(),
                          event_type :: binary(),
                          stream_id :: binary(),
                          version :: non_neg_integer(),
                          data :: map() | binary(),
                          metadata :: map(),
                          tags :: [binary()] | undefined,
                          timestamp :: integer(),
                          epoch_us :: integer(),
                          data_content_type :: binary(),
                          metadata_content_type :: binary(),
                          prev_event_hash :: binary() | undefined,
                          mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined,
                          signature :: binary() | undefined},
                   binary(),
                   key()) ->
                      ok | integrity_violation().


      


Verify both the chain hash and the HMAC of an event.
PrevHash is the chain hash of the prior event in the stream as observed by the verifier (cached running tip, or freshly computed from the predecessor). For event version 0, callers pass genesis_prev_hash/0.
Returns 'ok' on success, or an integrity_violation tuple on any failure. The error map records which check failed and where -- the 'layer' field is 'storage' here; callers at other surfaces (snapshot, replay, gateway) can re-wrap with their own layer if needed.

  



  
    
      
    
    
      verify_snapshot(Snapshot, ActualChainHash, Key)



        
          
        

    

  


  

      

          -spec verify_snapshot(#snapshot{stream_id :: binary(),
                                version :: non_neg_integer(),
                                data :: map() | binary(),
                                metadata :: map(),
                                timestamp :: integer(),
                                anchor_hash :: binary() | undefined,
                                mac :: {KeyId :: non_neg_integer(), MacBytes :: binary()} | undefined},
                      binary(),
                      key()) ->
                         ok | integrity_violation().


      


Verify a snapshot's MAC and anchor hash.
ActualChainHashAtVersion is the chain hash at the snapshot's version as observed by re-reading the underlying stream -- if the snapshot is honest, this should match Snapshot#snapshot.anchor_hash.
Returns 'ok' on success, or an integrity_violation tuple on failure.

  


        

      


  

    
reckon_gater_pubsub_security 
    



      
HMAC security utilities for reckon-gater PubSub
Provides message signing and verification for critical channels. Uses HMAC-SHA256 for message authentication.
[bookmark: Usage]Usage
Sign a message: SignedMsg = reckon_gater_pubsub_security:sign(Message).
Verify a signed message: ok = reckon_gater_pubsub_security:verify(SignedMsg).
Verify with explicit secret: ok = reckon_gater_pubsub_security:verify(SignedMsg, Secret).
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        get_secret()

      


        Get the configured HMAC secret



    


    
      
        set_secret(Secret)

      


        Set the HMAC secret



    


    
      
        sign(Message)

      


        Sign a message map using the configured secret



    


    
      
        sign(Message, Secret)

      


        Sign a message map using a specific secret



    


    
      
        verify(Message)

      


        Verify a signed message using the configured secret



    


    
      
        verify(Message, Secret)

      


        Verify a signed message using a specific secret
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          -spec get_secret() -> binary().


      


Get the configured HMAC secret
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          -spec set_secret(binary() | string()) -> ok.


      


Set the HMAC secret
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          -spec sign(map()) -> map().


      


Sign a message map using the configured secret

  



  
    
      
    
    
      sign(Message, Secret)



        
          
        

    

  


  

      

          -spec sign(map(), binary()) -> map().


      


Sign a message map using a specific secret
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          -spec verify(map()) -> ok | {error, term()}.


      


Verify a signed message using the configured secret

  



  
    
      
    
    
      verify(Message, Secret)



        
          
        

    

  


  

      

          -spec verify(map(), binary()) -> ok | {error, term()}.


      


Verify a signed message using a specific secret

  


        

      


  

    
reckon_gater_repl 
    



      
Interactive REPL for reckon-gater
Provides an interactive shell for exploring event stores, streams, and temporal queries.
Start the REPL:
  reckon_gater_repl:start().                %% No store selected
  reckon_gater_repl:start(my_store).        %% With store pre-selected
Commands:
  STORE COMMANDS
    stores              List all stores
    use STORE           Set current store context
 
  STREAM COMMANDS
    streams             List streams in current store
    stream STREAM       Set current stream context
    read [N]            Read N events from current stream (default 10)
    read STREAM [N]     Read N events from specified stream
    version             Get version of current stream
    version STREAM      Get version of specified stream
 
  TEMPORAL COMMANDS
    until TS            Read events until timestamp
    range T1 T2         Read events in time range
 
  SCHEMA COMMANDS
    schemas             List all schemas
    schema TYPE         Get schema for event type
 
  SUBSCRIPTION COMMANDS
    subscriptions       List all subscriptions
    subscription NAME   Get subscription details
 
  HEALTH COMMANDS
    health              Gateway health status
    memory              Memory statistics
 
  OTHER
    help, h, ?          Show help
    exit, quit, q       Exit REPL
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        start()

      


        Start the REPL without a store selected



    


    
      
        start(Store)

      


        Start the REPL with a store pre-selected
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      start()



        
          
        

    

  


  

      

          -spec start() -> ok.


      


Start the REPL without a store selected

  



  
    
      
    
    
      start(Store)



        
          
        

    

  


  

      

          -spec start(atom() | undefined) -> ok.


      


Start the REPL with a store pre-selected

  


        

      


  

    
reckon_gater_retry 
    



      
Retry logic with exponential backoff for reckon-gater
Provides configurable retry behavior with: - Exponential backoff with jitter - Maximum delay cap - Maximum retry count - Telemetry integration
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        retry_config/0

      


    


    
      
        retry_result/0
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        calculate_delay(Attempt, Retry_config)

      


        Calculate delay for a given attempt (useful for testing)



    


    
      
        default_config()

      


        Get default retry configuration from application environment



    


    
      
        with_retry(StoreId, Fun)

      


        Execute a function with default retry configuration



    


    
      
        with_retry(StoreId, Fun, Config)

      


        Execute a function with custom retry configuration
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      retry_config/0



        
          
        

    

  


  

      

          -type retry_config() ::
          #retry_config{base_delay_ms :: pos_integer(),
                        max_delay_ms :: pos_integer(),
                        max_retries :: non_neg_integer()}.


      



  



  
    
      
    
    
      retry_result/0



        
          
        

    

  


  

      

          -type retry_result() :: {ok, term()} | {error, term()}.
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      calculate_delay(Attempt, Retry_config)



        
          
        

    

  


  

      

          -spec calculate_delay(non_neg_integer(), retry_config()) -> non_neg_integer().


      


Calculate delay for a given attempt (useful for testing)

  



  
    
      
    
    
      default_config()



        
          
        

    

  


  

      

          -spec default_config() -> retry_config().


      


Get default retry configuration from application environment

  



  
    
      
    
    
      with_retry(StoreId, Fun)



        
          
        

    

  


  

      

          -spec with_retry(atom(), fun(() -> retry_result())) -> retry_result().


      


Execute a function with default retry configuration

  



  
    
      
    
    
      with_retry(StoreId, Fun, Config)



        
          
        

    

  


  

      

          -spec with_retry(atom(), fun(() -> retry_result()), retry_config()) -> retry_result().


      


Execute a function with custom retry configuration

  


        

      


  

    
reckon_gater_stream_id 
    



      
Stream-id format validator + generator — the protocol contract.
Single source of truth for what "a valid stream id" means across the reckon-db ecosystem. Lives in reckon-gater so it is reachable from both reckon-db (write-time validation) and reckon-evoq (adapter / dispatch-time generation) without dragging reckon-db's khepri/Ra payload into pure-routing consumers.
[bookmark: Accepted_formats]Accepted formats
	**User stream:** &lt;prefix&gt;-&lt;hex&gt;, where:	&lt;prefix&gt; is [a-z]{1,32} — one to thirty-two ASCII lowercase letters. No digits, no hyphens, no $, no uppercase.
	- is a single mandatory separator.
	&lt;hex&gt; is [a-f0-9]{32} — exactly thirty-two lowercase hex digits. One UUID-worth of bits (128).

Examples: order-018f6a7b8c9d4e5f60718293a4b5c6d7, sess-005774fd728b1b2866cd18ff294467e1.
	**System stream:** $&lt;namespace&gt;:&lt;name&gt;, where:	$ is a mandatory prefix.
	&lt;namespace&gt; is [a-z][a-z0-9-]* — lowercase identifier, may contain hyphens (e.g. link-sub).
	: is a single mandatory separator.
	&lt;name&gt; is [A-Za-z0-9][A-Za-z0-9_.-]* — intentionally human-readable; system streams exist for operational legibility.

Examples: $link:high-value-orders, $link-sub:revenue.

[bookmark: History]History
v2.2.0 tightened the user-stream regex from ^[A-Za-z]+-[A-Fa-f0-9]+$ to ^[a-z]{1,32}-[a-f0-9]{32}$ and added the new/1 generator. Motivation: the permissive regex admitted a-0, Order-DEADBEEF, and demo-1779045695... — inconsistent shapes that broke logging, projection grouping, and downstream tooling. Lowercase + fixed-length 32-hex suffix gives every user id 128 bits of entropy and a predictable length.
Migration: previously stored ids that don't conform are still readable (validate/1 is only called from reckon_db_streams:append/4); they just can't accept new events. Since reckon-db has no production deployments at this point, no migration path is required.
[bookmark: Rejected_(returns_`{error,_Reason}')]Rejected (returns `{error, Reason}')
	Empty binary — empty
	Not a binary — not_binary
	Anything starting with $ that isn't a well-formed system id — malformed_system_id
	Anything not starting with $ that isn't a well-formed user id — malformed_user_id

Rejected examples: a-0 (suffix too short), Order-DEADBEEF (uppercase + suffix too short), account- (empty suffix), -deadbeef (empty prefix), test$basic-stream (mid-string $).
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        parts/0

      


    


    
      
        prefix/0

      


    


    
      
        validation_error/0

      


        Note: invalid_prefix is NOT a validation_error/0 — it is the reason class raised by new/1 via erlang:error/1 when the supplied prefix is malformed. validate/1 itself never sees a prefix in isolation, so it cannot produce that variant.



    





  
    Functions
  


    
      
        is_system(Id)

      


        True if StreamId is in the system namespace (starts with $ and is well-formed). Note: $all is NOT a valid stream id — it's a subscription-selector sentinel only.



    


    
      
        is_valid(StreamId)

      


        Boolean wrapper for use in guards / list-comprehensions.



    


    
      
        new(Prefix)

      


        Build a fresh, valid user stream id with the given prefix.



    


    
      
        parts(Id)

      


        Decompose a well-formed stream id into its structural parts.



    


    
      
        prefix_of(StreamId)

      


        Extract the prefix segment from a well-formed user stream id. Returns undefined for system ids and malformed ids.



    


    
      
        suffix_of(StreamId)

      


        Extract the hex-suffix segment from a well-formed user stream id. Returns undefined for system ids and malformed ids.



    


    
      
        validate(Id)

      


        Validate StreamId. Returns ok if it matches either accepted format, or {error, Reason}.
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      parts/0



        
          
        

    

  


  

      

          -type parts() ::
          {user, Type :: binary(), Id :: binary()} |
          {system, Ns :: binary(), Name :: binary()} |
          {error, malformed}.


      



  



  
    
      
    
    
      prefix/0



        
          
        

    

  


  

      

          -type prefix() :: atom() | binary().


      



  



  
    
      
    
    
      validation_error/0



        
          
        

    

  


  

      

          -type validation_error() :: empty | not_binary | malformed_user_id | malformed_system_id.


      


Note: invalid_prefix is NOT a validation_error/0 — it is the reason class raised by new/1 via erlang:error/1 when the supplied prefix is malformed. validate/1 itself never sees a prefix in isolation, so it cannot produce that variant.

  


        

      

      
        Functions


        


  
    
      
    
    
      is_system(Id)



        
          
        

    

  


  

      

          -spec is_system(binary()) -> boolean().


      


True if StreamId is in the system namespace (starts with $ and is well-formed). Note: $all is NOT a valid stream id — it's a subscription-selector sentinel only.

  



  
    
      
    
    
      is_valid(StreamId)



        
          
        

    

  


  

      

          -spec is_valid(term()) -> boolean().


      


Boolean wrapper for use in guards / list-comprehensions.

  



  
    
      
    
    
      new(Prefix)



        
          
        

    

  


  

      

          -spec new(prefix()) -> nonempty_binary().


      


Build a fresh, valid user stream id with the given prefix.
Suffix is the 16-byte UUIDv7 from reckon_gater_uuid:v7/0 rendered as 32 lowercase hex chars — so the id is BOTH regex-compliant AND time-sortable.
Prefix must match [a-z]{1,32}; raises {invalid_prefix, Prefix} otherwise. Accepts atom or binary.
Examples:
  reckon_gater_stream_id:new(<<"sess">>).
  %% => <<"sess-019d7a4f3c2a7d8c9e0f1234567890ab">>
 
  reckon_gater_stream_id:new(order).
  %% => <<"order-019d7a4f3c2a7d8c9e0f1234567890ab">>

  



  
    
      
    
    
      parts(Id)



        
          
        

    

  


  

      

          -spec parts(term()) -> parts().


      


Decompose a well-formed stream id into its structural parts.
This is the single source of truth for splitting a stream id into the pieces a structural store layout keys on:
	**User** &lt;type&gt;-&lt;hex&gt; → {user, Type, Id} where Type is the prefix and Id the 32-hex suffix.
	**System** $&lt;ns&gt;:&lt;name&gt; → {system, Ns, Name} where Ns is the namespace WITHOUT the leading $ and Name the remainder after the first :.
	Anything that fails validate/1 → {error, malformed}. The DCB pseudo-stream (_dcb) is reckon-db-internal and is NOT a valid id here — it never flows through validation; the store handles it directly.

Examples:
  parts(<<"ride-018f6a7b8c9d4e5f60718293a4b5c6d7">>).
  %% => {user, <<"ride">>, <<"018f6a7b8c9d4e5f60718293a4b5c6d7">>}
  parts(<<"$link:hot-orders">>).
  %% => {system, <<"link">>, <<"hot-orders">>}
  parts(<<"_dcb">>).
  %% => {error, malformed}

  



  
    
      
    
    
      prefix_of(StreamId)



        
          
        

    

  


  

      

          -spec prefix_of(binary()) -> binary() | undefined.


      


Extract the prefix segment from a well-formed user stream id. Returns undefined for system ids and malformed ids.

  



  
    
      
    
    
      suffix_of(StreamId)



        
          
        

    

  


  

      

          -spec suffix_of(binary()) -> binary() | undefined.


      


Extract the hex-suffix segment from a well-formed user stream id. Returns undefined for system ids and malformed ids.

  



  
    
      
    
    
      validate(Id)



        
          
        

    

  


  

      

          -spec validate(term()) -> ok | {error, validation_error()}.


      


Validate StreamId. Returns ok if it matches either accepted format, or {error, Reason}.

  


        

      


  

    
reckon_gater_sup 
    



      
Top-level supervisor for reckon-gater
[bookmark: Supervision_Tree]Supervision Tree
reckon_gater_sup (one_for_one) - reckon_gater_cluster_sup (rest_for_one) - reckon_gater_worker_registry - reckon_gater_cluster_monitor - reckon_gater_channel_sup (one_for_one) - 10x channel workers
Note: reckon_gater_api is a stateless API module, not a supervised process.
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        start_link()
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      init(_)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      



  


        

      


  

    
reckon_gater_telemetry 
    



      
Telemetry handler for reckon-gater
Provides logging handler for telemetry events and utilities for attaching/detaching handlers.
[bookmark: Usage]Usage
Attach the default logger handler: ok = reckon_gater_telemetry:attach_default_handler().
Attach a custom handler: ok = reckon_gater_telemetry:attach(my_handler, fun my_module:handle/4, #{}).
Emit an event: reckon_gater_telemetry:emit(?GATER_REQUEST_STOP, #{duration => 1000}, #{store_id => my_store}).
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        attach(HandlerId, HandlerFun, Config)

      


        Attach a custom handler for all reckon_gater events



    


    
      
        attach_default_handler()

      


        Attach the default logger handler for all reckon_gater events



    


    
      
        detach(HandlerId)

      


        Detach a handler by ID



    


    
      
        detach_default_handler()

      


        Detach the default logger handler



    


    
      
        emit(Event, Measurements, Metadata)

      


        Emit a telemetry event



    


    
      
        handle_event(Event, Measurements, Meta, Config)

      


        Handle telemetry events (logger handler)
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      attach(HandlerId, HandlerFun, Config)



        
          
        

    

  


  

      

          -spec attach(term(),
             fun((telemetry:event_name(),
                  telemetry:event_measurements(),
                  telemetry:event_metadata(),
                  term()) ->
                     ok),
             term()) ->
                ok | {error, already_exists}.


      


Attach a custom handler for all reckon_gater events

  



  
    
      
    
    
      attach_default_handler()



        
          
        

    

  


  

      

          -spec attach_default_handler() -> ok | {error, already_exists}.


      


Attach the default logger handler for all reckon_gater events

  



  
    
      
    
    
      detach(HandlerId)



        
          
        

    

  


  

      

          -spec detach(term()) -> ok | {error, not_found}.


      


Detach a handler by ID

  



  
    
      
    
    
      detach_default_handler()



        
          
        

    

  


  

      

          -spec detach_default_handler() -> ok | {error, not_found}.


      


Detach the default logger handler

  



  
    
      
    
    
      emit(Event, Measurements, Metadata)



        
          
        

    

  


  

      

          -spec emit(telemetry:event_name(), telemetry:event_measurements(), telemetry:event_metadata()) -> ok.


      


Emit a telemetry event

  



  
    
      
    
    
      handle_event(Event, Measurements, Meta, Config)



        
          
        

    

  


  

      

          -spec handle_event(telemetry:event_name(),
                   telemetry:event_measurements(),
                   telemetry:event_metadata(),
                   term()) ->
                      ok.


      


Handle telemetry events (logger handler)

  


        

      


  

    
reckon_gater_uuid 
    



      
UUIDv7 generator — time-sortable unique identifiers.
UUIDv7 encodes a Unix timestamp in milliseconds in the high 48 bits, followed by version/variant markers and 62 bits of randomness. This makes IDs naturally time-ordered, which is ideal for event stores.
Format (128 bits): 48 bits: unix_ts_ms (milliseconds since epoch) 4 bits: version (0111 = 7) 12 bits: rand_a 2 bits: variant (10) 62 bits: rand_b
Reference: RFC 9562, Section 5.7
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        from_string(Str)

      


        Parse a UUID string back to 16-byte binary.



    


    
      
        timestamp_ms(_)

      


        Extract the Unix timestamp (milliseconds) from a UUIDv7.



    


    
      
        to_binary(Uuid)

      


        Generate a new UUIDv7 directly as a formatted string.



    


    
      
        to_string(_)

      


        Format a 16-byte UUID binary as a lowercase hex string with dashes.



    


    
      
        v7()

      


        Generate a new UUIDv7 as a 16-byte binary.
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          -spec from_string(binary() | string()) -> {ok, 
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reckon_gater_worker_registry 
    



      
pg-based distributed worker registry for reckon-gater
Provides cluster-wide worker registration and discovery using Erlang's built-in pg (process groups) module.
[bookmark: Cluster-Wide_Discovery]Cluster-Wide Discovery
Workers registered on any node are discoverable from all nodes:
- pg:join/3` broadcasts group membership to all connected nodes - `pg:get_members/2` returns PIDs from ALL nodes in the cluster - When a node fails, pg automatically removes its members from groups == Design Rationale == This implementation uses pg instead of Ra because: 1. **Simplicity** - pg is built into OTP, no external dependencies 2. **Sufficient consistency** - Gateway worker discovery doesnt require strong consistency; finding "any available worker" is fine 3. **No conflicts** - Avoids Ra cluster ID conflicts with Khepri stores 4. **Automatic cleanup** - pg handles node failures automatically
[bookmark: Eventual_Consistency]Eventual Consistency
pg provides eventual consistency. During network partitions, different nodes may briefly see different worker lists. This is acceptable for gateway workers since:
- Workers are stateless proxies to the event store - Requests are retried with exponential backoff - Any available worker can handle any request
[bookmark: Key_Features]Key Features
- Register gateway workers for specific stores - Cluster-wide worker discovery via pg groups - Automatic cleanup on worker death (local monitor) - Automatic cleanup on node failure (pg membership) - Load balancing via round-robin worker selection
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        get_all_workers()

      


        Get all registered workers
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        Get all workers for a store
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        handle_cast(Msg, State)

      


    


    
      
        handle_info(Info, State)
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        register_worker(StoreId, Pid)

      


        Register a worker for a store
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        unregister_worker(StoreId, Pid)

      


        Unregister a worker for a store
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          -type worker_entry() ::
          #worker_entry{store_id :: atom(), node :: node(), pid :: pid(), registered_at :: integer()}.
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          -spec get_all_workers() -> {ok, #{atom() => [worker_entry()]}} | {error, term()}.


      


Get all registered workers

  



  
    
      
    
    
      get_workers(StoreId)



        
          
        

    

  


  

      

          -spec get_workers(atom()) -> {ok, [worker_entry()]} | {error, term()}.


      


Get all workers for a store

  



  
    
      
    
    
      handle_call(Request, From, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(Msg, State)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_info(Info, State)
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          -spec register_worker(atom(), pid()) -> ok | {error, term()}.


      


Register a worker for a store

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      



  



  
    
      
    
    
      terminate(Reason, State)



        
          
        

    

  


  


  



  
    
      
    
    
      unregister_worker(StoreId, Pid)



        
          
        

    

  


  

      

          -spec unregister_worker(atom(), pid()) -> ok | {error, term()}.


      


Unregister a worker for a store
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